OMA-ER-Mobile_Codes_API-V2_0-20150611-D
Page 50  V(102)


	[image: image35.png]MC-7
l MC Enabler
R :
| Mobile OSM-1
: Device id- _— e MC Client
' Operating |
]
, System or :
' Middleware
,  (with access to ! MC-1
| the camera) :
.
Home CMP





	

	Mobile Codes API Enabler

	Draft Version 2.0 – 11 Jun 2015

	Open Mobile Alliance

	OMA-ER-Mobile_Codes_API-V2_0-20150611-D


	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavours to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2015 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents
61.
Scope


82.
References


82.1
Normative References


82.2
Informative References


93.
Terminology and Conventions


93.1
Conventions


93.2
Definitions


103.3
Abbreviations


114.
Introduction


134.1
Version 2.0


145.
MC V2.0  Enabler release description (Informative)


145.1
End-to-end Service Description


145.2
Incremental Functions of the MC Client to support MCC API


156.
Requirements (Normative)


156.1
Common High-Level Functional Requirements


166.2
High-Level Functional Requirements


176.2.1
Security


186.2.2
Charging Events


186.2.3
Administration and Configuration


186.2.4
Interoperability


186.2.5
Privacy


196.3
Overall System Requirements


196.3.1
Overall System Requirements


217.
Architectural Model


217.1
Dependencies


217.2
Architectural Diagram


227.3
Functional Components and Interfaces definition


237.3.1
MC V2.0 Enabler Functional Components


247.3.2
MC V2.0 Enabler Interfaces


258.
Technical Specifications


258.1
GS1 Barcodes


278.2
MC-7 Interface


288.2.1
MC-7 Type of Messages:


288.2.2
MC-7-RESOLVE_GTIN Web Service


328.2.3
MC-7-TRACKING_REPORT Web Service


348.3
MC-8 Mobile Code Client API Interface


358.3.1
Generic GotAPI Architecture


389.
GotAPI Mobile Codes Plug-In


389.1
Introduction to GotAPI MC Plug-In


389.2
Architectural Model


399.2.1
Informative section.


409.2.2
Security Considerations


409.2.3
Service Discovery


409.2.4
Mobile Code Capturing API


429.3
Technical Specifications


429.3.1
The Service Discovery on the GotAPI-4, (MC-8), Interface


439.3.2
Mobile Code Capturing API


479.3.3
JavaScript code example


4910.
Release Information


4910.1
Supporting File Document Listing


4910.2
OMNA Considerations


50Appendix A.
Change History (Informative)


50A.1
Approved Version History


50A.2
Draft/Candidate Version 1.0 History


52Appendix B.
Use Cases (Informative)


52B.1
Referring a one-time-use discount coupon between family & friends remotely


52B.1.1
Short Description


52B.1.2
Market benefits


52B.2
Lookup of virtual maps and product offers from AR Targets within a Mobile Augmented Reality Session


52B.2.1
Short Description


53B.2.2
Market benefits


54Appendix C.
Introduction to GS1 Identifiers and GS1 Bar Codes


64C.1
Consideration for Implementation


65Appendix D.
Static Conformance Requirements (Normative)


65D.1
SCR for User Agent


65D.2
SCR for GOTAPI Server


67Appendix E.
MC V2.0 Enabler Deployment Considerations


68Appendix F.
MC-7-Resolve_GTIN_Request & Response Example


78Appendix G.
GS1 Schemas









































































Figures
12Figure 1: Overview of Web Runtime MCC API role in an OMA MC V2.0 enabled mobile device


22Figure 2 MC V2.0 Enabler Architectural Diagram using interfaces


25Figure 3:  GS1 Barcodes & ID Processing Model


35Figure 4: GotAPI Architectural Diagram with Extension Plug-in (Informative)


36Figure 5: Mobile Codes Architectural Diagram in the context of GotAPI


37Figure 6: The procedure of the Service Discovery


39Figure 7: Architectural Diagram GotAPI MC Plug-In within MC V2.0


41Figure 8: Message Flow of the Mobile Code Capturing API











54Figure App C 1: GS1 Identifiers and Bar Codes Summary


55Figure App C 2: GS1 Data Keys for GTIN only


56Figure App C 3: GS1 Data Keys for GTIN and Package Variation Number (PVN)


57Figure App C 4: GS1 Data Keys for GTIN, PVN and Expiration Date (EXP)


58Figure App C 5: GS1 Data Keys for GTIN, PVN, EXP and 15 Digit Alpha-numeric (AN) Lot Number (LOT)


59Figure App C 6: GS1 Data Keys for GTIN, PVN, EXP and 11 Digit AN LOT and 11 AN Serial Number (SER)


60Figure App C 7: GS1 Data Keys for GTIN, PVN, EXP and 20 Digit AN LOT and 20 Digit AN SER


61Figure App C 8: GS1 Data Keys for GTIN, PVN, and Product URL


62Figure App C 9: GS1 Data Keys for GTIN, PVN, Small Product URL and 5 Digit AN LOT


63Figure App C 10: GS1 Data Keys for GTIN, PVN, EXP, 15 Digit AN LOT and Product URL


64Figure App C 11: GS1 Data Keys for GTIN, PVN, EXP, 20 Digit AN LOT, 20 Digit AN SER and Product URL















Tables 
15Table 1: Common High-Level Functional Requirements


17Table 2: High-Level Functional Requirements


17Table 3: High-Level Functional Requirements – Security Items


17Table 4: High-Level Functional Requirements – Authentication Items


17Table 5: High-Level Functional Requirements – Authorization Items


18Table 6: High-Level Functional Requirements – Data Integrity Items


18Table 7: High-Level Functional Requirements – Confidentiality Items


18Table 8: High-Level Functional Requirements – Charging Events Items


18Table 9: High-Level Functional Requirements – Administration and Configuration Items


18Table 10: High-Level Functional Requirements – Interoperability Items


18Table 11: High-Level Functional Requirements – Privacy Items


20Table 12: Overall System Requirements


27Table 13: Barcode Symbology and GENSPEC


30Table 14: MC-7-RESOLVE_GTIN_REQUEST Message


31Table 15: MC-7-RESOLVE_GTIN_RESPONSE Message


33Table 16: MC-7-TRACKING_REPORT Message


33Table 17: Structure of the "usagestatistics" Parameter





















1. Scope

The scope of MC V2.0 Enabler comprises of the following modules of key capabilities:

1. Backwards compatibility with MC V1.0 Enabler:

a) Creation (i.e., Encoding) of OMA-compliant 2D Mobile Codes (Direct & Indirect encoded), follows procedures in the respective Data Format sections in MC V1.0 Technical Specification as is.  No new material is required in this ER Document. 
b) In addition, OMNA procedures in support of allocation of Indirect Code Identifiers (ICIs) for creation of OMA-compliant Indirect Codes continue to apply. No new material is required in this ER Document. 

c) Reading of OMA-compliant 2D Mobile Codes (Direct & Indirect encoded) follows applicable procedures in MC V1.0 Enabler as they are.  MC Client behaviour as per MC V1.0 continues to apply. No new material is required in this ER Document.

d) Resolution of OMA-compliant 2D Indirect Mobile Codes follows applicable procedures in MC V1.0 Enabler as they are.  Behaviours of the MC Client and network server components (i.e., Home CMP, Remote Resolving CMP and MC Registry, as applicable) as per MC V1.0 continue to apply. No new material is required in this ER Document.
e) All internal processes and interactions between the device camera, OS, middleware (as applicable) and the user-interface with the MC Client are subject to specific product implementations, which continue to be out-of-scope of the MC Enabler.  
2. New capabilities added to support GS1 System 1D and 2D barcodes for consumer product packaging and to enable consumer access to trusted source data in accordance with the GS1 Source Architecture:

a) The following GS1 bar codes, with broad descriptions, are supported in MC V2.0 Enabler (specific references of each bar code type will follow in the Requirements Section herein):

b) UPC-A, EAN-13, UPC-E, EAN-8

c) GS1 DataBar Omnidirectional, GS1 DataBar Stacked Omnidirectional, GS1 DataBar Expanded and GS1 DataBar Expanded Stacked

d) GS1 DataMatrix, GS1 QR Code, GS1-128

e) ITF-14 (Interleaved 2-of-5 carrying a GTIN)

f) MC V2.0 Enabler, specifically, the MC Client will interoperate with the relevant server component of the GS1 System (primarily, the Data Aggregator) to support trusted product packaging data  in accordance with the GS1 Application Identifiers (detailed references will be specified in the Requirements Section herein):

· Global Trade Item Number (GTIN)

· (10) Batch or Lot Number

· (11) Production Date

· (15) Best Before Date

· (17) Expiration Date

· (21) Serial Number

· (710-713) National Healthcare Reimbursement Numbers 

· (8200) Extended Packaging URL (Product URL)

· (91 to 99) Company Internal Information (these AIs may be used by GS1 during pilots prior to approval of new AIs)

· (AI 12) Due Date

· (AI 13) Packaging Date

· (AI 30) Trade Item Quantity 

· (AI 3nnn) Trade Item Measures

· AI (243) Packaging Component Number 
g) MC V2.0 supports the following application standard specifications for bar code sizes used on consumer packaging. See Section 5.5.2 of the GS1 General Specifications. See also:

· Annex xyz – Introduction to GS1 Identifiers & GS1 Bar Codes, herein.
· Summary of the Symbol Specification Tables - GS1 Symbology Operational Environment Decision Tree.  See detailed specific references to the GS1 General Specifications in the Requirements Section herein.
h) MC V2.0 supports GS1 processing rules for direct mode of the Extended Packaging URL per GS1 General Specifications See detailed specific references to the GS1 General Specifications in the Requirements Section herein.
3. MC Client (MCC), in MC V2.0, can read and distinguish between GS1 and OMA-compliant Data Formats. For Direct encoded mobile codes, MC Client returns the decoded content from the GS1 or OMA mobile code to the device for its further action (i.e., consumption of the content by an appropriate application).  For Indirect encoded mobile codes, MC Client interoperates with the appropriate OMA or GS1 resolving server (i.e., the OMA Home CMP, or GS1 Data Aggregator) to effect resolution of the mobile code and returns the result to the device for its further action.
4. A new capability is added to MC V2.0 to expose an MCC API function interface. In addition to the user initiated action, the Mobile Codes API (MCC API) enables Web Runtime applications (Web Apps) to invoke the Mobile Codes Client (MCC) to read and resolve GS1 and OMA-compliant mobile codes. Web Apps interact with the MC Client via an internal Server installed in the Device, i.e., GotAPI Server [GotAPI]. Web Apps invoke code scanning operations in the MCC API function, installed in the MC Client, via the GotAPI Server. The mobile code content successfully read or resolved by the MC Client is returned via the MCC API & GotAPI Server to the calling Web Application for its further action.
5. A design approach to enable minimal but adequate functionality in MC V2.0 is taken to focus on time-to-market imperative; it is deemed appropriate to concentrate on realization of the essential features as stated in the foregoing in preference to deferring updates to many features in MC V1.0 (mostly applicable to Indirect Codes) to future releases, subject to market feedback.

· 
· 
· 
· 

This Enabler Release (ER) document is a combined document that includes requirements, architecture and technical specification of the Mobile Codes V2.0 Enabler, according to OMA nomenclature.

Since the Mobile Codes Enabler V1.0 is the reference for which the device Application Programming Interface (API) is being added, the Mobile Codes V2.0, (MC V2.0)  Enabler is, therefore, synonymous with “APIs for the Mobile Codes Enabler V1.0”

Scope of work for this enabler is defined and approved as the Work Item Description 0251 ‘Mobile Codes Enhancement and APIs’ Part A - Client-side APIs for the MC Enabler.
The main focus of work is to extend the open Web applications environment to the MC V2.0 Enabler by defining simple and interoperable interfaces (i.e., API exposure by the MC Client “MCC”) that facilitate app developer innovations in value-added services related to mobile barcodes.
The following areas will be covered in the scope of the enabler:

· APIs will be defined exclusively for the MC Client of the MC Enabler V1.0, MCC API
· Requirements for the MCC API.

· Architectural aspects of the MCC API, as applicable.

· General alignment with OMA GotAPI V1.0 [OMA-GotAPI].
· 
MC V2.0  Enabler will reuse as much as possible available and applicable technologies.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	API Patterns
	Design guidelines and requirements for definition of APIs

	Browser Context
	Web applications executing under a Web browser as Web runtime environment.

	Code Management Platform
	The Code Management Platform provides a resolution service pertaining to Indirect Codes. 

Note: This is an abbreviated definition appropriate for the context of the MC V2.0 Enabler; for full details that are only relevant in the MC Enabler architecture variants, see MC Enabler V1.0 Definitions Section.

	Direct Code
	A Mobile Code that contains either (a) content for direct consumption for the device, or (b) the address of the service to be accessed (typically a URI [Error! Reference source not found.]).

	ECMAScript
	Use definition from [OMADICT].

	Home CMP
	The CMP to which a particular MC Client is configured to send all Code Resolution requests.  
Note: This is an abbreviated definition appropriate for the context of the MC V2.0 Enabler; for full details that are only relevant in the MC Enabler architecture variants, see MC Enabler V1.0 Definitions Section.   

	Home DA
	The Home DA is the designated GS1 Source Data Aggregator that provides product data for the requested GTIN.

	Indirect Code
	A Mobile Code that contains an Indirect Code Identifier.

	JavaScript
	Use definition from [OMADICT].

	Mobile Code
	A 1D or 2D barcode as read by camera-equipped devices

	Mobile Code Client
	The MC Enabler software entity that resides in the device, and contains the functionality to acquire, decode, and extract the encoded information for further processing as required. This is often referred to as a Mobile Code Reader and these terms can be used synonymously.

	Reading a Mobile Code
	Action by the Mobile Code Client (aka ‘Mobile Code Reader’, or ‘Mobile Code Scanner App’) to interact with the device camera to capture the mobile code image and decode/extract the data that was encoded in the mobile code according to the supported ISO symbology standards in the MC Enabler (i.e., QR Code or Data Matrix). Result of decoding is the data string in text form comprising either a Direct Code, or an Indirect Code.

Note: ‘Reading a Mobile Code’ is synonymous with ‘Decoding a Mobile Code’.   

	Resolving a Mobile Code
	Additional action by the Mobile Code Client, upon reading an Indirect Code, to interact with a unique Code Management Platform (i.e., resolution server) to link, or de-reference, the Indirect Code Identifier to the result associated with the mobile code. Result of indirect code resolution is a pre-determined content or an URI returned to the mobile device for action.  

	Uniform Resource Identifier
	Use definition from [OMADICT].

	User Agent
	Use definition from [OMADICT].

	Web
	The World Wide Web, a content and application framework based upon hypertext and related technologies, e.g. XML, JavaScript/ECMAScript, CSS, etc.

	Web Application
	An application designed using Web technologies (e.g. HTML, CSS, and JavaScript).

	Web IDL
	An IDL language for Web application APIs

	Web Runtime Application
	A client-side Web application that is executed in Web runtime environments.  ‘Web Runtime App’ is synonymous with ‘Web App’ in this document.

	Web Runtime Environment
	Client software that supports the execution of Web applications (e.g. browsers or widget engines).

	
	

	Widget Context
	Web applications installed and executing under a W3C Widget [W3C-Widgets] engine as Web runtime environment.

	Widget Engine
	Software which supports the execution of Web applications running outside a browser context, e.g. with the same functional capabilities as browsers but without the user interface functions provided by a browser, including window frames, menus, toolbars and scroll bars.

	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	


	
	

	
	


3.3 Abbreviations

	AI
	Application Identifier Editor’s Note: cross check to make sure that it is correct

	API
	Application Programming Interface

	DM
	Data Matrix

	GotAPI
	Generic Open Terminal Application Programming Interface

	GotAPI MC Plug-In
	Generic Open Terminal Apllication Programming Interface Plug in also called Mobile Codes Capturing API. It is a software component in the context of GotAPI Enabler.

	
	

	GS1
	General Specifications 

	GTIN
	Global Trade Item Number

	
	

	HTTP
	HyperText Transfer Protocol

	IDL
	Interface Definition Language

	JSON
	JavaScript Object Notation

	
	

	MC
	Mobile Codes Enabler

	MCC
	Mobile Code Client

	MCC API
	Mobile Code Application Programming Interface

	
	

	
	

	MIME
	Multipurpose Internet Mail Extensions

	OMA
	Open Mobile Alliance

	QR
	Quick Response

	REST
	REpresentational State Transfer

	SCR
	Static Conformance Requirements

	TS
	Technical Specification

	UA
	User Agent

	UE
	User Equipment

	UI
	User Interface

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	W3C
	World Wide Web Consortium

	WRAPI
	The OMA Web Runtime API enabler

	XHR
	XMLHttpRequest

	XML
	eXtensible Markup Language

	XSD
	XML Schema Definition


4. Introduction

Mobile Codes Enabler V2.0  specification defines includes a device API that exposes the Mobile Codes Client (MCC) functionality in both V1.0 and V2.0 to web applications while executing in Web Runtime environments (i.e. as a “Web Runtime App”). This API is referred to in this document as the MCC API from the point of view of MC V2.0 Enabler and from the GotAPI Enabler point of view it is called “GotAPI MC Plug-in”.

The functions supported by the User Agent as part of the Web Runtime environment that facilitate the Application access to the MCC functionality are dependent on the following:

· Implementation of the MCC API.

· Specific functions of the MC Client as defined by the OMA MC V1.0 Enabler (e.g., decoding data from the mobile code symbology) which are exposed by the MCC API.
In MC V1.0,  functionalities of the MC Enabler are accessible directly by the human user. MC V2.0 functionalities are accessible to the human user; in addition, the same functionalities are also accessible via the MCC API offered to Web applications running on the device in either a browser or widget context. Certain human user interaction may be required in targeting/selecting a mobile code before the Web App completes its action.
The MC V2.0 Enabler exposes the functionalities of the Mobile Codes Enabler (in both V1.0 for OMA mobile codes and V2.0 GS1 mobile barcodes) to applications such that innovative use of mobile codes can be facilitated, thus leading to a broadening of the emerging mobile codes ecosystem. 

Figure 1 illustrates the actors (including software entities) mainly involved in MC 
V2.0  usages and ecosystem. 
In this figure the MCC API is the Mobile Codes Client API. The interface is called MC-8 from MC V2.0 Enabler or GotAPI-4 from GotAPI V1.0 Enabler.  
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Figure 1: Overview of Web Runtime MCC API role in an OMA MC V2.0 enabled mobile device 
Components, functionaliy and interfaces within the Mobile Device:

	Component
	Functionality
	Interfaces

	Mobile Codes Client
	Mobile Codes  V2.0
	MC-7

· Interface between Mobile Codes Client and GS1 Data Aggregator Server.

· It is used to obtain product information.

MC-1 & MC-4 (Mobile Codes V1.0)

· Interface between Mobile Codes Client and Home Code Management Platform.

· It is used to resolve Indirect Mobile Codes

MC-8

· Interface between Mobile Codes Client and GotAPI Server.

· It is used to expose the beahivour of the Mobile Codes Client to web applications.

· It allows Web Runtime Apps to invoke the Mobile Codes Client, to read and resolve GS1 and OMA –compliant mobile codes.

· For Web Apps, the MC Client acts as a web server. Web Apps invoke code scanning operations via MC Clients using the W3C XMLHttpRequest API.

	
	Mobile Codes Client API (GotAPI MC Plug-In)
	GotAPI-4

· Is the same than MC-8 interface but seen from the GotAPI Server

GotAPI-2

· Interface between Web App and GotAPI Authentication Server.

· It is used by the Web App to obtain authorization to access the GotAPI-based APIs.

GotAPI-1

· Interface between Web Apps and the GotAPI MC Plug-In.

· It is used by the Web Apps for service discovery and mobile code capturing.



4.1 Version 2.0 
MC V2.0 specification defines an overall framework that enables Web Runtime applications (Web Apps) to invoke the MC Client to read and resolve mobile codes without re-creating or otherwise duplicating the MC V1.0 Enabler functionalities. 
Note: This specification is written as an incremental document to MC V1.0.  Implementation of MC V2.0 on a device is predicated on MC V1.0 support being on the device as a pre-requisite; in practice, MC V1.0 and MC V2.0 can be implemented simultaneously on a device as a composite way.


5. MC V2.0  Enabler release description
(Informative)

The incremental functionality of the MC Enabler V2.0 is described in conjunction with the MC Enabler V1.0.  MCC API can only function with MC V1.0 implemented on the device.
5.1 End-to-end Service Description

In Mobile Codes V1.0, mobile code scanning is always initiated by the end user.  UI interactions between the ‘user-to-MCC’ and ‘MCC-to-device camera’ interactions via the OS to initiate mobile code scanning are left up to implementation. Currently, other apps on the device whether related to Web Runtime, or not, do not have a standardised way to interact with the MCC.  Hence, expanded usage of mobile code scanning initiated by applications, as opposed to the end user, is hampered and new opportunities of potential innovative mobile code use cases are largely unexplored. By exposing MCC API as a device API for Web Apps, these untapped opportunities become actionable to facilitate app developer innovations that could utilise mobile codes in a much larger scale.  

In a nutshell, the MCC API enables Web Apps to achieve the following actions:

· Web Runtime App to invoke the MCC to acquire the mobile code via the device camera; 

· MCC decodes the code symbology (Direct or Indirect Codes) and initiates MC Enabler actions to resolve the code;

· Information/Action associated with the mobile code resolution (as intended by the Code Publisher) is consumed or responded to by an appropriate app on the device.

· Information returned by the mobile code to the Web Runtime App contributes to enhancing the user experience as part of the Web Runtime App session (see use cases in Appendix B).
5.2 Incremental Functions of the MC Client to support MCC API

To support the MCC API functionalities, the MCC performs the following incremental functions in conjunction with other functions as per MC Enabler V1.0:

a) HTTP Server communications with the User Agent. This “server” function implemented in the MCC enabled Device is referred to as ‘GotAPI Server’ when it communicates with the User Agent (Browser as the “client”) within the context of MC V2.0. 
Note: The above terminology is fully cognizant of another context in the normal operations of the MC Enabler V1.0, whereby the MC Client, for Indirect Codes, interacts with the code resolution server residing in the network called the ‘Home CMP’.
b) Mapping of the result from reading or resolving a mobile code to an XHR_Response syntax, then responds back to the Web App via the GotAPI Server. 
Note the statement in yellow need to be reviewed.
6. Requirements
(Normative)
Consumer product barcodes are specified by retail and healthcare sectors within the GS1 mobile barcode ecosystem and adhere to GS1 standards. Meeting the requirements in this section will enable full interoperability with these consumer products.
· Enumerate GS1 barcodes used on consumer products
· Provides GS1 General Specifications references for GS1 “element strings” (called GS1 Application Identifiers) that are encoded within GS1 barcodes
· Provides GS1 General Specifications references for two GS1 “element strings” which should be understood in terms of structured data
6.1 Common High-Level Functional Requirements

This section contains MC Enabler requirements supporting functionalities that are relatively common to OMA Enabler Client-side APIs, or so called device APIs.  MC Client API, abbreviated as “MCC API” is synonymous with device API for MC Enabler, or from the GotAPI Enabler perspective it is called the GotAPI MC Plug-in. Functional requirements intrinsic to the MC Enabler are covered in Section 6.2.

Editor’s Note: Going forward in this document, we should use ‘MCC API’ which refers to the API itself. In addition, we should remove all mentions of MCC API that previously referred to the Enabler; the enabler itself should now is called MC V2.0.
	Label
	Description
	Release

	MCCAPI-HLF-01
	MCC API MUST support JavaScript callable APIs.
	2.0

	MCCAPI-HLF-02
	MCC API MUST be defined utilising open standard technologies.
	2.0

	MCCAPI-HLF-03
	MCC API support MUST be discoverable by the   Web Apps.
	2.0

	MCCAPI-HLF-04
	MCC API MUST provide status and/or error conditions to the Web App, when applicable.
	2.0

	MCCAPI-HLF-05
	MCC API MUST be defined using consistent API design patterns (e.g., error handling, namespaces, and interface structure).
	2.0

	MCCAPI-HLF-06
	MCC API MUST support asynchronous operation.
	2.0


Table 1: Common High-Level Functional Requirements

6.2 High-Level Functional Requirements

	Label
	Description
	Enabler

Release
	Functional Module

	MCCAPI-BCOD-001
	The MC Enabler SHALL be able to read and recognize, supported barcode symbologies and standard data formats.
	MC v2.0
	Barcodes

	MCCAPI-BCOD-002
	The MC Enabler SHALL be able to treat GS1 barcodes according to GS1 General Specificaitons and OMA barcodes according to OMA specifications (auto-discriminate between the two).
	MC v2.0
	Barcodes

	MCCAPI-BCOD-003
	The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of [TSD].

· EAN/UPC versions: 

· UPC-A

· EAN-13

· UPC-E

· EAN-8
	MC v2.0
	Barcodes

	MCCAPI-BCOD-004
	The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of [TSD]. 

· GS1 DataBar versions: 

· GS1 DataBar Omnidirectional

· GS1 DataBar Stacked Omnidirectional 

· GS1 DataBar Expanded 

· GS1 DataBar Expanded Stacked
· 
	MC v2.0
	Barcodes

	MCCAPI-BCOD-005
	The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of [TSD].

GS1 DataMatrix 
· 
	MC v2.0
	Barcodes

	MCCAPI-BCOD-006
	The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards. 

· GS1 QR Code
· 
	MC v2.0
	Barcodes

	MCCAPI-BCOD-007
	The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards. 

· GS1-128
· 
	MC v2.0
	Barcodes

	MCCAPI-BCOD-008
	The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of the [TSD].

· ITF-14 (Interleaved 2-of-5 carrying a GTIN)
	MC v2.0
	Barcodes

	MCCAPI-BCOD-009
	The MC Enabler SHALL interpret any GS1 element string format contained in the scanned barcode.
	MC v2.0
	Barcodes

	MCCAPI-BCOD-010
	Once element string interpretation is completed, the MC Client SHALL pass the following data to the Web App:

a) Raw data as GS1 element string (as is, without processing or parsing);

b) Application Identifier (AI) element strings (data pairs) 

c) GTIN and Extended Packaging URL as structured objects, if available.
	MC v2.0
	Barcodes

	MCCAPI-BCOD-011
	The MC Enabler SHALL support parsing the GTIN and Extended Package URL as a foundational data key for purpose of product data look up from GS1Source Network.

	MC v2.0
	Barcodes

	MCCAPI-BCOD-012
	This enabler SHALL support GS1 processing rules for direct mode of the Extended Packaging URL per GS1 General Specifications V14 Section 2.1.8.
	MC v2.0
	Barcodes

	MCCAPI-BCOD-013
	The MC enabler SHALL support Web API to invoke the system barcode scanner and read the barcode.
	MC v2.0
	Barcodes

	MCCAPI-BCOD-014
	The MC Enabler SHALL support Web API to request product data from the GS1 Source Data Agregator for the provided GTIN.
	MC v2.0
	Barcodes


Table 2: High-Level Functional Requirements
6.2.1 Security

	Label
	Description
	Release

	MCCAPI-SEC-01
	The MCC API MUST be able to make use of the security framework of the OMA Web Runtime Environment supported by the device, where available and applicable.
	2.0

	MCCAPI-SEC-02
	The MC Enabler SHALL support a security transport mechanism for protecting the data transmmited over the network.
	2.0


Table 3: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication

	Label
	Description
	Release

	MCCAPI-AUTH-01
	MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device to authenticate the   Web App.
	2.0


Table 4: High-Level Functional Requirements – Authentication Items

6.2.1.2 Authorization

	Label
	Description
	Release

	MCCAPI-AUTR-01
	MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device to authorise the   Web App.
	2.0

	MCCAPI-AUTR-02
	MCC API MUST be able to grant access only to a Web Runtime App that is entitled to access the MCC API.
	2.0


Table 5: High-Level Functional Requirements – Authorization Items

6.2.1.3 Data Integrity

	Label
	Description
	Release

	MCCAPI-DATI-01
	MCC API MUST be able to provide data integrity for all data transferred from the MCC to the   Web Runtime App, and vice-versa.
	2.0


Table 6: High-Level Functional Requirements – Data Integrity Items

6.2.1.4 Confidentiality

	Label
	Description
	Release

	MCCAPI-CONF-01
	MCC API MUST apply or support data confidentiality that ensures information transferred from the MCC to the Web Runtime App, and vice versa, is not made available or disclosed to any unauthorised entity, or process.
	2.0


Table 7: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging Events

	Label
	Description
	Release

	MCCAPI-CHG-01
	MCC API MUST, for Indirect Codes, support charging mechanisms if implemented by the Home CMP.
	2.0

	MCCAPI-CHG-02
	MCC API MAY, for Indirect Codes, support charging mechanisms if implemented by the Resolving CMP.

Informational Note: This is subject to the business relationships between the Home CMP and the Remote Resolving CMP.
	2.0


Table 8: High-Level Functional Requirements – Charging Events Items

6.2.3 Administration and Configuration

	Label
	Description
	Release

	MCCAPI-CON-001
	The MC Enabler SHALL support the provision of configuration information for connecting MC Client to a GS1 Source Data Aggregator.
	2.0


Table 9: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Interoperability

	Label
	Description
	Release

	MCCAPI-INT-01
	MCC API MUST be specified in an open standard descriptive language that is neutral to operating environments.
	2.0


Table 10: High-Level Functional Requirements – Interoperability Items

6.2.5 Privacy

	Label
	Description
	Release

	MCCAPI-PRV-01
	MCC API MUST provide a mechanism that protects the user's Personal Profile Data that may exist as part of the MCC configuration.  This mechanism should ensure that no Personal Profile Data of the user is accessible through the MCC API without the user's express permission.
	2.0

	MCCAPI-PRV-02
	MCC API MUST provide a mechanism that protects the user's Location Data that may be accessible by the MCC.  This mechanism should ensure that no Location Data of the user is accessible through the MCC API without the user's express permission.

Informational Note: This requirement does not in any way preclude the   Web Runtime App from accessing the user’s Location Data through interactions with other capabilities or features on the device in which the MCC API is not involved.
	2.0


Table 11: High-Level Functional Requirements – Privacy Items

6.3 Overall System Requirements

This section contains functionalities that are intrinsically unique to the MC Enabler accessible via the MC Client-side API (“MCC API”).
A primary role for the MCC is to read/decode the Mobile Code (Direct or Indirect) symbology image. Recognising that direct application access to the device camera API to capture the unread/undecoded symbology image has been widely implemented (e.g., A MMS message being constructed from a picture, such as a Mobile Code symbology image, taken by the device camera), there is no apparent need for the MCC, hence no MCC API involvement in this use case.  Specifically, use of the MCC (via the MCC API) to acquire the mobile code symbology image without decoding of the symbology data is out-of-scope for the MC V2.0 Enabler.
6.3.1 Overall System Requirements
	Label
	Description
	Release

	MCCAPI-SYS-001
	The MC Client SHALL capture and provide the following types of data in the request to the Data Agregator on an opt-in basis; including:
· Barcode scanned

· User profile

· Mobile Network Operator

· Mobile Code Application
· 
	MC v2.0

	MCCAPI-SYS-002
	This enabler SHALL define an interface to access trusted product data from the GS1 Source Network Data Aggregator.
	MC v2.0

	MCCAPI-SYS-003
	The MC Enabler SHALL reuse the current GS1 Trusted Source of Data standards (interface and data models) for MC Client to GS1 Source Data Aggregator interactions.
	MC v2.0

	MCCAPI-OSR-01
	MCC API MUST be capable of being called by the Web Runtime App to utilise the MCC to read/decode a Mobile Code and return raw data of the decoded symbology of the Mobile Code.

Informational Note: “Raw data” means that the data that is decoded from the symbology but has not been decoded by the [OMA-MC]’s data formats or any other data formats.
	Deferred to future release.

	MCCAPI-OSR-02
	MCC API MUST be capable of being called by the Web Runtime App to utilise the MCC to read/decode an [OMA-MC] conformant Direct Code and return the result to the Web Runtime App.

Informational Note:  Examples of the above returned information include: 1) a URL, 2) business card contact data, or 3) a telephone number.
	1.0

	MCCAPI-OSR-03
	MCC API SHOULD, upon reading and decoding of an Indirect Code that is not conformant to [OMA-MC] data format, return an error indication to the calling the   Web Runtime App. 

Informational Note: See [OMA-MC-TS] Section 8 for conformant Indirect Code data format.
	1.0

	MCCAPI-SYS-04
	MCC API MUST be capable of being called by the Web Runtime App to utilise the MCC to return the complete and unmodified data of a decoded [OMA-MC] conformant Indirect Code: without Code Resolution by the MCC and MC network server(s), to the Web Runtime App.

Informational Note: The above returned information contains the Indirect Code Identifier (ICI) along with any optional Display-Text; see [OMA-MC-TS] Section 8.
	Deferred to future release.

	MCCAPI-OSR-05
	MCC API MUST be capable of being called by the   Web Runtime App to utilise the MCC to read/decode an Indirect Code and return the result: after Code Resolution by the MCC and MC network server(s) but before consumption of the information by a native app on the device, to the Web Runtime App.
Informational Note: Examples of the above returned information include: 1) a URL, 2) pre-formatted business card contact data, or 3) data file containing a JPEG picture.
	1.0

	MCCAPI-OSR-06
	MCC API MUST not impose any restrictions on how the   Web Runtime App may or may not manipulate the information, as a result of reading/decoding the (Direct or Indirect) mobile code, being returned to the Web Runtime App.
	1.0

	MCCAPI-OSR-07
	MCC API SHOULD define its own broad and generic, error messages based on HTTP.
	1.0


Table 12: Overall System Requirements

7. Architectural Model

This section describes the architectural model and related aspects of the MC V2.0  Enabler. The architecture contains only MC V2.0  intrinsic functional components.

The architecture definition and functionalities are based on the requirements defined in the Section 6.
7.1 Dependencies

The MC V2.0 Enabler (or APIs for the MC Enabler) architecture is inherently dependent on the OMA MC V1.0 Enablers.

The most prevalent Web Runtime Environment that will utilise the MC V2.0 Enabler include: Browsers, Web Apps and Widgets. Browser support of HTML5 capabilities is assumed.
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Figure 2 MC V2.0 Enabler Architectural Diagram using interfaces

7.3 Functional Components and Interfaces definition

Functional components and interfaces of the MC V2.0 Enabler are defined in this section.

Under otherwise specified, all MC Enabler functionalities required for Code Resolution (for both Direct Codes and Indirect Codes) are as specified in OMA MC Enabler V1.0 and remain intact in Enabler V2.0. Incremental new functionalities of the MC Client as required are specified in this document.
Only components and interfaces from MC Enabler V1.0 having interactions with MCC API (as part of MC Enabler V2.0) are specified herein.  All other components and interfaces of the MC Enabler not shown or mentioned herein (i.e., interfaces ranging from MC-2 to MC-6) are assumed to remain intact, whose operations continue to function as specified in MC Enabler V1.0.
7.3.1 MC V2.0 Enabler Functional Components
Referencing the Architectural Diagram in Section 7.2, the following MC V2.0 Enabler components are defined as follows:

Home CMP (Code Management Platform): [OMA-MC V1.0] This is a component of the MC Enabler architecture as defined in MC Enabler V1.0; it is a network server with which the MC Client is configured to interact in order to resolve OMA-compliant Indirect Codes.  Resolution of Direct Codes is fulfilled by the MC Client alone and does not require any interactions with the Home CMP. Details of the Home CMP functionalities are as specified in MC Enabler V1.0; MC V2.0 Enabler requires no changes to the Home CMP functionalities. 
GS1 Data Aggregator Server: This component is only used to resolve GS1 Indirect Codes.
MCC (MC Client): [OMA-MC V1.0] This is a component of the MC Enabler architecture as defined in MC Enabler V1.0; it is a software application residing in the mobile device that is required to resolve OMA-compliant mobile codes. 

· For Direct Codes, the MCC performs all necessary functions to interact with the device camera (through the device OS/middleware) to read and then decode the data from the mobile code symbology.  

· For Indirect Codes, the MCC performs all necessary functions to interact with the device camera (through the device OS/middleware) to read and then decode the data from the mobile code symbology. Since the data from an Indirect Code contains only the Indirect Code Identifier (ICI) and not the complete mobile code content itself, the MCC is configured to forward the ICI to the designated Home CMP in order to resolve the content associated with the ICI.

Details of the MC Client functionalities are as specified in MC Enabler V1.0. To support MC V2.0 Enabler, The MCC component performs incremental functions in addition to those specified in MC Enabler V1.0.
The incremental MCC functionalities required to support MC V2.0 are as follows:

1. MCC enabled device to include local HTTP server functionality (i.e., “GotAPI Server”) in addition to previously defined MCC behaviour in MC Enabler V1.0.

2. GotAPI Server to expose the MCC API through HTTP via a dedicated TCP port; this port address may need to be registered or reuse an existing one, as appropriate (see Section 8.2). 

3. GotAPI Server utilises XHR requests and responses as per W3C XMLHttpRequest API [W3C-XHR].
4. The GotAPI Server, upon receipt of the XHR request, triggers the normal MCC actions of code reading and resolution functionalities as specified in MC Enabler V1.0.  

Note: MCC interactions with the device camera and/or OS are subject to implementation specifics, which are likewise in MC Enabler V1.0 considered out-of-scope. 

5. GotAPI Server, upon completion of code reading and decoding for a Direct Code, inserts the result as part of the XHR response back to the Web App.

6. GotAPI Server, upon completion of code reading, decoding and resolution for an Indirect Code, inserts the result as part of the XHR response back to the Web App.
Additional Information (Informative)
Note: The following external components are not defined by the V2.0 Enabler but are nonetheless integral to the successful operation of the MC V2.0 Enabler.  The following information (remainder of this section) is Informative:

Mobile Device Operating System (OS) or Middleware: This is an integral component of the mobile device architecture that enables functioning capabilities of device involving: all software features and most of the hardware features on the device. Examples of the device OS or middleware are: Apple iOS, Android, Opera, Chrome, Symbian and Windows Mobile.
Web Runtime Environment: This is the client software that supports the execution of Web applications (e.g. browsers or widget engines). The Web Runtime Environment enables a Web App to call the MCC API to access MC Client and MC Enabler V2.0 functionalities.
GotAPI Server and GotAPI Authentication Server, are defined in [OMA-GotAPI]

See more details in Section 8 – Technical Specifications.
7.3.2 MC V2.0 Enabler Interfaces
Referencing the Architectural Diagram in Section 7.2, the MC V2.0 Enabler interfaces are defined as follows:

MC-1 Interface (applicable to OMA Indirect Codes only): This interface is exposed by the Home CMP to an authorised principal (in this case, the MCC) for transfer of latency-critical information related to an OMA Indirect Code; this information may include: request for resolution of Indirect Code Identifier (ICI), response containing resolved content or address of content (or a service), error codes, additional meta-data (e.g., subscriber profile information and location information).
Note 1: Transfer of latency-critical information refers to transactions or messaging flows specified by the MC Enabler that directly impact on the user experience due to sensitivity to latency.
Note 2: MC Enabler V2.0 requires no changes to the functioning Interface MC-1 as specified in MC Enabler V1.0.
MC-7 Interface: (applicable to GS1 Indirect Codes only): This interface is exposed by the GS1 Data Aggregator server to an authorised principal (in this case, the MCC) for transfer of latency-critical information related to a GS1 Indirect Code; this information may include: request for resolution of the GS1 GTIN and information conveyed by other GS1 data keys (i.e. 1D or 2D Bar Codes (see Appendix C for GS1 identifiers and bar codes summary).
MC-8 Interface: This interface is exposed by the MC Client to an authorised principal (in this case, the GotAPI Server). Through this interface, the Web Runtime Environment comprising of a Web App and the User Agent (i.e. Web Browser, Widget Runtime and APIs, etc.) can call the MCAPI MC-8 (via the GotAPI Server) to access the MC Client and certain MC Enabler functionalities.

OSM-1: This interface is exposed by the Mobile Device OS or Middleware to the MCC. Through this interface, the MCC can call an appropriate API to access mobile device camera to view and/or store a picture or short video of the mobile code symbol in order to read and decode the mobile code.

Note: OSM-1 is implementation specific based on the type of mobile device and its native OS; details of this interface and the specific API to access the device camera are out of scope in both MC Enabler V1.0 and MC V2.0 Enabler.
8. Technical Specifications

8.1 GS1 Barcodes

Consumer product barcodes are specified by retail and healthcare sectors within GS1 standards. Meeting the requirements in this section will enable full interoperability with these consumer products.  

GS1 AIDC (automatic identification and data capture) Application Standards specify the identification key, key attributes, data carrier (e.g., barcode), barcode size specifications, and application rules. Full compliance with this technical specification ensures full support of GS1 AIDC solutions on consumer product packaging. Figure 1 describes the basic processing model. 
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Figure 3:  GS1 Barcodes & ID Processing Model

Technical Considerations:

· GS1 barcodes have an implicit (EAN/UPC, ITF-14) or explicit (all other symbols) start code pattern which allow scanners to know the data encoded SHALL be interpreted according to GS1 standards. 
· GS1 element strings (data pair is the equivalent OMA term) contain a two to four digit numeric GS1 Application Identifier (qualifies the data field which follows) and the actual value of the data field. 

· GS1 data fields may be numeric or alphanumeric and fixed or variable in length. 

· More than one GS1 data field may be concatenated into one barcode therefore fixed length fields are encoded first (require no delimiter) then followed by variable length fields. 

· When two or more variable length data fields are encoded, a FNC1 delimiter is used between them. 

· Mobile Code Client (MCC) provides a structured data object for each supported AI, containing the processed value

· Structured data objects insulate developers from having to know and implement AI processing details

· Mobile Codes eco-system provides native support for GS1 Trade Item Extended Packaging Applications

· To support direct and indirect access modes, MCC requires explicit interpretation of and processing capability for; 

· AI (01) GTIN, to retrieve trusted source data from configured GS1 Source data aggregator

· AI (8200) Extended Packaging URL, to access brand authorized information 

Note: MCC does not process any other AIs that may have been decoded. It simply pases the AI information as key value pairs to the Web Application. 
An implementation of this enabler SHALL support the barcode symbology and data formatas specifications listed in the table below.
The table provides for the following information:

· Enumerate GS1 barcodes used on consumer products.
· Provides GS1 General Specifications references for GS1 “element strings” (called GS1 Application Identifiers) that are encoded within GS1 barcodes.
· Provides GS1 General Specifications references for two GS1 “element strings” which should be understood in terms of structured data.
	Barcode Symbology & Data Formats
	[GENSPEC] Section Reference
	Technical Consideration

	EAN/UPC versions: 

· UPC-A

· EAN-13

· UPC-E

· EAN-8


	Section 2 Applications Standards.

Section 5.2 for technical specifications such as encode-decode algorithms.


	EAN/UPC: Use of GS1 defined data is implicit via the Symbology Identifier (see GS1 General Specifications V14, [GENSPEC], Section 5.1.2) and application context (e.g., coupon, product package, shopper loyalty card.) 



	GS1 DataBar versions: 

· GS1 DataBar Omnidirectional

· GS1 DataBar Stacked Omnidirectional 

· GS1 DataBar Expanded 

· GS1 DataBar Expanded Stacked 


	Section 2 Applications Standards. 

Section 5.6 for technical specifications such as encode-decode algorithms.

	GS1 DataBar: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.6

	· GS1 DataMatrix 


	Section 2 Applications Standards. 

Section 5.7 for technical specifications such as encode-decode algorithms.

	GS1 DataMatrix: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.7.



	· GS1 QR Code


	Section 2 Applications Standards. 

Section 5.9 for technical specifications such as encode-decode algorithms.
	GS1 QR Code: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.9.



	· GS1-128


	Section 2 Applications Standards.

Section 5.4 for technical specifications such as encode-decode algorithms.
	GS1 128: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.4.



	· ITF-14 (Interleaved 2-of-5 carrying a GTIN)
	Section 2 Applications Standards.

Section 5.3 for technical specifications such as encode-decode algorithms.
	ITF-14: Use of GS1 defined data is implicit via the Symbology Identifier (see GS1 General Specifications V14, [GENSPEC], Section 5.1.2) and use of 14 numeric digits on a product packaging.

	This enabler SHALL interpret any GS1 element string format contained in the scanned barcode.


	GS1 element strings are defined in Section 3.0. 

Processing rules are defined in Section 5.10 and 7.0.
GS1 Application Identifiers in numeric order are defined in Section 3.2.


	

	This enabler SHALL support GS1 processing rules for general retail consumer trade items.
	Section 2.1.2.1
	

	This enabler SHALL support GS1 processing rules for direct mode of the Extended Packaging URL.
	Section 2.1.8.
	


Table 13: Barcode Symbology and GENSPEC

Note:
Technical Specifications for GS1 barcode Symbology Identifiers can be found in GS1 General Specifications V14, Section 5.1.2.
8.2 MC-7 Interface
Editor’s Note: GS1 may refer to this as “MC Client-to-Aggregator Query Interface” (MAQI).
The MC-7 interface is used for the transfer of latency-critical information.

The MC-7 interface SHALL support the following REST APIs:

· MC-7-RESOLVE_GTIN web service.
· The OMA MC specification for MC-7-RESOLVE-GTIN is based on [TSD].  It applies specific profiling for MCC to GS1 Source Data Aggregator interaction for product information. 

· The MC-7-RESOLVE_GTIN web service SHALL comply with [TSD] for the Aggregator-Aggregator-Query-Interface (AAQI) for the REST web services binding and product data.

· The REST binding as specified in section 9.1 of [TSD] SHALL be the web service transport binding for MC-7-RESOLVE_GTIN web service.

· The response of the MC-7-RESOLVE_GTIN web service SHALL be as per the AAQI specification for the product data models as specified in section 6 and 7.1 of [TSD] and its corresponding XML schema binding as specified in section 8 of [TSD].
· Versioning of the corresponding REST interface for MC-7-RESOLVE_GTIN web service SHALL comply with section 5.4 [TSD].
The security model as specified in section 9.1.1.2 of [TSD] MAY be implemented. If implemented the Message Authentication Code (MAC) calculation SHALL include the request parameters as specified in the Resolve GTIN request in the subsequent section.
8.2.1 MC-7 Type of Messages:

	Message 
	Description

	MC-7_RESOLVE_GTIN_REQUEST
	It is used by the Mobile Client to request to the GS1 Data Aggregator Server the resolution of the GTIN product identification.

	MC-7_RESOLVE_GTIN_RESPOND
	This message is the response sent by the GS1 Data Aggregator Server containing the product information.

	MC-7_TRACKING_REPORT
	It is used to pass relevant information from the Mobile Code to the GS1 Data Aggregator Server.


Note: See example messages in Appendix F.
8.2.2 MC-7-RESOLVE_GTIN Web Service

8.2.2.1 Resolve GTIN Request
A MC Client SHALL make a Resolve GTIN Request using the REST binding as specified in this section. 

The HTTP URL for the request SHALL have the following form: 

· Base/v1/Resource?Parameters
where:
· Base is an absolute HTTP (or HTTPS) URL, that SHALL be the MC-7-RESOLVE_GTIN_REQUEST_URL that is configured in the MCC.
· The two characters v1 denote that the operation being invoked is as specified in this version of the [TSD]. These characters are reserved to provide for a staged transition to an incompatible version of the TSD standard in the future. See Section 5.4.2 of [TSD]
· Resource is a URL segment and SHALL have the following form: 

· ProductData/gtin/gtin
Note: 
The second segment of the Resource portion is the four-character string gtin while the third segment is the 14-digit GTIN of the product.
· The Parameters portion of the HTTP URL for the MC-7 Resolve GTIN request SHALL have parameters as specified in the table below (include table number).
The HTTP method SHALL be GET and the HTTP request payload SHALL be empty.
· The parameters marked “Mandatory” in the table below SHALL be present in the request while the others MAY be present in the request.

· The “cc” SHALL be present when the “post” is present.
Note: See example in Appendix F.

	Parameter
	Requirement
	Occurrences
	Type
	Description

	gtin 

	Mandatory
	1
	String
	The GTIN for the request (see Section 7.1.1 of [TSD]).

	targetMarket 
	Mandatory
	1
	String
	The target market code for the request (see Section 7.1.1 of [TSD]).

	dataVersion 
	Mandatory
	1
	String
	The desired data version of the TSD standard for the request (see Section 7.1.1 of [TSD]).

	clientGln 
	Mandatory
	1
	String
	A 13-digit GLN that identifies the client; see Section 9.1.1.2 of [TSD]).

	mac 
	Mandatory
	1
	String
	A 64-character hexadecimal numeral (using uppercase letters) whose value is the message authentication code for the request as computed according to Section 9.1.1.2 of [TSD]). The query parameters included in the calculation of the mac MUST include the additional query parameters specified in this section, if provided.

	
	
	
	
	

	appid
	Mandatory
	1
	String
	The “appid” uniquely identifies the MCC software version as assigned by the MCC vendor. 

	enablerver
	Mandatory
	1
	String
	The “enablerver” indicates the OMA MC Enabler version, as defined as part of the Section 8.1 - Data Format.

	clientid
	Mandatory
	1
	String
	 The “clientid” is used for identifying an instance of the MCC installation on the specific device. This parameter is generally used by the Data Aggregator only. ‘clientid’ may be referred to as ‘user id’ in some application development environments.

	tsdappid
	Optional
	0..1
	String
	The “tsdappid” uniquely identifies the application (e.g. Web App calling the client-side API) utilizing the mobile code enabler.

	btype
	Optional
	0..1
	String
	The “btype” identifies the barcode type (Symbology) of the barcode that was decoded by the MCC.  This comprises the following GS1 barcode types: “UPC-A”, “EAN-13”, “UPC-E”, “EAN-8”, “GS1-DataBar”, “GS1-DataMatrix”, “GS1-QR-Code”, “GS1-128”, “ITF-14”.
“QR”, “DM”, “EZ”, “1D”, etc.

	optout
	Mandatory
	1
	Boolean
	The “optout” is set to:

i) “TRUE” when the user has opted out to include the user personal data and location information in the Code Resolution request; and

ii) “FALSE” when the user has opted in to include the user personal data and location information in the Code Resolution request.

	cc
	Optional
	0..1
	String
	The “cc” identifies the alpha-2 country code [ISO3166-1] that is associated with the “post”.

	post
	Optional
	0..1
	String
	The “post” identifies the postal code or zip code.

	age
	Optional
	0..1
	String
	The “age” provides the age information.

 It SHALL contain a numeric value for an exact age (e.g., 35), two values separated by a dash indicating a range (e.g., 22-55) or a free text phrase (e.g., “young” or “retired”) in the language associated with “cc” up to 20 octets long.

	income
	Optional
	0..1
	String
	The “income” provides the household income information.  A numeric value, when provided, is tied to the currency associated with the “cc”.   It SHALL contain a numeric value for an exact income (e.g., 50,000), two values separated by a dash indicating a range (e.g., 35,000-75,000), a value with “<” or “>” (e.g., <30,000 or >100,000) or a free text phrase (e.g., “middle-class” or “rich”) in the language associated with “cc” up to 20 octets long.

	gender
	Optional
	0..1
	String
	The “gender” provides gender information. It can be “female” or “male”.

	locationinfo
	Optional
	0..1
	String
	Provides the user’s LOC Data (e.g. latitude and longitude) at the time the Mobile Code was scanned.

	networkidhome
	Optional
	0..1
	String
	The home MNO Identifier of the user’s device.

	networkidroam
	Optional
	0..1
	String
	The roamed-to MNO Identifier from where the Mobile Code was scanned.


Table 14: MC-7-RESOLVE_GTIN_REQUEST Message

8.2.2.2 MC-7-RESOLVE_GTIN_RESPONSE Message Structure

· The MC-7-RESOLVE_GTIN_RESPONSE web service SHALL comply with the GS1 TSD specification for the Aggregator-Aggregator-Query-Interface (AAQI).
· The response message SHALL comply with the response structure as specified in section 9.1.1.4 of [TSD].
· In the case of a successful execution of the MC-7_RESOLVE_GTIN web service, the response SHALL contain a parameter as specified in the table below:
	Parameter
	Requirement
	Occurrences
	Type
	Description

	tid
	Mandatory
	1
	String
	The “tid” allows the Home DA to reconcile GTIN resolution Requests at a later date if needed. 

	queryByGtinRseponse
	Mandatory
	1
	Complex
	The main response content from the Home DA. Depending on the outome of the resolution of the request this will contain either product data or exceptions as specified in section 9.1.1.4 of [TSD].

	trackingindicator
	Mandatory
	1
	Boolean
	Indicates whether to track content usage for accounting purposes.

	trackingaddress
	Conditional
	0..n
	URI
	URL specifying a location to which to send tracking data. Data Aggregator SHALL have full control over this parameter and is likely to enforce that the tracking server in the Data Aggregator domain is the first entity to receive this data.

Present if “trackingindicator” is true, is allowed by local policy and any one of the following conditions is true :

(1) There is no pre-provisioned tracking address on the MCC.

(2) Data Aggregator wants to utilise a different tracking address from the pre-provisioned tracking address for this particular GTIN.

(3) “trackingaddress” is present in the MC-7-RESOLVE_GTIN_RESPONSE. 

	
	
	
	
	


Table 15: MC-7-RESOLVE_GTIN_RESPONSE Message

8.2.2.3 Resolve GTIN Failure

The MC-7_RESOLVE_GTIN web service error SHALL be handled as per Section 9.1.1.4 of [TSD] specification.

List of definitions and terms can be found in GS1 Spec [TSD], Section 3.
8.2.3 MC-7-TRACKING_REPORT Web Service

8.2.3.1 Tracking Report

The MC-7-TRACKING_REPORT web service request is made as specified below:

· The URL in the request SHALL be one of:

· The MC-7-TRACKING_URL that is currently configured in the MCC

· The MC-7-TRACKING_URL received from the designated GS1 Source Data Aggregator in the MC-7-RESOLVE_GTIN_RESPONSE

· The parameters marked “Mandatory” in the table below SHALL be present in the request while the others MAY be present in the request.
Editor Note’s: the content in the description needs to be reviewed as this table was copied from MC v1.0.
	Parameter
	Requirement
	Occurrences
	Type
	Description

	gtin
	Mandatory
	1
	GTIN
	The “gtin” contains the value of the GTIN which was previously sent to the designated GS1 Source Data Aggregator. (see Section 7.1.1 of [TSD])

	targetmarket 
	Mandatory
	1
	CountryCode
	The target market code for the request, (see Section 7.1.1 of [TSD]).

	dataversion 
	Mandatory
	1
	String
	The desired data version of the TSD standard for the request, (see Section 7.1.1 of [TSD]).

	clientgln 
	Mandatory
	1
	GLN
	A 13-digit GLN that identifies the client, (see Section 9.1.1.2 of [TSD]).

	tsdappid
	Optional
	0..1
	String
	The “tsdappid” uniquely identifies the application, (e.g. Web App calling the client-side API) utilizing the mobile code enabler.

	btype
	Optional
	0..1
	String
	The “btype” identifies the barcode type (Symbology) of the barcode that was decoded by the MCC.  This comprises the following GS1 barcode types: “UPC-A”, “EAN-13”, “UPC-E”, “EAN-8”, “GS1-DataBar”, “GS1-DataMatrix”, “GS1-QR-Code”, “GS1-128”, “ITF-14”.
“QR”, “DM”, “EZ”, “1D”, etc.

	enablerver
	Mandatory
	1
	String
	The “enablerver” indicates the OMA MC Enabler version as defined as part of the Section 8.1[OMA MC v1.0] – Data Format.

	clientid
	Mandatory
	1
	String
	The “clientid” is used for identifying an instance of the MCC installation on the specific device. This parameter may be used by the Home DA only. “clientid” may be referred to as “user id” in some application development environments.

	trackingaddress
	Optional
	0..1
	String
	The address of the tracking servers associated with the DA involved in the resolution of this “gtin”.

	usagestatistics
	Optional
	0..n
	Complex
	Usage information as detailed in Section 10.6.1.1.1 [OMA MC v1.0]. At least one of either the “usagestatistics” or “usagecount” parameter SHALL be present.

	optout
	Mandatory
	1
	Boolean
	The “optout” is set to:

i) “TRUE” when the user has opted out to include the user personal data and location information in the Code Resolution request; and

ii) “FALSE” when the user has opted in to include the user personal data and location information in the Code Resolution request. 

	cc
	Optional
	0..1
	String
	The “cc” identifies the alpha-2 country code [ISO3166-1] that is associated with the “post”.

	post
	Optional
	0..1
	String
	The “post” identifies the postal code or zip code.

	age
	Optional
	0..1
	String
	The “age” provides the age information.

 It SHALL contain a numeric value for an exact age (e.g., 35), two values separated by a dash indicating a range (e.g., 22-55) or a free text phrase (e.g., “young” or “retired”) in the language associated with “cc” up to 20 octets long.

	income
	Optional
	0..1
	String
	The “income” provides the household income information.  A value, when provided, is tied to the currency associated with the “cc”.   It SHALL contain a numeric value for an exact income (e.g., 50,000), two values separated by a dash indicating a range (e.g., 35,000-75,000), a value with “<” or “>” (e.g., <30,000 or >100,000) or a free text phrase (e.g., “middle-class” or “rich”) in the language associated with “cc” up to 20 octets long. 

	gender
	Optional
	0..1
	String
	The “gender” provides gender setting in the MCC. It can be “female” or “male”.

	contenttype
	Optional
	0..1
	String
	Identifies the type of resolved content associated with this “gtin”.

	usagecount
	Optional
	0..1
	Integer
	Provides the number of times the resolved content has been accessed. At least one of either the “usagestatistics” or “usagecount” parameter SHALL be present.

	networkidhome
	Optional
	0..1
	String
	The home MNO Identifier of the user’s device.

	networkidroam
	Optional
	0..1
	String
	The roamed-to MNO Identifier from where the Mobile Code was scanned.


Table 16: MC-7-TRACKING_REPORT Message

8.2.3.1.1 Structure of the “usagestatistics” parameter
	Parameter
	Requirement
	Occurrences
	Type
	Description

	appname
	Optional
	0..1
	String
	The application name of the invoked application.

	action
	Optional
	0..1
	String
	The action as performed by the invoked application (e.g. store, bookmark, display). 

	timestamp
	Optional
	0..1
	dateTime
	Date and time at which the resolved content was accessed.

	locationinfo
	Optional
	0..1
	String
	Provides the user’s LOC Data (e.g. latitude and longitude) at the time the resolved content was accessed.


Table 17: Structure of the "usagestatistics" Parameter

8.2.3.2 Tracking Report Failure

The MC-7-TRACKING_REPORT web service error is made as specified below.

· The MC-ERROR message defined in Section 10.2 of [OMA-MC1] SHALL be returned when a failure is detected.

· The “tid” SHALL NOT be present.

· One of the possible “status” errors below SHALL be included:

· MC_UNAUTHORISED

· MC_SERVICE_UNAVAILABLE

· MC_MISSING_PARAMS

· MC_INVALID_GTIN
8.3 MC-8 Mobile Code Client API Interface
Note: Suggest deleting the above paragraph entirely
The interface between the GotAPI Server and the GotAPI MC Plug-In is called MC-8 or GotAPI-4 from GotAPI point of view.

This interface exposes the behavior of the Mobile Code Client via an API, (MCC API), to apps running in the following contexts:
· Web Browser apps, i.e. web apps running in a window of a web browser

· Web  Runtime apps, i.e. web apps running outside a browser, e.g. under a Widget Engine or other “chromeless” runtime for execution of web content as standalone apps

· Hybrid Native/Web apps, i.e. apps that run web content through native APIs for that purpose

· Native Apps that directly use native platform APIs (e.g. HTTP, Socket, and Datagram) enabling use of the web-related protocols described in this document. Though not leveraging a full web execution environment, such apps can use the same network-based APIs as web apps.

For simplicity, the web API client environment provided by each of these contexts is referred to here as the User Agent (UA). The OMA enabler clients that expose APIs via the GotAPI patterns are referred to here as the GotAPI Server. GotAPI Servers may also act as OAuth servers for other GotAPI Servers, and in that role are referred to here as GotAPI OAuth Servers.

The web-based methods defined by GotAPI are intended to offer a flexible set of options for OMA enablers to expose their services to apps via web-based APIs. Such APIs are primarily intended to be exposed to apps running in the device hosting the OMA enabler client, but in principle could also be exposed to apps in other devices that are networked with the OMA enabler client host device.

The exposure of OMA enabler-based services via such web-based APIs is intended to broaden the reach of OMA enabler deployments, by making it possible for web apps to access them, without explicit UA support of APIs specifically designed per the requirements of OMA enablers.

The figure below illustrates the relationships and conceptual interfaces between web apps, the UA, GotAPI-specified functions (shaded), and other OMA-specified functions.

8.3.1 Generic GotAPI Architecture
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Figure 4: GotAPI Architectural Diagram with Extension Plug-in (Informative)
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Figure 5: Mobile Codes Architectural Diagram in the context of GotAPI
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Figure 6: The procedure of the Service Discovery

Note: This diagram still needs further clarification.

Note: Return data is in a XML schema 
          Explain the messaging exchange from Web App ( GotAPI (  MC Plug-in

         We need an XML schema for OMA Direct Code Response + GS1 Direct Response (combined both in one schema). It can be found in MC v1.0 TS, section 7.0. 

Note: 

        XML schema for OMA CMP already exist (indirect codes)

        XML schema for DA already exist (indirect codes)
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10. GotAPI Mobile Codes Plug-In
10.1 Introduction to GotAPI MC Plug-In
The Mobile Codes V2.0 MCC API enables Web Runtime applications (Web Apps) to invoke the Mobile Codes Client (MC Client) to read and resolve GS1 and OMA-compliant mobile codes. For Web Apps, the MC Client acts as a web server. Web Apps invoke code scanning operations via MC Clients using the W3C XMLHttpRequest API.
 To be deleted.
GotAPI provides a multi-purpose web-based framework. GotAPI consists of the GotAPI Server and the Extension Plug-Ins. Web Apps communicate with Extension Plug-Ins through the GotAPI Server using the W3C XMLHttpRequest API. 
Thus the architecture of GotAPI is similar to that of MCC API. The MC Client can be implemented as an Extension Plug-In for GotAPI, and thus serve the same purpose as MCC API under the GotAPI framework. This Extension Plug-In is called "GotAPI MC Plug-In" in this section.

The following sections define the specification which is specific to the GotAPI MC Plug-In.
10.2 Architectural Model

When an application is initiated by a user, the application obtains authorization for access to GotAPI-based APIs using the GotAPI-2 Interface. Once the application is authorized by the GotAPI Auth Server, the application can access to the GotAPI Server using the GotAPI-1 Interface.

After the authorization, the application will ask the GotAPI Server, using the GotAPI-1 Interface, what kind of services are available. Then the GotAPI Server requests the current status to all the installed Extension Plug-Ins using the GotAPI-4 Interface; in the MC V2.0 this is the MC-8 Interface. This procedure is called the "Service Discovery", which is defined in the GotAPI specification. The service provided by the GotAPI MC Plug-In is called "Mobile Code Capturing API".

When an application sends an API request on the GotAPI-1 Interface, the GotAPI Server passes it to the GotAPI MC Plug-In using the GotAPI-4 Interface.
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Figure 7: Architectural Diagram GotAPI MC Plug-In within MC V2.0
10.2.1 Informative section.

For complete description, please go to [GOTAPI] specifications.
GotAPI Server Message Type:
	Message Type
	Interface
	Description

	Application Authorization
	GotAPI-2
	It is used by the Web App to obtain authorization for access to GotAPI-based APIs. 

	Service Discovery Request
	GotAPI-1 & GotAPI-4
	It is used by the Web App to request what GotAPI Plug-Ins are available.

	Service Discovery Response
	GotAPI-1 & GotAPI-4
	This is the Service Discovery Response message.

	Mobile Code Capturing Request
	GotAPI-1 & GotAPI-4
	It is used by the Web App to request the capture of a mobile code and get its related information.

	Mobile Code Capturing Response
	GotAPI-1 & GotAPI-4
	This is the Mobile Code Capturing Response message.


The GotAPI Server is agnostic to what the GotAPI MC Plug-In will do inside. The GotAPI just passes a request from an application to the GotAPI MC Plug-In and passes a response from the GotAPI MC Plug-In to the application. 

This document defines the message flow which is specific to the GotAPI MC Plug-In.

10.2.2 Security Considerations 

Security and Authorization is part of the framework provided by GotAPI, [GotAPI].
10.2.3 Service Discovery

After the application obtains authorization for access to GotAPI-based APIs using the GotAPI-2 Interface, the application sends the Service Discovery request to the GotAPI Server. Then the GotAPI Server sends the Service Discovery request to all of the installed Extension Plug-Ins. The message flow of the Service Discovery is as follows:
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This document defines the message flows labelled (4) in the figure above. If the GotAPI MC Plug-In receives the request, it SHALL return the message defined in the section "10.3.1 Service Discovery on the GotAPI-4 Interface" of GotAPI, [GotAPI].

10.2.4 Mobile Code Capturing API

After the application obtains authorization to access GotAPI-based APIs using the GotAPI-2 Interface and completes the Service Discovery, the application can use the service provided by the GotAPI MC Plug-In through the GotAPI Server, which is called "Mobile Code Capturing API".

The message flow of the Mobile Code Capturing API is shown below:
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Figure 8: Message Flow of the Mobile Code Capturing API

1. The user triggers a request of the Mobile Code Capturing API on the application.

2. Label (1): The application sends a request to the GotAPI Server using HTTP (e.g. XMLHttpRequest) using the GotAPI-1 Interface.

3. Label (2): The GotAPI Server passes the request to the GotAPI MC Plug-In on the GotAPI-4, (MC-8) interface.

4. Label (3): The GotAPI Server runs the Plug-In Approval procedure if needed, which is defined in the GotAPI specification.

5. When the GotAPI MC Plug-In receives the request, it activates the camera on the local device. Then it shows the camera view to the user.

6. The user captures a mobile code watching the camera view.

7. If the GotAPI MC Plug-In recognizes a mobile code, it reads the message in the mobile code. Then it closes the camera view.
Note: In the case of Indirect Code the Plug-In resolves the code and return the content in the message to the Web App.
8. Label (4): The GotAPI MC Plug-In sends a response with the message using the GotAPI-4 interface.

9. Label (5): When the GotAPI Server receives the response from the GotAPI MC Plug-In, the GotAPI Server passes the response to the application as a HTTP response using the HTTP connection established when the application sent the request.

This document defines the message flows labelled (1), (2), (4), and (5) in the figure above.
10.3 Technical Specifications
10.3.1 The Service Discovery on the GotAPI-4, (MC-8), Interface

When the GotAPI Server receives the request of the Service Discovery API from an application, the GotAPI Server sends the Plug-In discovery request to the installed Plug-Ins as defined in the GotAPI specification. When the GotAPI MC Plug-In receives the Plug-In discovery request from the GotAPI Server, the GotAPI MC Plug-In SHALL return the message as follows:

Definition of the data object for the Plug-In discovery response
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	Int
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	Int
	If success, the value is 0, otherwise an integer other than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	services
	
	Array
	
	Mandatory

	
	serviceId
	String
	The service identifier. The id could be "com.example.plugin".
	Mandatory

	
	name
	String
	The name of the Plug-In.
	Mandatory

	
	manufacturer
	String
	The manufacturer of the GotAPI MC Plug-In.
	Optional

	
	version
	String
	The version of the GotAPI MC Plug-In.
	Optional

	
	type
	String
	The GotAPI MC Plug-In SHALL always set it to an empty string. 
	Optional

	
	online
	Boolean
	If the service is available, this value SHALL be true. Otherwise (e.g. the device does not have any camera or the GotAPI MC Plug-In is not allowed to access to any camera), this value SHALL be false.
	Mandatory

	
	scopes
	Array
	The GotAPI MC Plug-In SHALL set it to ["mc"].
	Mandatory


The GotAPI MC Plug-In MAY append additional data in the data object as needed.
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the response.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	services
	[Array Object]
	This value is an example. Note that this is "not" a JSON string.  This value must be an Array object whose content is the same as the following JSON example:

[

  {

    "id": "org.example.plugin.12345",

    "name": "Mobile Code for GotAPI",

    "manufacturer": "ABC Telecom",

    "version": "3.0",

    "type": "",

    "online": true,

    "scopes": ["mc"]

  },

  ...

]

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


10.3.2 Mobile Code Capturing API

The Mobile Code Capturing API allows applications to capture a mobile code and to get information embedded in the captured mobile code through the GotAPI MC Plug-In. This section defines the data object for the message flows as follows:

1. The request from an application to the GotAPI Server on the GotAPI-1 Interface

2. The request from the GotAPI Server to the GotAPI MC Plug-In on the GotAPI-4 (MC-8) Interface

3. The response from the GotAPI MC Plug-In to the GotAPI Server on the GotAPI-4 (MC-8) Interface

4. The response from the GotAPI Server to the application via the GotAPI-1 Interface

10.3.2.1 The request from an application to the GotAPI Server on the GotAPI-1 Interface

This section is for application developers who develop applications using the Mobile Codes Capturing API. When the application uses the API, it sends a request to the GotAPI Server on the GotAPI-1 Interface as follows:

Definition of the HTTP request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/mc
https://127.0.0.1:4036/gotapi/mc


Definition of the request parameters
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.
	Mandatory

	key
	A random string used for the counter measure against the GotAPI Server spoofing. This key is generated by the application. If the key is present, the GotAPI Server will include a HMAC in the response. Evaluating whether the HMAC is identical to the result of calculation of HMAC from the key, the application can ensure that the response is genuine.
	Optional


Note: for related HMAC information, please refer to [GotAPI].
Example of the request URL

	http://127.0.0.1:4035/gotapi/mc?serviceId=abcdefg123&accessToken=0987654321&key=93b3a219347


10.3.2.2 The request from the GotAPI Server to the GotAPI MC Plug-In on the GotAPI-4, (MC-8) Interface

When an application sends a request to the GotAPI Server on the GotAPI-1 Interface, the GotAPI Server passes the request to the GotAPI MC Plug-In on the GotAPI-4, (MC-8) Interface. The request includes the data object as follows:

Definition of the data object for request

	Name
	
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must be an integer greater than 0.
	Mandatory

	serviceId
	
	String
	The identifier of the targeted Service. This value is provided by the application over the GotAPI-1 Interface.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	The value must be "mc".
	Mandatory

	attribute
	
	String
	The value must be an empty string.
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In when the Plug-In Approval procedure defined in the GotAPI specification.
	Mandatory

	accessToken
	
	String
	The access token for the application, which is generated by the Plug-In when the Plug-In Approval procedure defined in the GotAPI specification.
	Mandatory


This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.
Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	
	Example of value
	Note

	Action
	
	org.deviceconnect.action.GET
	This value is defined by the GotAPI Server application.

	Component
	
	org.example.plugin
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	org.deviceconnect
	

	
	requestCode
	10
	

	
	api
	gotapi
	

	
	profile
	mc
	

	
	attribute
	
	an empty string

	
	clientId
	1234567890
	

	
	accessToken
	0987654321
	


10.3.2.3 The response from the GotAPI MC Plug-In to the GotAPI Server on the GotAPI-4, (MC-8), Interface

When the GotAPI MC Plug-In receives the API request, it SHALL respond as follows:

Definition of the data object for the response
	Name
	
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	Number
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	mimeType
	
	String
	The mime type of the message of the mobile code (e.g. "application/xml").

The mime type SHALL NOT include any parameters. For example, "application/xml; charset=utf-8" is invalid.

The mime type SHALL be lower-case.
	Mandatory

	body
	
	String
	The text representing the message of the mobile code. The character encoding of the text SHALL be UTF-8.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the GotAPI Server in an OS specific mechanism, .e.g., Intents for Android.
Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	
	Example of value
	Note

	Action
	
	org.deviceconnect.action.RESPONSE
	This value is defined by the GotAPI Server application.

	Component
	
	org.deviceconnect
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	10
	

	
	result
	0
	

	
	mimeType
	application/xml
	

	
	body
	<?xml version="1.0" encoding="UTF-8"?><mc:envelope ...>...</mc:envelope>
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


10.3.2.4 The response from the GotAPI Server to an application via the GotAPI-1 Interface

This section is for application developers who develop applications using the Mobile Codes Capturing API. After the application sends a request of the API, the GotAPI Server returns a response to the application follows:

Definition of the HTTP response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the data object for the response

	Name
	
	Type
	Definition of value
	Mandatory/Optional

	product
	
	String
	The name of the GotAPI Server (e.g. "ABConnect")
	Mandatory

	version
	
	String
	The version of the GotAPI Server (e.g. "1.0").
	Mandatory

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	mimeType
	
	String
	The mime type of the message of the mobile code.
	Mandatory if the value of "result" is 0

	body
	
	String
	The text representing the message of the mobile code. The character encoding of the text SHALL be UTF-8.
	Mandatory if the value of "result" is 0

	hmac
	
	String
	An HMAC generated for the counter measure against the GotAPI Server spoofing attack.

If the application includes a key for HMAC calculation in the API request, the GotAPI Server adds this value in the API response. Evaluating whether the HMAC is identical to the result of calculation of HMAC from the key, the application can ensure that the response is genuine.
	Mandatory if the application provide a key to the GotAPI Server


Example of the response
	{

    "product" : "ABConnect",

    "version" :"1.0",

    "result"  : 0,

    "mimeType": "application/xml",

    "body"    : "<?xml version=\"1.0\" encoding=\"UTF-8\"?><mc:envelope ...>...</mc:envelope>",

    "hmac"    : "0123.....xyz "

}


10.3.3 JavaScript code example

Below is an example of how an application can use the Mobile Code Capturing API. In this example, the code just shows the mobile code message in the JavaScript console.

Example of JavaScript

	// Prepare the request URL

var url = "http://127.0.0.1:4035/gotapi/mc";

url += "?serviceId=" + service_id;

url += "&accessToken=" + access_token;

// Prepare and send a HTTP request

var xhr = new XMLHttpRequest();

xhr.open("GET", url);

xhr.responseType = "json";

xhr.timeout = 30000;

xhr.onload = handleResponse;

xhr.ontimeout = handleTimeout;

xhr.send();

function handleResponse() {

  if(xhr.status !== 200) {

    console.log("The GotAPI Server did not accept the request :" + xhr.status + " " + xhr.statusText);

    return;

  }

  console.log("The code scan was successful!");

  if(xhr.response["mimeType"].match(/\/xml$/)) {

    // Convert the XML text to a XMLDocument object

    var xml = parser.parseFromString(xhr.response["body"], xhr.response["mimeType"]);

    // whatever...

  } else if(xhr.response["mimeType"].match(/\/json$/)) {

    // Convert the json text to a ECMAScript object

    var o = JSON.parse(xhr.response["body"]);

    // whatever...

  } else {

    // Unknown text format

    var txt = xhr.response["body"];

    // whatever...

  }

}

function handleTimeout() {

  console.log("Time out!");

}


11. Release Information

11.1 Supporting File Document Listing
Not applicable.
11.2 OMNA Considerations

As described in Section 8.2, the MC Client, acting as the GotAPI Server, MUST listen on a dedicated OMNA-registered TCP port, as follows:
The GotAPI Server MUST listen on the OMNA-registered port 4035 (WAP2 Push port) for incoming HTTP GET requests from source IP address 127.0.0.1 (internal to the host device). The GotAPI Server MUST process such requests as MC V2.0  MCC API scan operations when received with the HTTP GET method, with URL path set to “/mc/”. 

Note: Since Port 4035 previously registered for WRAPI Push operations, MC V2.0 does not require registering with OMNA to reuse this TCP port.
The assigned TCP port number (URL) of GOTAPI Server is expected to be discovered by the Web App through unspecified application-specific procedures.
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Appendix B. Use Cases
(Informative)

B.1 Referring a one-time-use discount coupon between family & friends remotely
Alice who lives in the west coast attends a consumer electronics show and comes across a time and quantity limited offer of a 30% one-time-use (with serial number) special discount coupon during a national sales event of a new 3D HDTV.  The details of the offer is presented by an Indirect 2D barcode which must be scanned to first watch the product promotion video for the item followed by instructions for the potential buyer. To retrieve this coupon Alice wants to scan this 2D barcode and then share it with Bob who lives in the east coast and has been looking for that exact new model.
B.1.1  ASK  \* MERGEFORMAT Short Description

Within a Web Runtime App (e.g. a social network app), Alice (with Device A) wants to use the Web Runtime App through an API to request the MCC on Device A to scan the mobile code as presented by the special offer.  The Web Runtime App receives the data decoded from the mobile code symbology through the MCC API which contains instructions to retrieve the one-time-use discount coupon with a serial number (e.g. the data contains a destination URL to a portal that is configured to keep tracks of the serial number of the coupon and will allow only one validation of the discount coupon).  The Web Runtime App then sends the data decoded from the mobile code without consuming it, for example, as an email attachment or MMS message from Device A to Bob’s Device B.  Bob receives the mobile code decoded data within the MMS or email attachment containing the URL string with the coupon serial number. Within the time limit of the special offer, Bob invokes his Browser with the received destination URL to reach the Sales Event portal and consumes the one-time-use coupon. All metadata made available by the Browser in Device B (e.g. location data, device characteristics and personal profile  & preferences) may also be sent from Device B as part of the buyer analytics, discount coupon validation and consumption. 

B.1.2 Market benefits

New ways to use the MC Enabler are enabled through the MCC API V2.0.  In this case, user A is able to refer a mobile code by transferring the decoded data to user B, who consumes the information remotely.

B.2 Lookup of virtual maps and product offers from AR Targets within a Mobile Augmented Reality Session
Mobile Augmented Reality as a new OMA Enabler can leverage the MC Enabler through the MCC API capabilities to handle mobile barcode resolution within a MobAR Session, thus providing an enhanced user experience based on the combined functionalities of the two enablers seamlessly.
B.2.1  ASK  \* MERGEFORMAT Short Description

Within a Web Runtime App (e.g. Mobile AR Enabler session based on the video View Finder mode in the mobile device camera), through the view finder, the user zooms into and selects a mobile code displayed on a physical billboard.  The MobAR Client establishes the mobile code as an actionable digital object (AR Marker) associated with the billboard (AR Target).  Without leaving the session, the MobAR Client can invoke the MCC API to initiate MCC actions to resolve the mobile code.  As examples, a Direct mobile code on a billboard selected as an AR Marker object inside the AR session might be decoded & resolved by the MCC as information representing a permanent tag line plus a URL (such as, “Our speciality is XYZ”, and click this URL to get more information).  Whereas, an Indirect mobile code (AR Marker) on the same billboard (AR Target) might be decoded to a permanent tag line plus an Indirect Code Identifier which can then be resolved by the MCC, in conjunction with other network components in the MCC architecture, to information that is dynamically updated (such as, “New release of hot product ABC is in stock and sale is on for this week only”, and click this URL for directions to our store (this URL can also be updated in the backend system), view the promotion items and place an order with the special discount).  In addition, as the device Browser is invoked by the information returned by the MCC, the user’s current LOC data might also be leveraged by the MobAR Client in conjunction with the LOC Enabler on the device to guide the user to the chosen destination (e.g., according to the walking directions to the store). 

In another example, if the mobile code as an AR Marker selected within the MobAR session returns the information which is a map of the shopping mall with various additional mobile codes associated with different stores inside the shopping mall presented (similar to a virtual directory) as options, the user could take further actions to effectively engage in virtual shopping tour inside the mall, without leaving the MobAR session.  In this case, the MobAR Client would need to invoke the MCC API multiple times to obtain the information associated each of the mobile codes, including up-to-date product and offers information if associated with Indirect Codes, without physically visiting any of the stores. The user thus can pre-plan his/her customised and efficient shopping itinerary in this unfamiliar neighbourhood. 
B.2.2 Market benefits

New ways to use the MC Enabler are enabled through the MCC API.  In this case, AR Markers represented by mobile codes are accessed within a Mobile AR session to enhance the user’s shopping experience. MCC APIs provide critical capabilities through which the MobAR Client can leverage the MC Enabler in innovative and interesting ways.
Appendix C. Introduction to GS1 Identifiers and GS1 Bar Codes

(Informative)
This appendix provides background information about identifiers and bar codes widely used in the GS1 Global System.  Source: GS1 Global Office.
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Figure App C 1: GS1 Identifiers and Bar Codes Summary
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Figure App C 2: GS1 Data Keys for GTIN only
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Figure App C 3: GS1 Data Keys for GTIN and Package Variation Number (PVN)
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Figure App C 4: GS1 Data Keys for GTIN, PVN and Expiration Date (EXP)
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Figure App C 5: GS1 Data Keys for GTIN, PVN, EXP and 15 Digit Alpha-numeric (AN) Lot Number (LOT)
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Figure App C 6: GS1 Data Keys for GTIN, PVN, EXP and 11 Digit AN LOT and 11 AN Serial Number (SER)
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Figure App C 7: GS1 Data Keys for GTIN, PVN, EXP and 20 Digit AN LOT and 20 Digit AN SER

[image: image25.png]@1 GTIN + PUN + Product URL

GS1 DataBar Expanded Stacked

Note: example.comwas
shortenedto ample comto it

All symbols ilustrated were designed atthe minimum permissible POS size.
2D barcodes were produced at the same module size.
si

ease by 20-50% based on printing process or subsrate.



 
Figure App C 8: GS1 Data Keys for GTIN, PVN, and Product URL
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Figure App C 9: GS1 Data Keys for GTIN, PVN, Small Product URL and 5 Digit AN LOT
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Figure App C 10: GS1 Data Keys for GTIN, PVN, EXP, 15 Digit AN LOT and Product URL
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Figure App C 11: GS1 Data Keys for GTIN, PVN, EXP, 20 Digit AN LOT, 20 Digit AN SER and Product URL

Consideration for Implementation

The GS1 Lib, developed and owned by GS1 Hungary, is a modular digital library and a rule book containing all the rules for GS1 standards defined in the GS1 General Specifications, which helps to interpret, create and verify GS1 standard data contents and barcodes.
Due to the development processes and modifications of GS1 standards, GS1 Lib is to be updated on regular basis enabling software solutions or applications to be compliant with GS1 Standards all the time. GS1 Lib may be customised and integrated into web-based and server-based as well as mobile solutions and applications.
GS1Lib Mobile Basic SDK supports mobile application developers by automatically updating their software with the latest GS1 Standard rules. The main purpose of the solution is the parsing function that can help the processing and interpretation of GS1 standardized barcodes. GS1Lib Mobile Basic is in fully alignment with the new OMA Code Specification. The SDK is freely available after registration.
For further information and registration please visit www.gs1lib.com .

Appendix D. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].
D.1 SCR for User Agent

	Item
	Function
	Reference
	Requirement

	MCCAPI-UA-001-M
	Support all applicable HTML5 functions
	Error! Reference source not found..1
	As per [W3C-HTML5]
Editor’s Note: Add reference

	MCCAPI-UA-002-M
	Support HTTP GET request functions towards the GOTAPI Server using a specific port number
	Error! Reference source not found..3.1
	As per OMNA-registered port 4035 (WAP2 Push port)

	MCCAPI-UA-003-M
	Support reception of content returned from GOTAPI Server
	7.3.1
	

	MCCAPI-UA-004-M
	Support Cross-Origin Resource Sharing (CORS) features
	8.2
	As per [W3C-CORS]

	MCCAPI-UA-005-M
	Support of reception of a cross-domain HTTP GET request originated by the Web app using the XHR API, with the GOTAPI Server URL
	8.2
	

	MCCAPI-UA-006-M
	Support return of content from XHR object, as part of XHR API response from the GOTAPI Server, towards the Web app
	8.2
	

	MCCAPI-UA-007-M
	Privacy considerations
	8.3
	

	
	
	
	


D.2 SCR for GOTAPI Server
	Item
	Function
	Reference
	Requirement

	MCCAPI-S-001-M
	Support all applicable HTML5 functions
	Error! Reference source not found..1
	As per [W3C-HTML5]

Editor’s Note: Add reference

	MCCAPI-S-002-M
	Support exposure of the MCC API through HTTP via a specific port number
	Error! Reference source not found..3.1
	As per OMNA-registered port 4035 (WAP2 Push port)

	MCCAPI-S-003-M
	MUST listen on the OMNA-registered port 4035 (WAP2 Push port) for incoming HTTP GET requests from the User Agent using source IP address 127.0.0.1 (internal to the host device).
	8
	

	MCCAPI-S-004-M
	MUST silently ignore any requests that are received from source IP addresses other than 127.0.0.1 (i.e., any source outside the MC Client host device).
	8
	

	MCCAPI-S-005-M
	Support Cross-Origin Resource Sharing (CORS) features
	8.2
	As per [W3C-CORS]

	MCCAPI-S-006-M
	Support XHR API request originated by the Web app 
	8.2
	

	MCCAPI-S-007-M
	Support return of content from XHR object, as part of XHR API response, towards the Web app
	8.2
	

	MCCAPI-S-008-M
	Privacy considerations
	8.3
	

	
	
	
	


Appendix E. MC V2.0 Enabler Deployment Considerations
This is a placeholder, to be populated as required.

Appendix F. MC-7-Resolve_GTIN_Request & Response Example

Appendix F.1 MC-7-Resolve_GTIN web service – Request Response success example
MC-7-RESOLVE_GTIN_REQUEST 

GET 

/v1/ProductData/gtin/09506000036809?targetMarket=840&dataVersion=1.1&clientGln=9506000038100&appid=sv001&enablever=2.0&clientid=XT67GH65A8897A&tsdappid=m543tmwtr658331gfh0xt699&btype=EAN%4513&optout=TRUE&mac=gfnjgfg637hcdg57jsbgfj734d

HTTP/1.1 
Host: tsd.example.com 
Connection: keep-alive 
Accept: text/html,application/xhtml+xml,application/xml; 

Accept-Language: en-US,en;           

MC-7-RESOLVE_GTIN_RESPONSE 

HTTP/1.1 
200 OK

Date: Thu, 20 Jun 2013 19:23:59 GMT 
Server: Microsoft-IIS/7.5 
Cache-Control: private Content-Type: application/xml; charset=utf-8 
GS1-MAC: 78C6FCA3C3421B7687FF4ABFCC045E2F8D6F36343B8257BB9821B622B2AE8B8E Content-Length: 611           

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

          

<?xml version="1.0" encoding="UTF-8"?>
<mc:envelope 
  xmlns:mc="http://www.openmobilealliance.com/oma-mc/2.0"
  xmlns:query_by_gtin_response="urn:gs1:tsd:query_by_gtin_response:xsd:1"
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
  xsi:schemaLocation="http://www.openmobilealliance.com/oma-mc/2.0 ./OMA-SUP-MC-V2_0-20141129-A.xsd">
  <mc:MC-7-RESOLVE_GTIN_RESPONSE>
    <mc:tid>6562929900347</mc:tid>
    <query_by_gtin_response:queryByGtinResponse>
      <productData>
        <gtin>09506000036809</gtin>
        <targetMarket>840</targetMarket>
        <informationProviderGLN>3027800020301</informationProviderGLN>
        <informationProviderName>Equadis</informationProviderName>
        <timeToLive>P1Y2M3DT10H30M</timeToLive>
        <productDataRecord>
          <productionVariantDescription languageCode="us" codeListVersion="1.0">1887063469</productionVariantDescription>
          <productionVariantEffectiveDateTime>2013-10-04T15:58:30.9800000Z</productionVariantEffectiveDateTime>
          <module>
            <basic_product_information_module:basicProductInformationModule
              xmlns:basic_product_information_module="urn:gs1:tsd:basic_product_information_module:xsd:1">
              <productName languageCode="us" codeListVersion="1.0">1513629829</productName>
              <consumerMarketingDescription languageCode="us" codeListVersion="1.0"
                >1822730333</consumerMarketingDescription>
              <gpcCategoryCode>10005372</gpcCategoryCode>
              <regulatedProductName languageCode="us" codeListVersion="1.0"
                >866074159</regulatedProductName>
              <brandNameInformation>
                <brandName>brand 1</brandName>
                <languageSpecificBrandName languageCode="us" codeListVersion="1.0"
                  >341681552</languageSpecificBrandName>
              </brandNameInformation>
              <productInformationLink>
                <url>http://www.url.com</url>
                <productInformationTypeCode codeListVersion="1.0">VIDEO</productInformationTypeCode>
                <languageCode codeListVersion="1.0">us</languageCode>
                <avpList>
                  <stringAVP name="170224465">1822777007</stringAVP>
                </avpList>
              </productInformationLink>
              <imageLink>
                <url>http://www.url.com</url>
                <imageTypeCode codeListVersion="1.0">LOGO</imageTypeCode>
                <languageCode codeListVersion="1.0">us</languageCode>
                <imagePixelHeight>1</imagePixelHeight>
                <imagePixelWidth>1</imagePixelWidth>
                <fileSize measurementUnitCode="GRM" codeListVersion="1.0">1717555581.00</fileSize>
                <avpList>
                  <stringAVP name="1737281966">1563374670</stringAVP>
                </avpList>
              </imageLink>
              <packagingSignatureLine>
                <partyContactRoleCode codeListVersion="1.0">BRAND_OWNER</partyContactRoleCode>
                <partyContactName>party 1</partyContactName>
                <partyContactAddress>party 1 address</partyContactAddress>
                <gln>1234567890128</gln>
                <communicationChannel>
                  <communicationChannelCode codeListVersion="1.0">EMAIL</communicationChannelCode>
                  <communicationValue>com channel 1 value</communicationValue>
                  <communicationChannelName>com channel 1</communicationChannelName>
                </communicationChannel>
                <avpList>
                  <stringAVP name="1692715258">1706026442</stringAVP>
                </avpList>
              </packagingSignatureLine>
              <avpList>
                <stringAVP name="1052407220">1885794624</stringAVP>
              </avpList>
            </basic_product_information_module:basicProductInformationModule>
          </module>
          <module>
            <nutritional_product_information_module:nutritionalProductInformationModule
              xmlns:nutritional_product_information_module="urn:gs1:tsd:nutritional_product_information_module:xsd:1">
              <nutrientHeader>
                <preparationStateCode codeListVersion="1.0">PREPARED</preparationStateCode>
                <dailyValueIntakeReference languageCode="us" codeListVersion="1.0"
                  >1814417682</dailyValueIntakeReference>
                <servingSizeDescription languageCode="us" codeListVersion="1.0"
                  >1232055767</servingSizeDescription>
                <servingSize measurementUnitCode="GRM" codeListVersion="1.0"
                  >1145731051.00</servingSize>
                <numberOfServings>15.00</numberOfServings>
                <nutrientDetail>
                  <nutrientTypeCode codeListVersion="1.0">GLY</nutrientTypeCode>
                  <dailyValueIntakePercent>10</dailyValueIntakePercent>
                  <measurementPrecision codeListVersion="1.0">APPROXIMATELY</measurementPrecision>
                  <quantityContained measurementUnitCode="GRM" codeListVersion="1.0"
                    >248507735.00</quantityContained>
                  <avpList>
                    <stringAVP name="890411195">482389210</stringAVP>
                  </avpList>
                </nutrientDetail>
                <avpList>
                  <stringAVP name="1861122291">843176670</stringAVP>
                </avpList>
              </nutrientHeader>
              <avpList>
                <stringAVP name="1315940024">1341357253</stringAVP>
              </avpList>
            </nutritional_product_information_module:nutritionalProductInformationModule>
          </module>
          <module>
            <product_allergen_information_module:productAllergenInformationModule
              xmlns:product_allergen_information_module="urn:gs1:tsd:product_allergen_information_module:xsd:1">
              <allergenRelatedInformation>
                <allergenStatement languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern.">1748653568</allergenStatement>
                <allergenSpecificationAgency>allergen specification
                  agency</allergenSpecificationAgency>
                <allergenSpecificationName>allergen specification name</allergenSpecificationName>
                <allergen>
                  <avpList>
                    <stringAVP name="1439656648">188758119</stringAVP>
                  </avpList>
                </allergen>
                <avpList>
                  <stringAVP name="1985482618">1799242998</stringAVP>
                </avpList>
              </allergenRelatedInformation>
              <avpList>
                <stringAVP name="721898085">186326130</stringAVP>
              </avpList>
            </product_allergen_information_module:productAllergenInformationModule>
          </module>
          <module>
            <product_claims_and_endorsements_module:productClaimsAndEndorsementsModule
              xmlns:product_claims_and_endorsements_module="urn:gs1:tsd:product_claims_and_endorsements_module:xsd:1">
              <regulatoryComplianceCode codeListVersion="1.0">E_MARK</regulatoryComplianceCode>
              <warningStatement languageCode="us" codeListVersion="1.0"
                >1087245111</warningStatement>
              <nutritionalClaimCode codeListVersion="1.0">FAT_FREE</nutritionalClaimCode>
              <nutritionalClaimStatement languageCode="us" codeListVersion="1.0"
                >432557034</nutritionalClaimStatement>
              <healthClaimDescription languageCode="us" codeListVersion="1.0"
                >92528241</healthClaimDescription>
              <dietaryClaimCode codeListVersion="1.0">BIOLOGICAL</dietaryClaimCode>
              <accreditationInformation>
                <accreditationCode codeListVersion="1.0">AMA_ORGANIC_SEAL</accreditationCode>
                <accreditationText languageCode="us" codeListVersion="1.0"
                  >30034357</accreditationText>
                <avpList>
                  <stringAVP name="1698663572">535402356</stringAVP>
                </avpList>
              </accreditationInformation>
              <avpList>
                <stringAVP name="124072238">1410229064</stringAVP>
              </avpList>
            </product_claims_and_endorsements_module:productClaimsAndEndorsementsModule>
          </module>
          <module>
            <product_instructions_module:productInstructionsModule
              xmlns:product_instructions_module="urn:gs1:tsd:product_instructions_module:xsd:1">
              <consumerUsageInstructions languageCode="us" codeListVersion="1.0"
                >184761173</consumerUsageInstructions>
              <consumerStorageInstructions languageCode="us" codeListVersion="1.0"
                >207616586</consumerStorageInstructions>
              <avpList>
                <stringAVP name="886704621">1112215587</stringAVP>
              </avpList>
            </product_instructions_module:productInstructionsModule>
          </module>
          <module>
            <product_quantity_information_module:productQuantityInformationModule
              xmlns:product_quantity_information_module="urn:gs1:tsd:product_quantity_information_module:xsd:1">
              <netContent measurementUnitCode="GRM" codeListVersion="1.0">1099601692.00</netContent>
              <drainedWeight measurementUnitCode="GRM" codeListVersion="1.0"
                >1114578877.00</drainedWeight>
              <percentageOfAlcoholByVolume>40.00</percentageOfAlcoholByVolume>
              <servingQuantityInformation>
                <numberOfServingsPerPackage>3.00</numberOfServingsPerPackage>
                <measurementPrecisionCode codeListVersion="1.0"
                  >APPROXIMATELY</measurementPrecisionCode>
                <numberOfServingsRangeDescription languageCode="us" codeListVersion="1.0"
                  >698244462</numberOfServingsRangeDescription>
                <avpList>
                  <stringAVP name="1674608078">1947596689</stringAVP>
                </avpList>
              </servingQuantityInformation>
              <avpList>
                <stringAVP name="1296310655">1800012421</stringAVP>
              </avpList>
            </product_quantity_information_module:productQuantityInformationModule>
          </module>
          <module>
            <product_origin_information_module:productOriginInformationModule
              xmlns:product_origin_information_module="urn:gs1:tsd:product_origin_information_module:xsd:1">
              <productOriginStatement languageCode="us" codeListVersion="1.0"
                >1009738050</productOriginStatement>
              <productProvenanceStatement languageCode="us" codeListVersion="1.0"
                >984279994</productProvenanceStatement>
              <countryOfOrigin>
                <countryCode codeListVersion="1.0">620</countryCode>
                <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
              </countryOfOrigin>
              <productActivityDetails>
                <productActivityTypeCode codeListVersion="1.0"
                  >COUNTRY_OF_ASSEMBLY</productActivityTypeCode>
                <activityRegionDescription languageCode="us" codeListVersion="1.0"
                  >99519900</activityRegionDescription>
                <countryOfActivity>
                  <countryCode codeListVersion="1.0">620</countryCode>
                  <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
                </countryOfActivity>
                <avpList>
                  <stringAVP name="2144512126">164031411</stringAVP>
                </avpList>
              </productActivityDetails>
              <avpList>
                <stringAVP name="503112522">197689805</stringAVP>
              </avpList>
            </product_origin_information_module:productOriginInformationModule>
          </module>
          <module>
            <food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule
              xmlns:food_and_beverage_ingredient_information_module="urn:gs1:tsd:food_and_beverage_information_module:xsd:1">
              <ingredientStatement languageCode="us"
                formattingPattern="Imaginary Formatting Pattern.">481373080</ingredientStatement>
              <additivesStatement languageCode="us"
                formattingPattern="Imaginary Formatting Pattern.">1264904238</additivesStatement>
              <foodAndBeverageIngredient>
                <ingredientName languageCode="us" codeListVersion="1.0">1049508551</ingredientName>
                <ingredientSequence>30</ingredientSequence>
                <ingredientContentPercentage>10.00</ingredientContentPercentage>
                <ingredientCountryOfOriginCode codeListVersion="1.0"
                  >620</ingredientCountryOfOriginCode>
                <ingredientCatchZone>catch zone 1</ingredientCatchZone>
                <isIngredientHighlighted>true</isIngredientHighlighted>
                <subingredient>
                  <ingredientName languageCode="us" codeListVersion="1.0"
                    >2128949993</ingredientName>
                  <ingredientSequence>30</ingredientSequence>
                  <ingredientContentPercentage>10.00</ingredientContentPercentage>
                  <ingredientCountryOfOriginCode codeListVersion="1.0"
                    >620</ingredientCountryOfOriginCode>
                  <ingredientCatchZone>catch zone 2</ingredientCatchZone>
                  <isIngredientHighlighted>true</isIngredientHighlighted>
                  <avpList>
                    <stringAVP name="1984778036">2065796230</stringAVP>
                  </avpList>
                </subingredient>
                <avpList>
                  <stringAVP name="1015383881">1377048540</stringAVP>
                </avpList>
              </foodAndBeverageIngredient>
              <avpList>
                <stringAVP name="605470147">1273469408</stringAVP>
              </avpList>
            </food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule>
          </module>
          <module>
            <food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule
              xmlns:food_and_beverage_preparation_information_module="urn:gs1:tsd:food_and_beverage_preparation_information_module:xsd:1">
              <servingSuggestion languageCode="us" codeListVersion="1.0"
                >959878979</servingSuggestion>
              <preparationMethod>
                <preparationTypeCode codeListVersion="1.0">PREPARED</preparationTypeCode>
                <preparationInstructions languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern."
                  >1855760267</preparationInstructions>
                <avpList>
                  <stringAVP name="115754110">696653411</stringAVP>
                </avpList>
              </preparationMethod>
              <avpList>
                <stringAVP name="1021658813">985762318</stringAVP>
              </avpList>
            </food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule>
          </module>
          <productComponentRecord>
            <componentNumber>20</componentNumber>
            <componentDescription languageCode="us" codeListVersion="1.0">1714177734</componentDescription>
            <module>
              <basic_product_information_module:basicProductInformationModule
                xmlns:basic_product_information_module="urn:gs1:tsd:basic_product_information_module:xsd:1">
                <productName languageCode="us" codeListVersion="1.0">359446967</productName>
                <consumerMarketingDescription languageCode="us" codeListVersion="1.0"
                  >563192381</consumerMarketingDescription>
                <gpcCategoryCode>10005372</gpcCategoryCode>
                <regulatedProductName languageCode="us" codeListVersion="1.0"
                  >1021695764</regulatedProductName>
                <brandNameInformation>
                  <brandName>brand 2</brandName>
                  <languageSpecificBrandName languageCode="us" codeListVersion="1.0"
                    >1350497597</languageSpecificBrandName>
                </brandNameInformation>
                <productInformationLink>
                  <url>http://www.url.com/2</url>
                  <productInformationTypeCode codeListVersion="1.0">VIDEO</productInformationTypeCode>
                  <languageCode codeListVersion="1.0">us</languageCode>
                  <avpList>
                    <stringAVP name="134734658">727304775</stringAVP>
                  </avpList>
                </productInformationLink>
                <imageLink>
                  <url>http://www.url.com/2</url>
                  <imageTypeCode codeListVersion="1.0">LOGO</imageTypeCode>
                  <languageCode codeListVersion="1.0">us</languageCode>
                  <imagePixelHeight>2</imagePixelHeight>
                  <imagePixelWidth>2</imagePixelWidth>
                  <fileSize measurementUnitCode="GRM" codeListVersion="1.0">1602137167.00</fileSize>
                  <avpList>
                    <stringAVP name="653058545">1694988479</stringAVP>
                  </avpList>
                </imageLink>
                <packagingSignatureLine>
                  <partyContactRoleCode codeListVersion="1.0">BRAND_OWNER</partyContactRoleCode>
                  <partyContactName>party 2</partyContactName>
                  <partyContactAddress>party 2 address</partyContactAddress>
                  <gln>1234567890128</gln>
                  <communicationChannel>
                    <communicationChannelCode codeListVersion="1.0">EMAIL</communicationChannelCode>
                    <communicationValue>com channel 2 value</communicationValue>
                    <communicationChannelName>com channel 2</communicationChannelName>
                  </communicationChannel>
                  <avpList>
                    <stringAVP name="179805703">2143862902</stringAVP>
                  </avpList>
                </packagingSignatureLine>
                <avpList>
                  <stringAVP name="1085722433">87844281</stringAVP>
                </avpList>
              </basic_product_information_module:basicProductInformationModule>
            </module>
            <module>
              <nutritional_product_information_module:nutritionalProductInformationModule
                xmlns:nutritional_product_information_module="urn:gs1:tsd:nutritional_product_information_module:xsd:1">
                <nutrientHeader>
                  <preparationStateCode codeListVersion="1.0">PREPARED</preparationStateCode>
                  <dailyValueIntakeReference languageCode="us" codeListVersion="1.0"
                    >844716845</dailyValueIntakeReference>
                  <servingSizeDescription languageCode="us" codeListVersion="1.0"
                    >48085254</servingSizeDescription>
                  <servingSize measurementUnitCode="GRM" codeListVersion="1.0"
                    >743996121.00</servingSize>
                  <numberOfServings>20.00</numberOfServings>
                  <nutrientDetail>
                    <nutrientTypeCode codeListVersion="1.0">GLY</nutrientTypeCode>
                    <dailyValueIntakePercent>30</dailyValueIntakePercent>
                    <measurementPrecision codeListVersion="1.0">APPROXIMATELY</measurementPrecision>
                    <quantityContained measurementUnitCode="GRM" codeListVersion="1.0"
                      >1197578921.00</quantityContained>
                    <avpList>
                      <stringAVP name="1676414427">724031337</stringAVP>
                    </avpList>
                  </nutrientDetail>
                  <avpList>
                    <stringAVP name="213386204">2044890250</stringAVP>
                  </avpList>
                </nutrientHeader>
                <avpList>
                  <stringAVP name="476537021">106415826</stringAVP>
                </avpList>
              </nutritional_product_information_module:nutritionalProductInformationModule>
            </module>
            <module>
              <product_allergen_information_module:productAllergenInformationModule
                xmlns:product_allergen_information_module="urn:gs1:tsd:product_allergen_information_module:xsd:1">
                <allergenRelatedInformation>
                  <allergenStatement languageCode="us"
                    formattingPattern="Imaginary Formatting Pattern.">319681858</allergenStatement>
                  <allergenSpecificationAgency>allergen specification
                    agency</allergenSpecificationAgency>
                  <allergenSpecificationName>allergen specification name</allergenSpecificationName>
                  <allergen>
                    <avpList>
                      <stringAVP name="835004882">1622407817</stringAVP>
                    </avpList>
                  </allergen>
                  <avpList>
                    <stringAVP name="470517518">1022605516</stringAVP>
                  </avpList>
                </allergenRelatedInformation>
                <avpList>
                  <stringAVP name="1114634526">731743789</stringAVP>
                </avpList>
              </product_allergen_information_module:productAllergenInformationModule>
            </module>
            <module>
              <product_claims_and_endorsements_module:productClaimsAndEndorsementsModule
                xmlns:product_claims_and_endorsements_module="urn:gs1:tsd:product_claims_and_endorsements_module:xsd:1">
                <regulatoryComplianceCode codeListVersion="1.0">E_MARK</regulatoryComplianceCode>
                <warningStatement languageCode="us" codeListVersion="1.0"
                  >1442704809</warningStatement>
                <nutritionalClaimCode codeListVersion="1.0">FAT_FREE</nutritionalClaimCode>
                <nutritionalClaimStatement languageCode="us" codeListVersion="1.0"
                  >2135877448</nutritionalClaimStatement>
                <healthClaimDescription languageCode="us" codeListVersion="1.0"
                  >2000418351</healthClaimDescription>
                <dietaryClaimCode codeListVersion="1.0">BIOLOGICAL</dietaryClaimCode>
                <accreditationInformation>
                  <accreditationCode codeListVersion="1.0">AMA_ORGANIC_SEAL</accreditationCode>
                  <accreditationText languageCode="us" codeListVersion="1.0"
                    >1245396833</accreditationText>
                  <avpList>
                    <stringAVP name="365299156">170415199</stringAVP>
                  </avpList>
                </accreditationInformation>
                <avpList>
                  <stringAVP name="1545190576">1831432739</stringAVP>
                </avpList>
              </product_claims_and_endorsements_module:productClaimsAndEndorsementsModule>
            </module>
            <module>
              <product_instructions_module:productInstructionsModule
                xmlns:product_instructions_module="urn:gs1:tsd:product_instructions_module:xsd:1">
                <consumerUsageInstructions languageCode="us" codeListVersion="1.0"
                  >2001167741</consumerUsageInstructions>
                <consumerStorageInstructions languageCode="us" codeListVersion="1.0"
                  >2005440825</consumerStorageInstructions>
                <avpList>
                  <stringAVP name="2019188299">1874665785</stringAVP>
                </avpList>
              </product_instructions_module:productInstructionsModule>
            </module>
            <module>
              <product_quantity_information_module:productQuantityInformationModule
                xmlns:product_quantity_information_module="urn:gs1:tsd:product_quantity_information_module:xsd:1">
                <netContent measurementUnitCode="GRM" codeListVersion="1.0"
                  >801243661.00</netContent>
                <drainedWeight measurementUnitCode="GRM" codeListVersion="1.0"
                  >536343892.00</drainedWeight>
                <percentageOfAlcoholByVolume>40.00</percentageOfAlcoholByVolume>
                <servingQuantityInformation>
                  <numberOfServingsPerPackage>3.00</numberOfServingsPerPackage>
                  <measurementPrecisionCode codeListVersion="1.0"
                    >APPROXIMATELY</measurementPrecisionCode>
                  <numberOfServingsRangeDescription languageCode="us" codeListVersion="1.0"
                    >729883539</numberOfServingsRangeDescription>
                  <avpList>
                    <stringAVP name="1419113859">2077176206</stringAVP>
                  </avpList>
                </servingQuantityInformation>
                <avpList>
                  <stringAVP name="911974723">2117681943</stringAVP>
                </avpList>
              </product_quantity_information_module:productQuantityInformationModule>
            </module>
            <module>
              <product_origin_information_module:productOriginInformationModule
                xmlns:product_origin_information_module="urn:gs1:tsd:product_origin_information_module:xsd:1">
                <productOriginStatement languageCode="us" codeListVersion="1.0"
                  >1376323549</productOriginStatement>
                <productProvenanceStatement languageCode="us" codeListVersion="1.0"
                  >1064809754</productProvenanceStatement>
                <countryOfOrigin>
                  <countryCode codeListVersion="1.0">620</countryCode>
                  <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
                </countryOfOrigin>
                <productActivityDetails>
                  <productActivityTypeCode codeListVersion="1.0"
                    >COUNTRY_OF_ASSEMBLY</productActivityTypeCode>
                  <activityRegionDescription languageCode="us" codeListVersion="1.0"
                    >210649042</activityRegionDescription>
                  <countryOfActivity>
                    <countryCode codeListVersion="1.0">620</countryCode>
                    <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
                  </countryOfActivity>
                  <avpList>
                    <stringAVP name="990146397">1751910616</stringAVP>
                  </avpList>
                </productActivityDetails>
                <avpList>
                  <stringAVP name="354985638">2030393593</stringAVP>
                </avpList>
              </product_origin_information_module:productOriginInformationModule>
            </module>
            <module>
              <food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule
                xmlns:food_and_beverage_ingredient_information_module="urn:gs1:tsd:food_and_beverage_information_module:xsd:1">
                <ingredientStatement languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern.">456776555</ingredientStatement>
                <additivesStatement languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern.">702013906</additivesStatement>
                <foodAndBeverageIngredient>
                  <ingredientName languageCode="us" codeListVersion="1.0">515492715</ingredientName>
                  <ingredientSequence>30</ingredientSequence>
                  <ingredientContentPercentage>10.00</ingredientContentPercentage>
                  <ingredientCountryOfOriginCode codeListVersion="1.0"
                    >620</ingredientCountryOfOriginCode>
                  <ingredientCatchZone>catch zone 2</ingredientCatchZone>
                  <isIngredientHighlighted>true</isIngredientHighlighted>
                  <avpList>
                    <stringAVP name="659810488">256787257</stringAVP>
                  </avpList>
                </foodAndBeverageIngredient>
                <avpList>
                  <stringAVP name="579531651">1685907666</stringAVP>
                </avpList>
              </food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule>
            </module>
            <module>
              <food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule
                xmlns:food_and_beverage_preparation_information_module="urn:gs1:tsd:food_and_beverage_preparation_information_module:xsd:1">
                <servingSuggestion languageCode="us" codeListVersion="1.0"
                  >963244690</servingSuggestion>
                <preparationMethod>
                  <preparationTypeCode codeListVersion="1.0">PREPARED</preparationTypeCode>
                  <preparationInstructions languageCode="us"
                    formattingPattern="Imaginary Formatting Pattern."
                    >884584541</preparationInstructions>
                  <avpList>
                    <stringAVP name="7985454">1232787729</stringAVP>
                  </avpList>
                </preparationMethod>
                <avpList>
                  <stringAVP name="989931095">479417689</stringAVP>
                </avpList>
              </food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule>
            </module>
            <avpList>
              <stringAVP name="1965296820">252392241</stringAVP>
            </avpList>
          </productComponentRecord>
          <avpList>
            <stringAVP name="2025153702">1346289192</stringAVP>
          </avpList>
        </productDataRecord>
        <avpList>
          <stringAVP name="705650022">274772624</stringAVP>
        </avpList>
      </productData>
    </query_by_gtin_response:queryByGtinResponse>
    <mc:trackingindicator>1</mc:trackingindicator>
    <mc:trackingaddress>http://www.cmp2.com/metrics/2009?t3=http://www.cmp3.net/report</mc:trackingaddress>
  </mc:MC-7-RESOLVE_GTIN_RESPONSE>
</mc:envelope>
Appendix F.2 MC-7 Resolve GTIN web service – Request Response failure example
MC-7-RESOLVE_GTIN_REQUEST
GET 

/v1/ProductData/gtin/09506000036809?targetMarket=840&dataVersion=1.1&clientGln=9506000038100&appid=sv001&enablever=2.0&clientid=XT67GH65A8897A&tsdappid=m543tmwtr658331gfh0xt699&btype=EAN%4513&optout=TRUE&mac=fl65bctu67hdj01117cczaltuql749901a

HTTP/1.1 
Host: tsd.example.com 
Connection: keep-alive 
Accept: text/html,application/xhtml+xml,application/xml; 

Accept-Language: en-US,en;           

MC-7-RESOLVE_GTIN_RESPONSE
HTTP/1.1 
403 UNAUTHORIZED


Date: Thu, 20 Jun 2013 19:23:59 GMT 
Server: Microsoft-IIS/7.5 
Cache-Control: private Content-Type: application/xml; charset=utf-8 
Content-Length: 611           

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

          

<?xml version="1.0" encoding="UTF-8"?>
<mc:envelope 
  xmlns:mc="http://www.openmobilealliance.com/oma-mc/2.0"
  xmlns:query_by_gtin_response="urn:gs1:tsd:query_by_gtin_response:xsd:1"
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
  xsi:schemaLocation="http://www.openmobilealliance.com/oma-mc/2.0 ./OMA-SUP-MC-V2_0-20141129-A.xsd">
  <mc:MC-7-RESOLVE_GTIN_RESPONSE>
    <mc:tid>6562929900349</mc:tid>
    <query_by_gtin_response:queryByGtinResponse>
      <securityException>
        <exceptionReason languageCode="en">Invalid Signature</exceptionReason>
      </securityException>
    </query_by_gtin_response:queryByGtinResponse>
    <mc:trackingindicator>0</mc:trackingindicator>
  </mc:MC-7-RESOLVE_GTIN_RESPONSE>
</mc:envelope>
Appendix G. GS1 Schemas

GS1 has defined the following schemas:

http://www.gs1.org/docs/gs1source/1-1/shared/SharedCommon.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/TSDCommon.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/BasicProductInformationModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/FoodAndBeverageIngredientInformationModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/FoodAndBeveragePreparationInformationModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/NutritionalProductInformationModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/ProductAllergenInformationModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/ProductClaimsAndEndorsementsModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/ProductData.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/ProductInstructionsModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/ProductOriginInformationModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/ProductQuantityInformationModule.xsd
http://www.gs1.org/docs/gs1source/1-1/tsd/QueryByGtinResponse.xsd
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