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1. Scope
(Informative)
OMA Mobile Codes Enabler aims to stimulate, by the creation of a standard, a global market in which barcodes act as enablers for camera-equipped handsets to access content and services. Some technologies already exist; for example, in Japan, 2D barcode scanning is in widespread use. However there is fragmentation in the worldwide market currently, due to the variety of approaches to the questions of which barcode symbologies should be supported, what format of data they should contain, and how client software should behave when barcodes are read.  The Open Mobile Alliance aims to halt fragmentation by providing a standard by creating specifications to address interoperability needs as they arise. Once enough mobile code clients that follow those specifications are deployed on consumer handsets, marketing organisations and publishers will be able to include mobile codes as links to online content and services with confidence, in advertising and promotional campaigns, and in printed and displayed media of many kinds.
2. References

2.1 Normative References

	[DATAMATRIX]
	“Information technology — International symbology specification — Data Matrix”, ISO/IEC 16022:2000.

	[QR]
	“Information technology — Automatic identification and data capture techniques — QR Code 2005 bar code symbology specification”, ISO/IEC 18004:2006.

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	Augmented BNF for Syntax Specifications: ABNF

	[RFC2822]
	“Internet Message Format”, P. Resnick, April 2001, http://www.ietf.org/rfc/rfc2822.txt 

	[RFC3966]
	The tel URI for Telephone Numbers

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[VCARD2.1]
	“vCard The Electronic Business Card Version 2.1”, A versit Consortium Specification,

September 18, 1996, URL: http://www.imc.org/pdi/vcard-21.doc

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

	[EAN/UPC]
	“Information technology — Automatic identification and data capture techniques — Bar code symbology specification — EAN/UPC”, ISO/IEC 15420.

	[FLASHCODE]
	“Flashcode Reader International Specification”, Version 1.0 http://www.mobiletag.com/beta/en/contactspecification.html

	[MIME]
	“Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types”, RFC 2046 http://www.ietf.org/rfc/rfc2046.txt 

	[NDEF]
	“NFC Data Exchange Format (NDEF) Technical Specification”, NFC Forum 
http://www.nfc-forum.org/specs/ 

	[NFCRTD]
	“NFC Record Type Definition (RTD) Technical Specification”, NFC Forum

	[NTTDOCOMOGUIDE]
	“Rough Measures and criteria for creating QR codes compatible with all terminals”, NTT DoCoMo, http://www.nttdocomo.co.jp/english/service/imode/make/content/barcode/about/#p02

	[NTTDOCOMOFUNC]
	“Outline of Functions”, NTT DoCoMo, http://www.nttdocomo.co.jp/english/service/imode/make/content/barcode/function/ 

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMAWP]
	“White Paper on Mobile Codes”, Version 1.0, Open Mobile Alliance™, OMA-WP-MobileCodes-20081024-A, URL:http://www.openmobilealliance.org/.

	[OMAURI]
	“URI Schemes for the Mobile Applications Environment”, Version 1.0, Open Mobile Alliance™,
OMA-TS-URI_Schemes-V1_0-20080626-A, URL:http://www.openmobilealliance.org/.

	[SPRTD]
	“NFC Smart Poster RTD Technical Specification”, NFC Forum

	[TAGURI]
	“RFC 4151. The 'tag' URI Scheme”, IETF, http://www.faqs.org/rfcs/rfc4151.html.

	[TEXTRTD]
	“NFC Text RTD Technical Specification”, NFC Forum

	[URI]
	“RFC 3986. Uniform Resource Identifier (URI): Generic Syntax”, IETF, http://www.ietf.org/rfc/rfc3986.txt.

	[URIRTD]
	“NFC URI RTD Technical Specification”, NFC Forum

	[URNRES]
	“RFC 2169 - A Trivial Convention for using HTTP in URN Resolution”, IETF, http://www.faqs.org/rfcs/rfc2169.html.


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Code Clearing House
	The Code Clearing House performs Code Routing functions as part of the CMP; CCH exists in markets where the CMP role is not owned by a single entity.  

	Code Management Platform
	The Code Management Platform performs a resolution service pertaining to Indirect Mobile Codes; specifically, it resolves Indirect Code Identifiers into corresponding addresses of target content or services as intended by the Code Publisher for appropriate further actions by the Mobile Code Client.

	Code Resolution
	The process of mapping an Indirect Code Identifier supplied from an Indirect Code into either content to be consumed directly by the handset, or the address of content (or a service) to be consumed by the handset. Typically, Code Resolution is performed by a network service.

	Code Resolution Server
	The Code Resolution Server performs the code resolution part of the CMP; CRS exists in markets where the CMP role is not owned by a single entity. 

	Code Transfer
	The ability for a Code Publisher to change the resolving CMP (or CRS where applicable) for a single or multiple Indirect Code Identifiers.

	Routing Prefix
	That part of the Indirect Code Identifier that contains a value that is uniquely assigned to the CMP (or CRS, as applicable) and is used for routing.

	Direct Code
	A Mobile Code that contains either (1) content for direct consumption for the handset, or (2)  the address of the service to be accessed (typically a URI [URI])

	Direct MC Format (DMF)
	A generic common data format to specify data formats for Direct Codes for the OMA MC enabler. It is defined by ABNF notations in 7.x.2.1.

	Global Mobile Code Registry
	The Global Mobile Code Registry is a singular and unique component within an Indirect Code eco-system that is entrusted to allocate, administer, and maintain global uniqueness of Routing Prefixes used in the given eco-system.

	Indirect Code
	A Mobile Code that contains an Indirect Code Identifier.

	Indirect Code Identifier
	An identifier in the Indirect Code that has to be resolved in order to access the intended content or service. See also Code Resolution.

	Mailbox
	A Mailbox is a conceptual entity which receives mail (as defined by Section 3.4 of [RFC2822] with further clarifications that are specified in this specification.). Normally, a Mailbox is comprised of two parts: (1) an optional display name that indicates the name of the recipient that could be displayed to the user of a mail application, and (2) an addr-spec address enclosed in angle brackets ("<" and ">").  There is also an alternate simple form of a Mailbox where the addr-spec address appears alone, without the recipient's name or the angle brackets.

	Mobile Code
	A 1D or 2D barcode as read by camera-equipped handsets

	Mobile Code Client
	The MC enabler software entity that resides in the device, and contains the functionality to acquire, decode, and extract the encoded information for further processing as required. This is often referred to as a Mobile Code Reader and these terms may be used synonymously.

	Mobile Code Data Format
	The syntactical description of the information contained within a Mobile Code. 

	Mobile Code Publisher
	This is a brand (business, organisation or individual) who wants to distribute certain content or services (i.e. an advertising campaign) to a mass audience by using Mobile Code scanning as a channel.

	Mobile Code Sales Agency
	The Mobile Code Sales Agency ensures the best Mobile Code service or campaign success by coordinating business topics and related activities on behalf of the Mobile Code Publisher. 

	Mobile Code Scanning
	The physical act of capturing a Mobile Code symbol and decoding the information contained within the Mobile Code into a Data Format.

	Mobile Code Service Policy
	A set of Policy Conditions [Ref: OMA Dictionary] that convey any service level constraints that are placed on Mobile Code Resolution.  Mobile Code Service Policy is typically defined by the Mobile Code Publisher and is applicable to one or more Indirect Code Identifiers.  

	Recognizable Format
	A data format that is included in a Direct Code and is recognized by the MCC, to enable causing certain actions, such as displaying the recognition results to the user along with the messages if any, offering options for the user to select, and/or invoking an application.

	Resolution Identifier
	That part of the Indirect Code Identifier that is used to index the content or service.

	Symbology
	The algorithm by which data is encoded as visual elements (typically arrangements of lines or squares), and the resultant “look and feel” for the user.

	Telephone-Number-String
	A Telephone-Number-String is a string of characters to represent a telephone number to human. It consists of phone digits, “+”, ”*”, and “#”. It may contain visual separators that are commonly used in various places in the world. It is defined in Section 7.5.1.


3.3 Abbreviations

	1D
	1-Dimensional

	2D
	2-Dimensional

	CCH
	Code Clearing House

	CMP
	Code Management Platform

	CP
	Code Publisher

	CRS
	Code Resolution Server

	EAN
	European Article Number, see EAN/UPC

	EAN/UPC
	Barcode symbology family including EAN-8, EAN-13, UPC-A, and UPC-E [EAN/UPC]

	FTP
	File Transfer Protocol

	GMCR
	Global Mobile Code Registry

	IEC
	International Electrotechnical Commission

	ISO
	International Organization for Standardization

	JAN
	Japanese Article Number, a barcode of the EAN symbology family, used in Japan

	MC
	Mobile Code

	NDEF
	NFC Data Exchange Format

	NFC
	Near Field Communications

	OMA
	Open Mobile Alliance

	QR
	Quick Response, a type of barcode symbology [[QR]]

	SMS
	Short Message Service

	UPC
	Universal Product Code, see EAN/UPC

	URI
	Uniform Resource Identifier [URI]


4. Introduction
(Informative)
Mobile codes – 2D and 1D barcodes – have emerged as a promising enabler of the mobile Internet in some markets. Camera-equipped handsets now have good enough optics, image resolution and processing capacity to read mobile codes on printed materials and electronic displays. These symbols encode information such as URLs, phone numbers, and in-line content such as business cards.

There is, however, still a lack of interoperability between different markets and players. The majority of consumers are unlikely to adopt the technology before it comes pre-installed on their devices. Similarly, marketing, publishing and other industries that are otherwise motivated to provide mobile codes will not adopt them without adequate potential for consumer take-up. That in turn would entail deployment on a large variety of devices, and interoperability between different service providers. 

	Example
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	Symbology
	QR [[QR]]
	Data Matrix [[DATAMATRIX]]
	EAN-13 [EAN/UPC]

	Data
	http://www.openmobilealliance.org
	http://www.openmobilealliance.org
	5901234123457


4.1 Version 1.0

The Mobile Codes Enabler contains support for a full ecosystem for both Direct and Indirect Codes.

Technology is specified for:

· Symbology(s)

· Mobile Code Data Format

· Direct encoding of content

· Encoding of Indirect Code Identifiers

· Resolution of Indirect Code Identifiers

· Security procedures

4.2 Version 2.0
This version of the Mobile Codes Enabler adds security processes for validating Mobile Codes to the ecosystem specified in Version 1.0.

5. Symbologies
5.1 Mandated 2D Standard Symbologies  

A 2D Symbology or two-dimensional bar code frequently appears square in shape and contains data which is read both horizontally and vertically by the scanner. It is a two dimensional way of representing information. The mandated 2D standardized bar code symbologies have the capacity to encode both direct and indirect message formats.

The MC Client SHALL support both QR Code [QR] and Data Matrix [DATAMATRIX].

These two standard bar codes provide a good basis for global interoperability and represent the majority of the mobile codes used in the world today. Bothe QR Code and Data Matrix are ISO standards.

5.2 Symbology Processes

Editor’s Note: This section includes procedures for updating/adding new symbologies to the MCC.

The MC Client SHALL be installed and configured on the mobile device in order to use the MC Enabler.
MCC Installation Process
Methods by which the MC Client is installed include the following:

1. Downloading of the MC Client to an existing and fully functioning mobile device.

2. Preloading of the MC Client in the mobile device (i.e. the MC Client exists in the device at the time the user receives a new device. Details of this preloading method are out-of-scope of the MC Enabler.
The following methods MAY be used to download the MC Client to the device:

1. OMA Device Management Enabler v1.2.1 with Software Component Management Object (SCOMO)*.  The MNO is assumed to operate the DM Server function.
2. Local data connection (e.g. using a flash card, Blue Tooth, data cable, docking station). Details of this method are out-of-scope of the MC Enabler.

3. Other web services supported by the provider of the MC Client. Details of this method are out-of-scope of the MC Enabler.

*Editor’s Note: Need to check if the method suggestion in the above is available and effective. At minimum there is a need for a MCC management object.
MCC Configuration Process
The following methods MAY be used to configure the MC Client in the device:

1. OMA Device Management Enabler v1.2.1 with Client Provisioning v1.1.  The MNO is assumed to operate the DM Server function.
2. Local data connection (e.g. using a flash card, Blue Tooth, data cable, docking station). Details of this method are out-of-scope of the MC Enabler.

3. Other web services supported by the provider of the MC Client.  Details of this method are out-of-scope of the MC Enabler.

MCC Configuration Parameters

The parameters required to ensure proper functioning of the MC Client with the Operating System of the device are subject to implementation and are not specified in MC Enabler.

If the MC Client supports resolution of Indirect Codes, the following minimum parameters SHALL be configured in the MC Client:

· Network Address of the Home CMP (or CCH as applicable).

The MC Client SHALL support the ability for the user to enter and store user personal data information on an ‘Opt-in’ basis. The following user personal data information SHOULD be supported at minimum:

a)  Age
b) Gender

c) Postal Code/Zip Code

d) Household Income
e) Preferred language
It SHALL be possible for the user to add, update or delete any supported user personal data information at any time.

It SHALL be possible for the MCC to insert available user personal data stored in the MCC as metadata in the MC-1 ‘Code Resolution Request’ message.  

If user personal data has been entered and stored in the MC Client, the user SHALL be able to ‘Opt-in’ or ‘Opt-out’ for this personal information data to be forwarded as metadata for each MC-1 ‘Code Resolution Request’ message.

5.3 1D Barcode Support

Editor’s Note: This section contains procedures on supporting 1D barcodes.

6. General Mobile Code Resolution 
6.1 OMA Header Format

Editor’s Note: This section defines the OMA header format that is present in all mobile codes (direct and indirect).

6.2 Auxiliary Information

Ed  Note: This section explains the procedures for attaching auxiliary information to the mobile code resolution request, e.g. location or user information.
7. Direct Mobile Code Resolution

7.1 Data Format

Editor’s Note: This section defines any data formats specific to direct mobile codes.

This section contains data format specifications for Direct Mobile Codes. 

7.2 Location Information

MELOC  Format

1. The MCC SHALL recognize MELOC: as the Recognizable Format.

2. The MCC SHALL NOT recognize MELOC: as the Recognized Format when the MELOC: is found in other Recognizable Format.

MELOC contains geolocation (GEO) information which is borrowed from [VCARD2.1]
Example  (CR/LF added for human readability):

MELOC: 

ADR: 1234 Broadway Av., Richardson Tx, 75081 USA;

BLD: I;

FLR: 14;

ROOM: 29;

GEO:37.386013-122.082932;
ALT: 36.5

;

The table below defines the Properties of the MELOC format, the number of Property-Value and the composer conformance criteria. The MCC conformance criteria is described in the specific property description.

	Property
	Number of Property-Value
	Semantic Description
	Composer Conformance

	ADR
	1
	The physical address of the location indicated by the Property GEO.
	M

	BLD
	1
	The building code of the location indicated by the Property GEO. 
	O

	FLR
	1
	The floor number of the location indicated by the Property GEO.
	O

	ROOM
	1
	The room number of the location indicated by the Property GEO.
	O

	GEO
	1
	The location information as specified by [VCARD2.1]
	M

	ALT
	1
	The altitude information complementing the GEO information. The altitude information is expressed in WGS84 reference system. 
	O


Table 1 - MELOC Format
For the Properties ADR, BLD, FLR, ROOM, GEO and ALT the Property-Value of each Property is a single string of characters that may contain any number of commas “,” and/or semicolons “;”. For a comma in the string, an escape sequence is not used. For a semicolon in the string, an escape sequence MUST be used so that “;” is denoted as “\;”.
ADR Property

At a minimum, an input of 100 bytes data MUST be supported for the Property-Value.

BLD Property

At a minimum, an input of 1 bytes data MUST be supported for the Property-Value.

FLR Property

At a minimum, an input of 4 bytes data MUST be supported for the Property-Value.

ROOM Property

At a minimum, an input of 4 bytes data MUST be supported for the Property-Value.

GEO Property
At a minimum, an input of 17 bytes data MUST be supported for the Property-Value.

ALT Property
At a minimum, an input of 4 bytes data MUST be supported for the Property-Value.

Behavior

After recognizing the MELOC:

1. The MCC SHALL display the MELOC with other data such as plain text messages and/or other Recognizable Formats;

2. If multiple Recognizable Formats are recognized, the MCC SHALL provide means for the user to choose one from them.

3. The MCC SHALL make such a format selectable by the user for initiating the appropriate application e. g. map, indoor routing, workforce tracking etc.

Plain Text In Direct Code and the Structure 

A Plain text refers to any string of characters that consists entirely of printable characters (i.e., human-readable characters) and, optionally, a very few specific types of control characters (e.g., characters indicating carriage returns and line feeds).   

The MC enabler uses plain texts to encode human readable messages and data formats that are specified by the MC enabler and are recognized by the MCC.  Such a data format is defined as a Recognizable Format (RF). A Direct Code may include any number of messages in plain text and Recognizable Formats that are listed in 7.3.3.  The messages in plain texts and Recognizable Formats may appear in a Direct Code in any order or in any number of occurrences within the physical limitation of the mobile code. The MCC recognizes the Recognizable Formats, leading to enable causing certain actions, while the MCC only presents the plain text message parts to the user as they are written.

Recognizable Formats 

The Recognizable Formats include i) existing standard formats and standard schemes such as http: [OMAURI] that are referenced and specified further in this specification, and ii) the data formats that are specified for the Direct Code within this specification. To specify the latter, a generic common format, the DMF that is defined in the next section, is used. Table 2 lists all the Recognizable Formats. The details of the Recognizable Formats are specified in the subsequent sections in this specification.
Generic Common Direct MC Format (DMF)  

This specification uses a generic common format, Direct MC Format (DMF), to specify Recognizable Formats, where standard formats or schemes are not available or suitable for the use of Direct Codes. Direct Codes typically have capacity limits for the amount of information to be embedded, due to performances of optics and cameras of various mobile devices, and/or limitations from printing requirements relative to the physical appearances). The DMF is an efficient, flexible and generic common format suitable for defining Recognizable Formats for the Direct Code.

DMF Definition

The generic format of the DMF is defined by using the ABNF (augmented Backus-Naur form) described in RFC 2234 [RFC2234].  The DMF enables defining various data formats with printable characters as well as with binary data. 

The DMF is identified by Identifier followed by “:”, and is a collection of Properties. The DMF terminates with a “;” at the end of the format. The DMF allows for specifying a Recognizable Format without a single Property. 

Each Property contains a Property-Name and, one or more Property-Values. Properties are delimited by a “;”. When there are multiple Property-Values, each of which is delimited by a “,”. Certain characters, i.e. ",", ";", ":", and "\", must be denoted by using the escape sequence with a backslash “\”. For example, http://www.openmobilealliance.org/ must be denoted as http\://www.openmobilealliance.org/. 

When binary data is encoded, the type of the content, e.g., jpeg, gif, and the length of the binary data must be included in the Recognizable Format. The decimal representation in the format, Length, must be equal to the actual length of the binary data.

The generic DMF in the ABNF notation is defined as follows:

DMF-DATA = Identifier ":" *Property  /  Binary-Data-Object  ";"

Identifier = 1*(ALPHA / DIGIT / “-“) 　
Property = Property-Name ":" Property-Value *("," Property-Value) ";"

Property-Name = 1* (ALPHA / DIGIT / “-“)  
Property-Value = *(printable-ASCII-character/ EscapedChar / ShiftJISChar / UTF8-char))

EscapedChar = %x5c (%x2c / %x3a / %x3b / %x5c) ; "\,", "\;", "\:", "\\"

Printable-ASCII-character = %x20-2b / %x2d-39 / %3c-%x5b / %x5d-7e / CRLF

ShiftJISChar = (%x81-9f / %xe0-fc) (%x40-72 / %x80-fc) 

; Shift JIS char

UTF8-char   = UTF8-2 / UTF8-3 / UTF8-4 


; UTF8-1 is deleted

UTF8-2      = %xC2-DF UTF8-tail

UTF8-3      = %xE0 %xA0-BF UTF8-tail / %xE1-EC 2( UTF8-tail ) / %xED %x80-9F UTF8-tail / %xEE-EF 2( UTF8-tail )

UTF8-4      = %xF0 %x90-BF 2( UTF8-tail ) / %xF1-F3 3( UTF8-tail ) / %xF4 %x80-8F 2( UTF8-tail )

UTF8-tail   = %x80-BF

Binary-Data-Object =  "TYPE:" CONTENT-TYPE ";" "LNG:" Length ";" "BODY:" Binary-Data ";"

Length = 1*DIGIT

Binary-Data = 1*OCTET

CONTENT-TYPE = ALPHA *(Printable-ASCII-character)

ALPHA          =  %x41-5A / %x61-7A   



; A-Z / a-z 

DIGIT = "0"/ "1"/ "2"/ "3"/ "4"/ "5"/ "6"/ "7"/ "8"/ "9"

OCTET = %x00-FF

CRLF = %x0D %x0A
DMF Examples

Editor’s Note: This section will be populated later with a few examples using the real Recognizable Formats after such formats are agreed.
List of Recognizable Formats 

The Table 2 lists all the Recognizable Formats that are specified in this specification. The MCC recognizes the Recognizable Formats, leading to enable causing certain actions. The details of the syntax and semantics of each Recognizable Format are specified in the corresponding sections that are indicated in the table.

	
	Recognizable Format
	Description
	Section

	1
	http:
	Web access 
	7.4.1

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	11
	
	
	

	12
	
	
	


Table 2 - List of Recognizable Formats

Editor’s Note: This section will be populated after the Recognizable Formats are defined and agreed. http: here is presented as an example but is not agreed or specified at the time of submission of this CR.
Web Access

http: and https: URI Schemes
The MCC SHALL recognize http: and https: URI schemes as the Recognizable Formats, with the following clarifications.

The MCC SHALL support the following sections of OMA-URI [OMAURI].

· Section 5.0,

· Section 5.1, and 

· Section 5.2.

The MCC SHALL recognize http: and https: as  a  Recognizable Format wherever such a  format is present in the Direct Code; such a format may exist alone, in the middle of a plain text message, with other Recognizable Format, or inside of other Recognizable Format.

Behavior

After recognizing the Recognizable Format;

· The MCC SHALL display the recognized URIs with other data such as plain text messages and/or other Recognizable Formats; 

· The MCC SHALL make such a URI selectable by the user for invocation; 

· If multiple URIs are recognized, the MCC SHALL provide means for the user to choose one from them; 

· In order to ensure user authorization, the MCC SHALL display the URIs in texts so that the user is able to see the URIs before invoking a browser; 

· If a URI is selected and clicked by the user, the MCC SHALL invoke a browser with the URI to be passed to; 

· The MCC SHOULD make the URIs available for other applications such as registering them into a bookmark in the device if the user wishes; and

· Once the invoked application is terminated the control SHOULD be returned to the MCC if such control is possible in the device.
8. Telephone Number String Recognition and Tel URI Scheme 

This section defines the Telephone-Number-String recognition. The syntax of the Telephone-Number-String is defined below using the ABNF [RFC2234]. A Telephone-Number-String consists of phone digits, “+”, ”*”, and “#”. It may include visual separators that are commonly used in various places in the world.  Also this section defines the optional support of Tel URI scheme [RFC3966]. 

Telephone Number String Recognition 
1. The MCC SHALL recognize a Telephone-Number-String as a Recognizable Format.

A Telephone-Number-String may contain visual separators.  Visual separators merely aid readability by human and are not used for a URI to place a call or send a message. Visual separators must be removed when a Telephone-Number-String is used as a URI.
2. The MCC SHALL recognize a Telephone-Number-String as a Recognizable Format wherever such a format is present in the Direct Code; such a format may exist alone, in the middle of a plain text message, with other Recognizable Format, or inside of other Recognizable Format. When a Telephone-Number-String appears in other Recognizable Formats that are specifically listed in 7.3.3, the MCC SHALL conduct recognition based on the rules that are specified in X.X.X.
Editor’s Note: The details of the rules are TBD. It must be specified because there are special cases that need to be addressed where a telephone number appears in other Recognizable Formats, e.g., a telephone number may appear as a part of an email address, “09012345678@openmobilealliance.org”.
Definition of Telephone-Number-String using the ABNF notation:

Telephone-Number-String = String-1 / String-2 / String-3

String-1 = (“+“ / DIGIT) 9*25Phonedigit [Visual-Separator]　　　　　　　　　　　
String-2 = (“*“ / “#“) 4*25Phonedigit [Visual-Separator]

String-3 = TEL (“+” / DIGIT2) 2*25Phonedigit [Visual-Separator]                   

Phonedigit = [Visual-Separator] DIGIT2　　　　　　　　　　　　　　　　　　　　　　　　
DIGIT = “0“/ “1“/ “2“/ “3“/ “4“/ “5“/ “6“/ “7“/ “8“/ “9“ 

DIGIT2 = DIGIT / “*“ / “#“　　
Visual-Separator = 1*4VS 

VS = “(“ / “)“ / “.“ / “-“ / “/“ / SP 

SP = %x20 

TEL = “tel:“        ; ABNF strings are case-insensitive.     

Implementation may have additional detection methods to enhance recognition results. 
Tel URI scheme Recognition
The MCC MAY recognize the “tel:” scheme [RFC3966] as a Recognizable Format. The "tel" URI describes resources identified by telephone numbers.

Behavior

After recognizing the Recognizable Format that represents a telephone number either by the specifications 7.5.1 or 7.5.2;

· The MCC SHALL display the recognized format with any other data such as plain text messages and/or other Recognizable Formats; 

· The MCC SHALL make the format that represents a telephone number selectable by the user for initiating a voice call, sending an SMS / MMS message or other types of communications. Such communications may include initiating a push-to-talk call, a video phone call, etc, which are available on the device;

· If multiple Recognizable Formats that represent telephone numbers are recognized, the MCC SHALL provide means for the user to choose one from them; 
· The MCC SHOULD make the telephone number obtained from the Recognizable Format that represents a telephone number available for other applications such as saving it into a contact book in the device if the user wishes; and
Mail Address Recognition
Mailbox
1. The MCC SHALL recognize a Mailbox as the Recognizable Format.

2. The Mailbox SHALL follow the definition in [RFC2822].

The following exceptions to [RFC2822] apply in order for successful recognition of a Mailbox. 

· Any white spaces or comments (i.e., CFWS (comments and/or folding white space) as defined in [RFC2822]) SHALL NOT be used in a Mailbox.

· In the case of name-addr, display-name SHALL follow the same syntax as that of local-part.

3. The MCC SHALL recognize a Mailbox as a Recognizable Format wherever such a Mailbox is present in the Direct Code; such a Mailbox may exist alone, in the middle of a plain text message, with other Recognizable Format, or inside of other Recognizable Format. When a Mailbox appears in other Recognizable Formats that are specifically listed in 7.3.3, the MCC SHALL conduct recognition based on the rules that are specified in 7.3.1.

Editor’s Note: The details of the rules are TBD. It must be specified because there are special cases that need to be addressed where a Mailbox appears in other Recognizable Formats, e.g., a Mailbox may appear as a part of an http scheme, e.g., http://www.openmobilealliance.org/test@example.com.
Behavior

After recognizing the Mailbox;

· The MCC SHALL display the Mailbox with any other data such as plain text messages and/or other Recognizable Formats; 

· The MCC SHALL make the Mailbox selectable by the user for invoking an email client application, with the Mailbox being inserted as the destination in the email application.

· If multiple Mailboxes are recognized, the MCC SHALL provide means for the user to choose one from them; 

· The MCC SHOULD make the Mailbox available for other applications such as saving it into a contact book in the device if the user wishes.

8.1 Resolution Process

Editor’s Note: This section demonstrates how direct mobile code resolution occurs (call flow).

9. Indirect Mobile Code Resolution

9.1 Data Format

Editor’s Note: This section defines the indirect mobile code data format.

9.2 Routing Prefix Assignment

Editor’s Note: This section contains procedures on assigning Routing Prefixes to CMPs/CRSs.

9.3 Request Routing And Resolution Procedures

Editor’s Note: This section contains basic routing procedures, i.e. how the MCC forwards the request to the hosting CMP/CRS, what a CCH/CMP does when it receives an unknown Routing Prefix, how MCCs are provisioned with home CMPs/CCHs.

This section describes the procedures required to resolve Indirect Mobile Codes. For more details on message formats, refer to section x.x.

Indirect Mobile Code Request Routing Procedures

In order to resolve an Indirect Mobile Code, the MCC SHALL send the MC-1-RESOLVE_INDIRECT_CODE_REQUEST message to its home CMP/CCH over the MC-1 interface. This message contains the following information:
· The MC-1-RESOLVE_INDIRECT_CODE_REQUEST message SHALL contain the barcode type (Symbology) of the barcode that was decoded as the value of the “btype” parameter

· The MC-1-RESOLVE_INDIRECT_CODE_REQUEST message SHALL include the ICI of the barcode that was decoded as the value of the “barcode” parameter.

The home CMP/ CCH SHALL maintain a local cache of all Routing Prefixes of codes hosted by CMPs (or CRSs where applicable) that it has business agreements with covering the commercial  aspects as well as adherence to the home CMP’s (or the CCH’s where applicable) content guidelines, terms and conditions of use, privacy policy, etc. The home CMP/CCH SHALL manually maintain this cache based on bilateral agreements with emerging ecosystems, consulting the master list of OMA-compliant regional ecosystems maintained by OMNA.

Upon receipt of the MC-1-RESOLVE_INDIRECT_CODE_REQUEST message, the home CMP/CCH SHALL determine the Indirect Code Identifier, and its Routing Prefix, based on the values of the parameters “btype” and “barcode” in the message. Based on the Routing Prefix, the home CMP/CCH SHALL determine if the Indirect Code Identifier with its associated content is locally hosted. 

· If the Indirect Code Identifier is hosted on the home CMP, the home CMP resolves the code as described in section 8.3.2. 

· If the Indirect Code Identifier is hosted on a CRS that has a child relationship with the home CCH, the CCH SHALL send an MC-4-RESOLVE_INDIRECT_CODE_REQUEST message to the CRS. Refer to section 8.3.2.

If the Indirect Code Identifier is not locally hosted on the home CMP/CCH, the home CMP/CCH  SHALL check if the Routing Prefix matches the locally cached information on the mapping between the CMP/CCH Routing Prefixes and associated CMP/CCH network addresses it has business agreements with.  If the home CMP/CCH has a network address cached for the received Routing Prefix, the home CMP/CCH  SHALL send the MC-3-RESOLVE_INDIRECT_CODE_REQUEST message to the remote CMP/CCH for resolution.

· Upon receipt of the MC-3-RESOLVE_INDIRECT_CODE_REQUEST message, the remote CMP resolves the code as described in section 8.3.2.

· Upon receipt of the MC-3-RESOLVE_INDIRECT_CODE_REQUEST message, the remote CCH SHALL send an MC-4-RESOLVE_INDIRECT_CODE_REQUEST message to the CRS that hosts the code. Refer to section 8.3.2.

If the home CMP/CCH receives a request to resolve an Indirect Code Identifier that is not hosted locally, and the home CMP/CCH does not have a network address cached for the received Routing Prefix, the home CMP/CCH MAY send an MC-2-RESOLVE_UNKNOWN_ROUTING_PREFIX message to the GMCR, if the GMCR has been implemented in the ecosystem the home CMP/CCH inhabits. Alternatively, the home CMP/CCH MAY take actions determined by business agreements that are beyond the scope of this specification.

· Upon receipt of the MC-2-RESOLVE_UNKNOWN_ROUTING_PREFIX message, the GMCR SHALL send an MC-2-UNKOWN_ROUTING_PREFIX_RESOLUTION message to the home CMP/CCH. This message SHALL include the network address of the CMP/CCH associated with the received Routing Prefix. 

· Upon receipt of the MC-2- UNKNOWN_ROUTING_PREFIX_RESOLUTION message, the home CMP/CCH SHALL send the MC-3-RESOLVE_INDIRECT_CODE_REQUEST message to the remote CMP/CCH specified by the received network address.
9.3.1 Indirect Mobile Code Resolution Procedures

Upon receipt of an MC-1- RESOLVE_INDIRECT_CODE_REQUEST for an Indirect Code Identifier that is hosted locally, the home CMP SHALL send the MC-1-RESOLVE_INDIRECT_CODE_RESULT message to the MCC. The MC-1-RESOLVE_INDIRECT_CODE_RESULT message SHALL consist of the “codeset” element as described in section x.x.
Upon receipt of an MC-4-RESOLVE_INDIRECT_CODE_REQUEST message, the CRS SHALL send an MC-4- RESOLVE_INDIRECT_CODE_RESULT to its parent CCH. The MC-4-RESOLVE_INDIRECT_CODE_RESULT message SHALL consist of the “codeset” element as described in section x.x.
Upon receipt of an MC-4-RESOLVE_INDIRECT_CODE_RESULT message, the CCH SHALL perform the following:

· If the CCH is the home CCH for the MCC corresponding to the Indirect Code Identifier being resolved, the CCH SHALL send the MC-1-RESOLVE_INDIRECT_CODE_RESULT message to the MCC. The MC-1-RESOLVE_INDIRECT_CODE_RESULT message SHALL consist of the “codeset” element as described in section x.x.
· If the CCH is not the home CCH for the MCC corresponding to the Indirect Code Identifier being resolved, the CCH SHALL send an MC-3- RESOLVE_INDIRECT_CODE_RESULT message to the home CCH. Upon receipt of this message, the home CCH SHALL send the MC-1-RESOLVE_INDIRECT_CODE_RESULT message to the MCC. The MC-1-RESOLVE_INDIRECT_CODE_RESULT message SHALL consist of the “codeset” element as described in section x.x.

10. System Overview

10.1 MCC Updating

Editor’s Note: This section explains how the MCC can be updated with new parameters, etc.

MCC updating is supported by existing OMA enablers. Refer to [DM].
10.2 Authentication

Editor’s Note: This section explains how mobile code authentication works.

Authentication of Indirect Mobile Codes MAY be supported in certain ecosystems based upon business agreements. 
10.3 Security
Editor’s Note: This section explains general system security aspects, e.g. trusted servers and links in the architecture.

10.4 Code Transfer

Editor’s Note: This section explains how Code Transfer can be accomplished in the system.

10.5 Charging and Accounting

Editor’s Note: This section explains charging and accounting principles in the system. 

11. Interface Definitions

11.1 General Interface Considerations

Editor’s Note: This section is a catch-all for items that may apply to all interfaces, e.g. underlying protocol assumptions, security, etc.

11.1.1 Location Information

If the Indirect Mobile Code framework is used to convey geographic location information, position information is delivered by the CMP to the terminal according to Presence Information Data Format Location Object (PIDF-LO) protocol defined in IETF GEOPRIV framework. According to RFC 5491, Location information in a PIDF-LO may be described in the terms of:

· Civic address and in building position

· Geographic coordinates

· FFS Indoor relative coordinates should be included.

Civic Address

The location information in terms of civic address and in-building position (floor,room,area in the room) is encoded according to IETF Presence Information Data Format Location Object (PIDF-LO) [RFC 5139] defined in GEOPRIV framework.

Geografic coordinates
The geographic location information is encoded according to the Geography Markup Language (GML) 3.1.1
Indoor relative coordinates

The indoor relative coordinates information with respect to a reference point is described according to IETF DRAFT <http://tools.ietf.org/html/draft-linsner-geopriv-relativeloc-03>. It should be included in GEOPRIV official RFCs.

Editor’s Note: The indoor relative coordinates information will be available over the MC enabler interfaces when IETF GEOPRIV framework will release a dedicated RFC in the GEOPRIV framework.
11.2 MC-1 Interface

Editor’s Note: This section contains the message formats and message procedures for all messages on the MC-1 interface.

The MCC SHALL support the parsing of XML 1.0 documents:

· All communication on the MC-1 interface from the MCC to the home CMP (or the CCH where applicable) SHALL be in the form of http requests.

· All communication on the MC-1 interface from the home CMP (or the CCH where applicable) to the MCC SHALL be in the form of XML 1.0 documents using the http protocol.

The CMP (also the CCH and the CRS where applicable) SHALL support the parsing and generation of XML 1.0 documents:

· All latency critical communication on the MC-2, MC-3, MC-4 interfaces SHALL be in the form of XML 1.0 documents using the SOAP protocol. 

The http requests from the MCC to its home CMP (or the CCH where applicable) SHALL adhere to the following requirements:

· It SHALL be a HTTP POST connection type request.

· It SHALL always connect to the HOME_CMP_URL that is currently configured in the MCC:

· The HOME_CMP_URL SHALL specify the network address of the home CMP (or the CCH where applicable).

· It SHALL always include the following parameters: “appid”, “userid”:

· The “appid” SHALL uniquely identify the application version of the MCC across all handsets communicating with this home CMP (or the CCH where applicable) on the MC-1 interface.

· The “userid” SHALL uniquely identify the handset user across all handsets communicating with this home CMP (or the CCH where applicable) on the MC-1 interface.

Example:

HTTP POST resolver.scanlife.com/?appid=1234&userid=5678

The XML 1.0 documents SHALL adhere to the following requirements:

· The encoding of all these XML documents SHALL be “UTF-8”.

· The root element of all these XML documents SHALL be “envelope”.

Example:

<? xml version="1.0" encoding="UTF-8" ?>

<envelope>

...

</envelope>

11.3 MC-2 Interface

Editor’s Note: This section contains the message formats and message procedures for all messages on the MC-2 interface.

11.4 MC-3 Interface

Editor’s Note: This section contains the message formats and message procedures for all messages on the MC-3 interface.

11.5 MC-4 Interface

Editor’s Note: This section contains the message formats and message procedures for all messages on the MC-4 interface.
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A.3 SCR for XYZ Client

	Item
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	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


A.4 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF
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