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1 Reason for Change

This contribution proposes to insert relevant security aspects under 6.5 Security Considerations section in the AD of ER.
R01 considers to provide more insight into SEC CF 1.1 aspects
R02: Created to take care of the comments received during the Vancouver F2F meeting
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group to agree and integrate the proposed changes into the ER.
6 Detailed Change Proposal

Change 1:  Add text in Section 6.5
6.5. Security Considerations
The security considerations mentioned in this section apply to the components involved in MobAR Enabler either internal or external. Any particular security mechanisms that are essential to the MobAR Enabler specification shall be addressed in the Technical Specifications.

The MobAR Enabler implementation shall not compromise the security levels while protecting the user data(such as location, preferences, feedback, device details) by applying security mechanisms consistent with the applicable SP security policies (e.g. including transport security, user data privacy, data encryption, etc). 

Security such as mutual authentication, authorisation, content encryption, transport security etc is subject to specific SP security policies. The possible mechanisms for mutual authentication, content encryption, transportation security can refer to [OMA SEC_CF 1.1]. The possible mechanisms for network API authorization can refer to [OMA Autho4API 1.0].




The CP-accessed network APIs shall consider security mechanisms to support anonymized feedback related to user interaction and metrics and/or the encryption of such personal information. 
Change 2:  Add references in Section 2.1
	[OMA-SEC-CF1.1]
	“Application Layer Security Common Functions”, Version 1.1, Open Mobile Alliance™, OMA-ERP-SEC-CF-V1_1
URL: http://www.openmobilealliance.org/

	[OMA-Autho4API1.0]
	“Authorization Framework for Network APIs”, Version 1.0, Open Mobile Alliance™, OMA-ERP-AUTHO4API-V1_0
URL: http://www.openmobilealliance.org/
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