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1 Reason for Change

Personalisation of the Advertisements is a very important area of the MobAd Enabler. As the MobAd AD has defined, the Ad Server and Ad Engine will use user C&P data to give more personalized Ads to users.  At the same time, it is very important to protect the user personal information, such as name, age, location and etc, which will make the user trust the mobile advertising service.
Also the MobAd RD has defined below requirement to make the user data security.
	MobAd-SEC–002
	The MobAd Enabler SHALL support protecting data collected from the user for the purpose of Advertisement (e.g.: by using encryption, non repudiation, etc).
	MobAd 1.0


So this contribution proposes to describe the security consideration for the user C&P information.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to discuss the contribution and agree with the detailed proposal to be included in the AD.
6.
Detailed Change Proposal 
Change 1:  Section 4.3 Security Considerations
4.3.X User Contextualization and Personalization Information Security

The MobAd Enabler will take use of user contextualization and personalization information to give personalized Ads to users. This makes the mobile advertising service more attractive for advertiser and user, but will introduce the user personal information exposing risk. So the MobAd Enabler shall support mechanisms to protect the security of the user data collected from contextualization and personalization resources, such as data encryption, security domain, transport security, transport security or any other security methods. And the user phone number must be encrypted or hidden outside the Ad Server and Ad Engine.
There are several aspects which should be considered:

1. The interfaces between the Ad Server/Ad Engine and contextualization and personalization resources should be secure
2. The interfaces between the Ad Server and Ad Engine for user information should be secure
3. The Ad Server and Ad Engine must keep the security of the user information stored locally, which can not be accessed by distrusted entities
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