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1 Reason for Change

One of the most important parts of the MobAd Enabler is to meter the ad impact and related user behaviour. Using metered metrics data, the advertisers are able to market their products and services effectively to mobile subscribers through the use of Ads that are targeted to interested recipients and matched with the services that the recipients use most often. 
Collecting data related to mobile ads reach and user’s reaction to ads, and correlating such data across large groups/audiences, can provide additional feedback to the mobile advertising value chain. 
At the same time, Service Providers may offer a better service and create additional revenue, or may consider charging for a certified statistics report, or use them as a tool to attract more advertisers. 
In current MobAd RD, defines below requirements about the security of metrics data and its important usage for charging:
	MobAd-SEC-004
	The MobAd Enabler SHALL support means to identify fraudulent metrics.
	MobAd 1.0

	MobAd-CHAR-001
	MobAd Enabler SHALL support the Service Provider to charge advertisers based on the collected metrics data.
	MobAd 1.0

	
	
	


So it is very important to consider the security of metrics data. This contribution proposes to describe the security consideration for the metrics data.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to discuss the contribution and agree with the detailed proposal to be included in the AD.
6.
Detailed Change Proposal 
Change 1:  Section 4.3 Security Considerations
4.3.X Metrics Data Security

The MobAd records or collects the metrics data of the Ads and Ad Campaigns, such as Ad reach, Ad impression, user interaction to Ad and user action to Ad. The metrics data is valuable data:

· Service Provider uses the metrics data to improve the advertising services

· Service Provider takes the metrics data as charging records for Advertiser

· Service Provider uses the metrics data to produce a consolidated report related their Ads and Ad Campaigns targets and effects

So it is very important that the metrics data security must be guaranteed. The MobAd Enabler must make sure that the metrics data is true data from trusted entities. Below aspects should be considered:

1. The entities (such as SP App, Ad App) which report metrics data should be authorized/authentic

2. The entities (such as SP App, Ad App) which MobAd Enabler collect metrics data from should be authorized/authentic

3. The transport security of the interfaces between the Ad Server and SP App, Ad Engine and Ad App, Ad Server and Ad Engine for metrics data should be considered, and the important data transported should be encrypted if necessary

4. The Ad Server and Ad Engine must keep the metrics stored locally integrated and non-modified
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