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1 Reason for Change

Need to add Security Section to AD. Also focus on privacy Protection of user information in sometimes of receiving Ads from another entity. Privacy Protection is very important to receive ads with using user profile or others privacy information or attribute.
The Privacy requirements applicable for this release are the following:
	MobAd-PRIV-003
	Privacy protection of User information SHALL be ensured.
	MobAd 1.0


The above requirements argue for Privacy protection of user information.
The different of CR 250 between CR 245(security considerations) maybe three points:
1. CR 245 focus on considering protecting the user data acquired from C&PR (e.g. including transport security, data encryption, etc). CR 245 only protecting user data transmission,  but the data security delivery without user permission is not considered, while, that is the point of CR 250 (e, g, users age is a privacy data stored in C&PR, before use this attribute, Mobad Enabler should get users permission, not just protect the data of “age” attribute acquire from C&PR). 
2. CR 250 presents more information about user privacy protection to CR245.
3. CR 250 include a core concept (privacy protection), this concept about security consideration (section 5.4) represent the relationship between security consideration and Ads delivery in MobAd.
The description of CR 250 R01 considers service provider/operator’s and MobAd Enabler, and update text of CR250 based on comments from minutes (0262). 
Also it aims to close the following AD Review Comments:

	A673
	2008-12-02
	T
	5.4
	Source: Huawei
Form: input document
Comment: Add some texts for privacy issue. Currently, it is not clear about this.
Proposed Change: 
	Status: OPEN


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to discuss the contribution and agree with the detailed proposal to be included in the AD.
6.
Detailed Change Proposal 
Change 1:  Section 5.4 Security Considerations
5.1 Security Considerations

 The security considerations in this section apply to the Mobile Enabler implementation, and may differ from one deployment case to another. Any particular security consideration that may be identified as intrinsic to the MobAd Enabler specification will be addressed in the MobAd Technical Specifications.

The MobAd Enabler implementation needs to ensure that all entities requiring access to information provided via the MobAd Enabler entities and the interfaces between them are subject to the following security considerations:

· The entities (such as SP App, Ad App) which report metrics data should be authenticated and authorized, but the chosen authentication/authorization mechanisms are out-of-scope for the MobAd Enabler specification.
· SP App is considered to be an application deployed by the Service Provider in its Service Provider domain. As such, it is considered a trusted application. Whether the SP requires special authentication/authorization mechanisms between SP App and MobAd Enabler Ad Server is an implementation and deployment consideration, subject to specific Service Provider security policies.

· Ad App is considered to be a trusted application deployed on a device belonging to a subscriber. Whether the SP requires special authentication/authorization mechanisms on the device between the Ad App and the Ad Engine is an implementation and deployment consideration, subject to specific Service Provider security policies.

· Specific recommendations for transport security, authentication/authorization, data encryption, etc may be required for communication between Ad Server and Ad Engine (components that exchange data over-the-air) and can be considered during the Technical Specification phase.

· The MobAd Enabler implementation shall consider protecting the user data acquired from C&PR, by applying different security mechanism consistent with the C&PR specifications and the applicable Service Provider security policies (e.g. including transport security, data encryption, etc).

·       The MobAd Enabler implementation shall consider security mechanisms supporting the anonymization of personal identification information in the metrics data collected and consolidated report (e.g. user name and contact information), and/or the encryption of such personal information.
· The MobAd Enabler implementation shall consider protecting user’s privacy information acquired from C&PR, by requesting user’s permission or the applicable Service Provider policies.
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