5.4    Security Considerations
The security considerations in this section apply to all individual MobAd Enabler implementations. Any particular security consideration that is intrinsic to the MobAd Enabler specification is addressed in the MobAd Technical Specifications.

The Service Provider deploying the MobAd Enabler implementation MUST ensure that all functional components requiring access to information provided via the interfaces exposed by the functional components of the MobAd Enabler are subject to the following security considerations:

· The functional components (such as SP App, Ad App) which report Ad Metrics SHOULD be authenticated and authorized. The authentication/authorization mechanisms for Ad App can refer to [OMA SEC-CF]. But the authentication/authorization mechanisms for SP App are out-of-scope for the MobAd Enabler specification.
· When the SP App resides in a trusted environment is considered to be an application deployed by the Service Provider. Whether the SP requires special authentication/authorization mechanisms between SP App and MobAd Enabler Ad Server is an implementation and deployment consideration, subject to specific Service Provider security policies.

· Ad App is considered to be a trusted application deployed on a device belonging to a subscriber. Whether the SP requires special authentication/authorisation mechanisms on the device between the Ad App and the Ad Engine is an implementation and deployment consideration, subject to specific Service Provider security policies. If the SP requires special authentication/authorization between Ad App and Ad Engine, related mechanisms can refer to [OMA SEC_CF].
· Specific recommendations for transport security, authentication/authorisation, data encryption, etc may be required for communication between Ad Server and Ad Engine (components that exchange data over-the-air) and can be considered during the Technical Specification phase.

· The MobAd Enabler implementation shall consider protecting the user data acquired from C&PR, by applying security mechanisms consistent with the C&PR specifications and the applicable Service Provider security policies (e.g. including transport security, data encryption, user privacy authorization, etc).

· The MobAd Enabler implementation shall consider security mechanisms supporting the anonymisation of personal identification information in the metrics data collected and consolidated report (e.g. user name and contact information), and/or the encryption of such personal information.


