Doc# OMA-CD-MobAd-2009-0015R01-CR_ADRR_Alternative_Resolutions_to_Security_Section.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-CD-MobAd-2009-0015R01-CR_ADRR_Alternative_Resolutions_to_Security_Section.doc
Change Request



Change Request

	Title:
	5.4 Security Fix 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD-MobAd
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	Classification:
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 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Kepeng Li, Huawei, likepeng@huawei.com
Zheng Wang, Huawei, wzh@huawei.com

	Replaces:
	n/a


1 Reason for Change

Provide resolutions to all comments (all OPEN at the time the CR is submitted) in section 5.4 (where resolutions were not provided) and/or provide alternative resolutions taking into account solving multiple comments with a joint resolution. 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the resolutions to the ADRR. The resolutions should only be reviewed/discussed/disposed when the particular comment is being discussed.

If the above recommendation is not agreed by the group, the author(s) of the contribution may bring up each particular comment resolution when the particular comment is being discussed/disposed. 
6 Detailed Change Proposal

Change 1:  ADRR Comments
	A665
	2008.11.25
	T
	5.4
	Source: Pozefsky

Form: input document

Comment:  “The MobAd Enabler implementation needs to ensure”
Proposed Change: “The SP deploying the MobAd enabler implementation needs to ensure”
	Status: 
CLOSED.

Change “The MobAd Enabler implementation needs to ensure” to “The Service Provider deploying the MobAd enabler implementation needs to ensure”.

	A666
	2008.11.25
	T
	5.4
	Source: Pozefsky

Form: input document

Comment: First subbullet, “SP App is considered to be an application deployed by the Service Provider in its Service Provider domain” says AP must be in SP domain (I assume same as MobAd implementation)
Proposed Change: Not true, SP App could be anywhere as long as it is authorized to added Ad Server
	Status: 
CLOSED.

Remove “in its Service Provider domain”.

	A667
	2008.11.25
	T
	5.4
	Source: Pozefsky

Form: input document

Comment:  subbullets talk about “trusted application” but then also deployment choices.  This is confused.  Security is deployment choice, and should be handled outside the MobAd enabler (and even its implementation)

Proposed Change: 
	Status: 
CLOSED.

Remove “As such, it is considered a trusted application.”.

	A668
	2008-12-03
	T
	5.4
	Source: Alcatel-Lucent

Form: OMA-ARC-2008-0303-INP_MobAd_AD_Comments_ALU.doc

Comment: 

To suggest using security mechanisms defined in [OMA SEC_CF] for authentication/authorization between Ad App and Ad Engine if SP has such special requirements.
Proposed Change:
· The entities (such as SP App, Ad App) which report metrics data should be authenticated and authorized., but t The chosen authentication/authorization mechanisms for Ad App can refer to [OMA SEC_CF]. But the authentication/authorization mechanisms for SP App are out-of-scope for the MobAd Enabler specification. 
· SP App is considered to be an application deployed by the Service Provider in its Service Provider domain. As such, it is considered a trusted application. Whether the SP requires special authentication/authorization mechanisms between SP App and MobAd Enabler Ad Server is an implementation and deployment consideration, subject to specific Service Provider security policies. 
· Ad App is considered to be a trusted application deployed on a device belonging to a subscriber. Whether the SP requires special authentication/authorization mechanisms on the device between the Ad App and the Ad Engine is an implementation and deployment consideration, subject to specific Service Provider security policies. If the SP requires special authentication/authorization between Ad App and Ad Engine, related mechanisms can refer to [OMA SEC_CF].


	Status: 
CLOSED.

Action Item to add references for [OMA_SEC_CF]. 
Change as the proposed changes.

	A669
	2008.11.30
	T
	5.4
	Source: Oracle

Form: Review INP doc  to ADRR

Comment: we caution about deployment assumption or constraints. Its is not OK to assume for example that SP Apo MUST be in SP domain and SP domain itself is a shaky concept based on comments earlier. Allow for all cases instead of imposing some. 

Proposed Change: Remove restriction and consider impact on security. It is oK to discuss the case where it is in same domain or in different but allow also for a different domain.
	Status: 
CLOSED by A666.

	A670
	2008.11.30
	T
	5.4
	Source: Oracle

Form: Review INP doc  to ADRR

Comment: As discussed in Oracle.A023->A0296, the notion of protecting ads with DRM makes little sense to us. 

Proposed Change: Remove or explain
	Status: 
CLOSED.

Remove “The MobAd Enabler is agnostic of any protection mechanism, e.g. OMA DRM or others, used to protect the Ads.”.

	A671
	2008.11.28
	T
	5.4
	Source: LGE

Form:  OMA-ARC-2008-0292

Comment:  MobAd AD needs to provide the details about User personalization Privacy. [ RD based Requirement ID  MobAd-PRIV-001]

Proposed Change:  

It may be mentioned expilicitly the non Addressed MobAd Requirements or

 may be addressed through new CRs or through the Security System.
	Status: 
CLOSED.

See CR 2009-0009 or add “user privacy authorization” after “data encryption” in the third bullet.

	A672
	2008.12.02
	T
	5.4
	Source: Huawei

Form: input document

Comment: It is not clear about the I2 interface.
Proposed Change: Add explanation or revise it.
	Status: 
CLOSED with on changes.

There is no “I2 interface” in this section. 

	A673
	2008.12.02
	T
	5.4
	Source: Huawei

Form: input document

Comment: Add some texts for privacy issue. Currently, it is not clear about this.
Proposed Change: 
	Status: OPEN
CLOSED.

See A671.

	A674
	2008.12.05
	T
	5.4
	Source: Orange
Form: OMA-CD-MobAd-2008-0273
Comment:

The security considerations in this section apply to the Mobile Enabler implementation.
Proposed Change: 

Change "Mobile" to "MobAd"
	Status: 
CLOSED.

Change “Mobile” to “MobAd”.

	A675
	2008.12.05
	T
	5.4
	Source: RIM
Form:  

Comment:  The second sub-bullet is too generic and statements apply under certain conditions only. i.e. AdApp “deployed” by SP.

Proposed change:

Limit the text to the applying condition by removing the first sentence.
	Status: OPEN
Which sentence?

	A676
	2008.12.05
	T
	5.4
	Source: RIM
Form:  

Comment:  the term different is not clear.

Proposed change: 

Remove “different” and add plural at security mechanisms 
	Status: 
CLOSED.

In the third bullet, remove “different” and change “security mechanism” to “security mechanisms”.

	A677
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: This part of the 1st sentence: “apply to the Mobile Enabler implementation, and may differ from one deployment case to another” sounds contradicting.
Proposed Change: Replace “apply to the” with “apply to all individual” and make “implementation” plural.
	Status: 
CLOSED.

Replace “apply to the” with “apply to all individual” and make “implementation” plural.

	A678
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: This part of the 1st sentence: “may differ from one deployment case to another” makes the sentence sound like a non-sense. I think that the security consideratons will remain the same – regardless of your implementation. I think what you want to say is that not all security considerations apply to all implementations.
Proposed Change: Please clarify the intent.
	Status: 
CLOSED.
Remove “, and may differ from one deployment case to another”.

	A679
	2008.12.01
	T
	5.4 
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: This part of the 2nd sentence does not sound very re-assuring: “that may be identified as intrinsic”.
Proposed Change: Replace quote text with “that are intrinsic”
	Status: 
CLOSED.

Change “may be identified as” to “is”.

	A680
	2008.12.01
	T
	5.4 
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: This part of the 2nd sentence does not sound very re-assuring: “will be addressed”. All these things should have been dealt with when but the time the specs are released.
Proposed Change: Replace quoted text with “are addressed”
	Status: 
CLOSED.

Change “will be addressed” to “is addressed”.

	A681
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: §2. “needs to ensure”? Such casual text is not acceptable in the normative sections – especially when it comes to security.
Proposed Change: Replace quoted text with “MUST ensure”.
	Status: 
CLOSED.

Change “needs to ensure” to “MUST ensure”.

	A682
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: §2. “entities”? What do you mean by this? Do you mean the functional components, or even the user?
Proposed Change: Replace “entities” with another word that reflects the intent more accurately.
	Status: 
CLOSED.

Change “entities” to “functional components”.

	A683
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: §2. “MobAd Enabler entities”? This must mean the functional components, right?
Proposed Change: Replace “entities” with “functional components”.
	Status: 
CLOSED.
Replace “entities” with “functional components”.

	A684
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: §2. “the interfaces between them” Interfaces are not in between things. Interfaces are exposed (to use functionality).
Proposed Change: Replace “the interfaces between them” with “the exposed by them”.
	Status: 
CLOSED by A685.


	A685
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: §2. “via the MobAd Enabler entities and the interfaces between them” Is there any other way to get information from the MobAb functional entites other than via exposed interfaces? I would not think so, so the first part could be removed.
Proposed Change: Replace “via the interfaces exposed by the functional components of the MobAd Enabler”.
	Status: OPEN
Replace “via the MobAd Enabler entities and the interfaces between them” with “via the interfaces exposed by the functional components of the MobAd Enabler”.

	A686
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st bullet. “The entities (such as SP App, Ad App)” Again, these are functional components and not entities.
Proposed Change: Replace “entities” with “functional components”.
	Status: 
CLOSED.

Replace “entities” with “functional components”.

	A687
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st buller. “metrics data” Does it have anything in common with the defined term “Ad Metrics”?
Proposed Change: Re-use the defined term or elaborate the differences in detail.
	Status: 
CLOSED.
Change “metrics data” to “Ad Metrics”.

	A688
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st bullet. “should”.
Proposed Change: Elaborate in detail what an informational “should” means in a normative section, or, replace it with a normative SHOULD, or even consider a MUST.
	Status: 
CLOSED.

Change “should” to “SHOULD”.

	A689
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st buller. “be authenticated and authorized” I do not understand where this comes from. The RD does not require mutual authentication or authorization. The requirement MobAd-FUNC-003 comes closest, but that won’t do because that talks about authorized Principals requesting Advertisements only. Since MobAd is not going to specify mutual authentication or authorization, this entire bullet is useless – such consideration cannot be fulfilled.

Proposed Change: Remove this bullet, including the two sub-bullets.
	Status: 
CLOSED with on changes.

Closed by A668.

	A690
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st sub-bullet. “SP App is considered to be an application deployed by the Service Provider in its Service Provider domain.” This sentence attempts to re-define SP App. It must not happen, it is supposed to be defined and described in the body of the AD.
Proposed Change: Remove this sentence and if you think that the current definition and description are not sufficient, improve that instead.
	Status: 
CLOSED by A668, A694.

	A691
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st sub-bullet. “As such, it” Lousy wording.

Proposed Change: Replace the quoted text with “The SP App”.
	Status: 
CLOSED by A667.

	A692
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st sub-bullet. “considered a trusted” Lousy wording.
Proposed Change: Replace the quoted text with “considered to be a trusted”
	Status: 
CLOSED by A667.

	A693
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st sub-bullet. “MobAd Enabler Ad Server” Is there any other Ad Server than that in MobAd? The definition should be inescapably clear.
Proposed Change: Remove “MobAd Enabler” from the quoted text, and if you think that the definition of Ad Server is not good enougn, your should work on that instead.
	Status: 
CLOSED.

Change “MobAd Enabler Ad Server” to “Ad Server”.

	A694
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st sub-bullet. This bullet uses a lot of buzz-words, and it almost sounds nice. But, unfortunately, it is hard to digest and misses the point. Additionally, the current definition does not limit the SP App to run in the same trust domain as the Ad Server.
Proposed Change: Replace the 1st bullet with this: “When the SP App resides in a trusted environment, authentication and authorization mechanisms between the SP App and the Ad Server is up to the security policies of the Service Provider. However, when the SP App is running is different trust domain than that of the Ad Server, the Service Provider SHOULD ensure that mutual authentication and authorization takes place. The definition of such mutual authentication and authorization mechanism is an implementation issue, and as such, out of the scope of these specifications.

Since the “parent” bullet should be gone, make this a top-level bullet.
	Status: 
CLOSED with on changes.

See A668.

	A695
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st sub-bullet. “Ad App is considered to be a trusted application deployed on a device belonging to a subscriber.” This sentence attempts to re-define SP App. It must not happen, it is supposed to be defined and described in the body of the AD.
Proposed Change: Remove this sentence and if you think that the current definition and description are not sufficient, improve that instead.
	Status: 
CLOSED by A668.

	A696
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 1st sub-bullet. “Ad App is considered to be a trusted application” First of all, there is nothing about trust, digital signatures, or any of this mumbo-jumbo in the current definition of the Ad App. Second, I am not sure how can you assume that the Ad App is trusted. Such assumptions made fraud, identify theft and other cyber-crimes a flourishing business. Why would you want to make that mistake again? People have enough problems as it is.
Proposed Change: Make it mandatory to treat Ad App as not trusted, and require digital signatures or other similar mechanism to validate that the application has not been tampered with and it can be trusted.
	Status: 
CLOSED with no changes.

This has been agreed before. 

	A697
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 2nd sub-bullet. This bullet uses a lot of buzz-words, and it almost sounds nice. But, unfortunately, it is hard to digest and misses the point. Additionally, I do not understand what the SP had to do with Ad App. If SP wants security, they should validate the Ad Engine and require it to authenticate the Ad App.
Proposed Change: Add a requirement to the RD that makes digitl signatures mandatory.

Then, replace the 1st bullet with this: “For security reasons, Service Providers SHOULD treat all Ad Engines as untrusted, and verify that they have not been tampered with, using the mechanism defined by MobAd (digital signatures) Service Providers SHOULD treat all Ad Apps as untrusted as well, and require the Ad Engines to verify that they have not been tampered with. The definition of the mechanism that allows an Ad Engine to verify the integrity of and Ad App is an implementation issue for the Device vendors, and as such, out of the scope of these specifications. Device vendors MUST provide a way for an Ad Engine to verify the integrity of the Ad Apps in the Device. Finally, when the integrity of and Ad Engine or and Ad App cannot be verified, or, can be verified but the test fails, the Ad Server of the Ad Engine (whichever is applicable) MUST block Ad Metrics reports from the suspicious Ad Engine and Ad App. The Service Provider SHOULD maintain a database of suspicious Ad Engines, Ad Apps and Devices, and make the database available for other Service Providers via proprietary interfaces.

Since the “parent” bullet should be gone, make this a top-level bullet.
	Status: 
CLOSED with no changes.
The texts have been agreed before, it is not desirable to remove it and re-write everything.

	A698
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 2nd bullet. “transport security, authentication/authorization, data encryption” transport security, authentication and authorization are not required by the RD. So, if you want those, you need to add appropriate requirements to the RD, otherwise they will be left out.
Proposed Change: Add requirements as necessary to the RD.
	Status: 
CLOSED with no changes.
It is not desirable to change RD, and it will further delay our progress.

	A699
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 2nd bullet. “Specific recommendations for transport security, authentication/authorization, data encryption, etc may be required” Sure. Be sure to put them here, because the Security group will laugh in your face when they see this.
Proposed Change: Instead of hinting the possibility of recommendations, add them here, or replace the bullet with a “for further study note” as it makes not sense at all.
	Status: 
CLOSED with no changes.

“May be required” is clear.

	A700
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 3rd bullet. This bullet is non-sense. Not only because C&PR in itself is non-sence, but also because it is full of buzz-words, but still misses the point. BTW: how do you expect presence authorization work? Presence is authorized to users – and not applications/services/etc.
Proposed Change:  Replace the entire bullet with something this: The implementation of the MobAd functional components and interfaces MUST NOT bypass the security measures, or, introduce security holes into the security measures specified for the interfaces of the utiliized Enablers. Similarly, in order to protect user data, rhe implementation of the MobAd functional components and interfaces MUST NOT bypass the existing mechanisms to acquire, or, introduce leaks to the privacy measures for the interfaces of the utiliized Enablers.
	Status: 
CLOSED with no changes.

It is not desirable to remove everything and re-write everything.

	A701
	2008.12.01
	T
	5.4
	Source: Nokia
Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: 4th bullet. “shall consider” This one is required by the RD  -provided that content scanning is supported -, so ir is not fup or consideration anymore; MobAd will have to specify this.
Proposed Change: Since it is not known at this stage how this is going to be achieved in the specifications, I would recommend replacing the bullet with a “for turther study” note: “It is FFS what security mechanisms the MobAd Enabler will support to anonymize personal identification information”. (The rest of the text in the bullet is not needed because the requirement in the RD is pretty clear that it will apply to all information – and not only a select few.
	Status: 
CLOSED with no changes.

This is a normative section, and it is not desirable to write notes.

	A702
	2008.12.01
	T
	5.4
	Source: Nokia

Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: The word “may” looks unappropriate in the sentence “Any particular security consideration that may be identified as intrinsic to the MobAd Enabler specification will be addressed in the MobAd Technical Specifications.”. We think that AD is the right phase to be specific which of the security considerations are intrinsic and which are not. Furthermore, some of security considerations listed below are marked as either intrinsic (in scope) or non-intrinsic (out of scope), while others not. 
Proposed Change: Remove this sentence. as non-informative
	Status: 
CLOSED with no changes.

Keep generic texts in the AD and make the detailed information in the TS.

	A703
	2008.12.01
	T
	5.4
	Source: Nokia

Form: OMA-ARC-2008-0305-INP_MobAd_Ad_Comments_Nokia
Comment: We need to specify explicitly whether the 3rd and 4th bullets are intrinsic or non-intrinsic
Proposed Change: To be discussed by the group. The bullets should be modified accordingly.
	Status: 
CLOSED with no changes.

This has been agreed by the group before.
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