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1 Reason for Change

This CR proposes Security considerations for MobAd Core TS document.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to review this contribution, for inclusion into the MobAd Core TS spec.
6 Detailed Change Proposal

Change 1:  Security Considerations
8.1. Transport Security
The Ad Engine will use SSL to send MobAd interface messages if the scheme in the URI configured on the phone is https://. SSL will also be used to retrieve messages if the URI in the AdRequest contains the https:// scheme.

Note that the use of SSL only adds security to the transaction between the Ad Engine and the Ad Server. End-to-End Security does not exist even when both the sender and receiver use SSL as in this case there would be two distinct secure sessions and each of them would terminate at the Ad Server.

Some terminals may not use transport security in HTTP Push in that it does not identify or authenticate the PPG; additionally the terminal does not authenticate itself to the PPG. The terminal does identify itself through the X-Wap-Terminal-ID header; the header field value - will be of the format “00 - <software-version>-<sim-id>_<operator-domain>.com.

8.2. Application Security
The MobAd Server is expected to ensure that its services are being used by authorized subscribers and that messages belonging to one user are protected from other subscribers. In order to achieve this, Ad Server can possibly interact with network elements to map the device IP address to a subscriber identifier (MSISDN, SIM ID etc) and then verify that this subscriber is allowed to use MobAd service.

The MobAd Server can also verify that requests for retrieval of Ads (sent to terminals in notifications) are only being issued by the device to which the notification had been sent.

8.3. Content Security
MobAd Client may support the OMA DRM v 1.0 Forward Lock mechanism. This prevents the user from distributing protected (forward-locked) content to other users.
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