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1 Reason for Change

This CR proposes to:
· Complete the security section for SP App and Ad App communications
· Address the editor note re TLS1.2

TLS 1.2 is required in more and more environments to secure communication that have sensible information (e.g. banking, governmental affairs etc). As a consequence TLS 1.2 starts to be implemented in a consequent amount of browsers and devices.

Some commercial information highlighting the benefits of TLS1.2 and product supports can be found here:

ttp://middleware.internet2.edu/pki06/proceedings/relyea-eccinterop.ppt 
Since this presentation was done more products have implemented TLS1.2

It is also true that TLS1.2 is a recent specification, and while it can be early to mandate TLS1.2 in MobAd (as a shall) it would make sense to follow market adoption of optimised security technologies by changing the level of support in MobAd from MAY to SHOULD.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group to review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 8 security
8.1  Ad Engine – Ad Server Authentication and communications
Ad Engine and Ad Server authentication is based on the mechanism defined in [RFC2617]. Implementations conforming to this specification MUST support this mechanism for "Basic" and "Digest Access Authentication". The Base64 character encoded "Basic" and "MD5" algorithm of the "Digest Access Authentication" authentication schemes MAY be supported. The HTTP headers and parameters that MUST be supported are described in the previous sections for request and response headers.

Ad Server implementations conforming to this specification MAY support both the ability to challenge unauthenticated requests and also accept authentication request headers in a request; which will not require subsequent challenge responses unless some part of the credential is incorrect. The latter requirement is required to address the need for minimal request/response traffic for mobile networks.

The authentication mechanisms defined by [RFC2617] address the protection of the authentication credentials. However, the remainder of the HTTP request and response messages are available to the eavesdropper. For more robust security for the HTTP connection, TLS 1.1 [RFC4346], TLS 1.2 [RFC5246], HTTPS, or some form of upgrading to TLS over HTTP [RFC2817] [RFC2818] SHOULD be used. 

When operating over HTTP: 

· The  Ad Server SHALL support TLS 1.1 [RFC5246], 
· The Ad Server SHOULD support TLS 1.2 [RFC4346]

· The Ad Engine MUST use TLS 1.1 or TLS 1.2
· The Ad Engine MUST identify which version the Ad Server is using.
…..

New security sub section
8.2 SP App to Ad Server communications
SP App and Ad Server components reside both in the Service Provider domain. As A consequence the mechanisms that may be required to secure (e.g. Authentication, Anonymisation, Integrity, Encryption) communication between these two components are set by SP Policies, are deployment choices and  are out of scope of this specification.
Another new security sub section

8.3 Ad App to Ad Engine communications
Ad App and Ad Engine components reside both on the same device. As a consequence the mechanisms  that may be required to secure communication between these two components (e.g.  Integrity, Authentication, Encryption) rely on the underlying platform implementation and are out of scope of this specification.
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