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1 Reason for Change

This CR proposes to address the following RIM comments:
	D003
	2009.11.20
	T
	2.1
	Source: Gaëlle Martin-Cocher, RIM

Form: OMA-CONR-2009-0071-MobAd_review_comments_from_RIM

Comment: Normative references to TLS 1.1 and 1.2 are missing. 

Proposed Change: See related CR.
	Status: OPEN / CLOSED



	D062
	2009.11.20
	T
	8.1
	Source: Gaëlle Martin-Cocher, RIM

Form: OMA-CONR-2009-0071-MobAd_review_comments_from_RIM

Comment: Resolve the editor notes related to TLS1.2 in the security section 

Proposed Change: See related CR.
	Status: OPEN / CLOSED



	
	
	
	
	
	


And the following action points:

	MobAd-2009-A050
	Gaelle Martin-Cocher
	Gaelle to find better wording for the following sentence: The Ad Engine MUST identify which version (of TLS) the Ad Server is using
	2009-12-01 09:00:00
	OPEN


The editor’s note referred by comment D062 is the following:

Editor’s note: the support of the set of cipher suites for TLS 1.2 will be reviewed based on appropriate justifications for MobAd.
Justifications for supporting on server, multiple cipher suites:

1- Mandating multiple cipher suites on the server gives devices implementation more “choices” that correspond to a variety of market. Cost on servers implementation is much less than the equivalent cost on devices.

2- Existing deployments on device of RSA and ECDSA motivate the support on server for both.
3- TLS 1.2 brings more security and robustness. The main difference between RSA and ECDSA is the efficiency. ECDSA is 10 times more efficient than RSA. For the same security level, the length of the ECDH key is 10 times smaller than an RSA key. This has an important impact on the processing capabilities on devices.

4- ECDSA suites are used in e-commerce, e-payment, m-commerce and m-payment (as shown in previous contributions), which is the same or relevant ecosystem for MobAd.(click to buy, click to coupon, click to pay etc)
If the group wants to limit the number of suites to implement on the server, it is recommended for the above reasons to support at least two RSA and two ECDH suites on the server.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group to review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 2.1 normative references

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[OMA-MobAd-RD]
	“Mobile Advertising Requirements”, Open Mobile Alliance™, OMA-RD-Mobile_Advertising-V1_0,
URL:http://www.openmobilealliance.org/

	[OMA-MobAd-AD]
	“Mobile Advertising Architecture Document”, Version 1.0, Open Mobile Alliance™,
OMA-AD-MobAd-V1_0,  URL:http://www.openmobilealliance.org/

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1, R.Fielding et al, June 1999,
URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[DCD TSS]
	“Dynamic Content Delivery Technical Specification– Semantics and Transactions”, Version 1.0, Open Mobile Alliance™, OMA-TS-DCD_Semantics-V1_0-20081223-C,  URL:http://www.openmobilealliance.org/

	[RFC4346]
	The Transport Layer Security (TLS) Protocol Version 1.1, April 2006, 
URL: http://tools.ietf.org/html/rfc4346

	[RFC5246]
	The Transport Layer Security (TLS) Protocol Version 1.2, August 2008

URL: http://tools.ietf.org/html/rfc5246



Change 2:  Section 8.1 security
…….

When operating over HTTP: 

· The  Ad Server SHALL support TLS 1.1 [RFC5246], 
· The Ad Server SHOULD support TLS 1.2 [RFC4346]
· The Ad Engine SHALL support TLS 1.1 or TLS 1.2
· The Ad Engine SHALL identify which TLS version the Ad Server is using and set-up the communication accordingly.

· 
· 
· 
· 
· 
· 

· 
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