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1 Reason for Contribution

MobSocNet requests, especially over MSN-1, typically need some sort of authentication. In particular, authentication is needed for such requests to retrieve and/or update personal information, such as activities and the like.
2 Summary of Contribution

This contribution proposes a set of alternative methods for authenticating MobSocNet users, and the related procedures at MSN Server.
3 Detailed Proposal

Change 1: Add the following references to section 2.1 “Normative references”

	[RFC2617]
	“HTTP Authentication – Basic and Digest Access Authentication”. J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart, June 1999. 
URL: http://www.ietf.org/rfc/rfc2617.txt 

	[OMA TLS]
	“OMA TLS Profile”, Open Mobile AllianceTM, OMA-TS-TLS_Profile-V1_1 URL:http://www.openmobilealliance.org/ 

	[OMA GBA]
	“OMA GBA Profile”, Open Mobile AllianceTM, OMA-TS-GBA_Profile-V1_1 URL:http://www.openmobilealliance.org/ 

	[3GPP 24.109]
	"Bootstrapping interface (Ub) and network application function interface (Ua)", V6.10.0 (2011-09), 3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; (Release 6) URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.109/

	[3GPP 29.061]
	"Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)", V6.15.0 (2008-12). 3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; (Release 6)
URL: http://www.3gpp.org/ftp/Specs/archive/29_series/29.061/


Change 2: Insert the following text under section 8.2 “Procedures at MSN Server”
8.2.X Handling requests from MSN Clients
Upon reception of a request from MSN Client, the MSN Server SHALL authenticate the user according to one of the procedures defined in section 10.1.

Furthermore, when sending a request to an MSN Client or to another MSN Server that contains a reference to the originator’s address, the MSN Server SHALL insert the asserted user identity into the corresponding field in the request. As such, it MAY override the originator’s address provided by the originator MSN Client.
Change 3: Insert the following text in section 9.1.1
9.1.1 User identity

9.1.1.1 Addressing formats

MobSocNet users are identified through a globally unique identifier. Such identifiers MUST be expressed in the form of a URI when used over MobSocNet interfaces.

In particular, MSN Clients and MSN Servers MUST support the following URI schemes for user addressing:

Editor’s note: FFS the mandatory specification/support of URI scheme(s)
Use of other URI schemes (address spaces) MAY be used to interoperate with other systems, but their use and definition is out of the scope of this specification.
Change 4: Insert the following text under section 10.1 “Authentication”
10.1 Authentication
MSN Clients and MSN Servers SHALL support at least the procedure defined in section 10.1.1.
In addition, MSN Clients and MSN Servers SHALL support HTTP over Transport Layer Security (TLS) as specified in [OMA TLS] for server authentication over MSN-1 interface.
10.1.1 User authentication based on username and password
The MSN Server MAY choose to authenticate the user based on username and password mechanisms.
In particular, the MSN Client and the MSN Server SHALL support the HTTP Digest authentication mechanism for client authentication over MSN-1 interface as specified in [RFC2617] with the following clarifications:

1) The “rspauth” parameter MAY be used to provide mutual authentication;

2) The “username” parameter SHALL have the value of the URI identifying the user (see section 9.1.1.1).
NOTE:
The credentials (including the “username”, password, etc) may be derived from a variety of sources, e.g. user-provided/stored or provisioned on the device.
An HTTP "403 Forbidden" error response SHALL be sent to the MSN Client after one or more failed responses to a challenge. The exact number of failed responses before issuing such error depends on Service Provider policy.

10.1.2 User authentication based on Generic Bootstrapping Architecture
The MSN Server MAY choose to authenticate the user based on the Generic Bootstrapping Architecture (GBA) by acting as a Server as defined in [OMA GBA]. 
In this case, the MSN Server MUST support at least Digest Authentication usage and authenticates the UE using GBA-based shared secret as described in [3GPP 24.109], according to Service Provider policy.
If the MSN Client supports Digest Authentication per the GBA Profile of [OMA GBA], it discloses this as described in [3GPP 24.109] using 3GPP GBA-provided credentials.
10.1.3 User authentication based on authentic network information

The MSN Server MAY choose to authenticate the user based on MSISDN or other authentic network information. This approach may be used for authentication in cases which client-provided authentication is not available or not trusted.
In this case, the network-provided user identifier (or subscriber identifier, e.g. MSISDN or IMSI) SHOULD be made available to the MSN Server by the RADIUS mechanisms defined in [3GPP 29.061]. This identifier SHOULD be used to authenticate the user and as asserted identity.
In alternative, MobSocNet service providers MAY use other network-based solutions out of scope of this specification, which MUST rely upon authentic user information. For example, an MSN Server may handle requests from MSN Clients behind a front-end proxy, which inserts a subscriber identity indication (e.g. in a HTTP header) based upon network information (e.g. from RADIUS) into the request, and forwards it to the MSN Server.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed changes in the latest version of the Mobile Social Network ER document.
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