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Reason for Change
	Label
	Description
	Release

	MSN-SEC-001
	The MobSocNet Enabler SHALL allow a user to define the privacy level of his activities or follow-up actions to control visibility by other users, including at least:
· Public: accessible by all users;
· Private: accessible only by the user owning the information
· Followers: accessible only by the user’s followers
Informational Note: other users can pertain to the same or another OMA Compliant SN.
	1.0


Add support for activity privacy, compatibly with OpenSocial & ActivityStreams..
R01: text revised according to the CC on 12/03/2012
Impact on Backward Compatibility
N/A
Impact on Other Specifications
N/A
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Accept the proposed changes.
Detailed Change Proposal
Add the following references in section 2.1
[bookmark: _Toc51147377][bookmark: _Toc314518350]2.1	Normative References
	[AS-JSON-AUDIENCE]
	“Audience Targeting for JSON Activity Streams”, J. Snell, March 2012.
URL: http://activitystrea.ms/specs/json/targeting/1.0/


Modify section 7.1.2 to clarify support for privacy
7.1.2	ActivityStreams Service support
The creation of an activity in the form of a ActivityEntry object as REST-Request-Payload together with “application/json” MIME type MUST be supported by MSN Clients and MSN Servers as per [OS-Social-API] section 2.3.2.
 
MSN Clients & MSN Servers SHALL comply to section 9.2.3 for defining privacy settings and target audiences of ActivityEntry objects, i.e. to control the visibility of activities and follow-up actions by other users.
In case privacy information is omitted within an activity, the default setting of the activity’s target is applied, based on the service provider policy and/or user preferences.
It is RECOMMENDED that default privacy setting for activities is restricted only to the users, whom the actor has explicitly approved relationships. For example, depending on the service provider policy, “friends” may require explicit approval of relationship requests whilst “followers” may not, resulting in default activities being accessible to “friends” only.

As specified by [OS-Social-API] section 2.3.2, activity creation relates to metadata associated with an activity, without considering uploading media (or generically content) contextually.
As such, activities related to content upload (e.g. posting a video, attaching a picture to a place) can be easily provided in two steps as follows. At step one, content is uploaded by means out of scope of this specification that provides back a reference to the newly uploaded content as URI. At step two, an ActivityEntry object is subsequently published on the ActivityStreams Service containing the URI referencing the content as “url” parameter in the “object” of that ActivityEntry.
In addition, the method of content upload defined in section 7.1.3 SHALL be supported by MSN Clients and MSN Servers. This method allows uploading one or more content (e.g. media such as pictures, video, etc) contextually to an activity, thus allowing the creation of complex activities (e.g. including “targets”).
Update section 9.2
9.2	Activity
The format of a Activity follows the Activity construct as defined in [ActivityStreams]. As such, activities represent both first party activities (e.g. posting a content, joining a group, check-in a place) and follow-up actions (e.g. commenting/replying someone else’s post, like).

Activities are serialized as follows:
· according to the Activity Streams Service described in [OS-Social-API] section 2.3, activities SHALL be represented as [AS-JSON] on MSN-1 interface 
· activities SHALL be represented as [AS-ATOM] on MSN-3 interface according to [OStatus-Spec] specifications 
9.2.1.	Activity verbs and object types
The “activity” object type and the “post” verb SHALL be supported by MSN Clients & MSN Servers as per [AS-ATOM] & [AS-JSON]. The activity verbs & object types defined in section 9.2.43 SHALL also be supported.
In addition, the activity verbs & object types defined in [AS-BASE-SCHEMA] SHALL be considered with their original meaning and SHOULD be supported by MSN Clients and MSN Servers. Specifically, the following subset SHALL be supported by MSN Clients & MSN Servers:
· Verbs: checkin, follow, like, share, stop-following, unlike
· Object types: comment, image, note, person, place, video

Other activity verbs & object types MAY be supported.
9.2.2.	Follow-up actions
Follow-up actions on existing activities SHALL be represented respectively according to [RFC4685] on MSN-3 and to [AS-JSON-REPLIES] on MSN-1 interface.
9.2.3.	Targeted audience and privacy
The extensions defined in [AS-JSON-AUDIENCE] SHALL be supported by MSN Clients & MSN Servers. Such extensions allow users to define the privacy level of their activities and/or follow-up actions to control visibility by other users.
In particular, when referring to “alias”, MSN Clients & MSN Servers SHOULD use fully-qualified IRI (e.g. http://example.com/mobsocnet/v1/people/tel:+393351234567/@friends) in lieu of simple alias values (e.g. @friends) to avoid ambiguity.
Additional clarifications for usage in this specification with respect to [AS-JSON-AUDIENCE] section 3.1 are provided below :
· The use of “to” and/or “bto” property values only SHALL have the meaning of a restricted activity, thus only be accessible to the recipients explicitly mentioned either in the form of an “id” or an “alias”. In particular, the use of the @me simple alias value as unique value in “to” or “bto” SHALL have the meaning of a private activity not to be disclosed to other users.
· The use of “cc” and/or “bcc” property values (also in conjunction with other properties) SHALL have the meaning of explicit mentions of users, in addition to the default audience of that activity.
9.2.43.	MobSocNet-specific verbs & object types
Add the following at the end of the “Further request body examples” in subsection H.1.1.2 for privacy restricted example messages
Restricted status update (to followers only) using “to”
{
    "actor": {
        "id": "tel:+393351234567" 
    },
    "object": {
        "objectType": "note"
    },
    "location": {
        "position": "+48.52+002.20/"
    },
    "title": "This is my new status update for your eyes only",
    "verb": "post",
    "to":[
      {
       "objectType":"group",
       "alias":"http://example.com/mobsocnet/v1/people/tel:+393351234567/@followers"
      }
    ]
}

Status update with explicit mention using “cc”
{
    "actor": {
        "id": "tel:+393351234567" 
    },
    "object": {
        "objectType": "note"
    },
    "location": {
        "position": "+48.52+002.20/"
    },
    "title": "This is my new status update with Jane",
    "verb": "post",
    "cc":[
      {
       "objectType":"person",
       "id":"acct:jane@example.org"
      }
    ]
}
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