Doc# OMA-CD-MobSocNet-2012-0067-CR_OAuth_support_update.docx[image: Picture in Transforming WAPF Into OMA 20020313]
Change Request

Doc# OMA-CD-MobSocNet-2012-0067-CR_OAuth_support_update.docx[image: Picture in Transforming WAPF Into OMA 20020313]
Change Request


Change Request

	Title:
	Update on OAuth support
	|X| Public      |_| OMA Confidential

	To:
	CD

	Doc to Change:
	OMA-ER-MobSocNet-V1_0-20120618-D

	Submission Date:
	22 Jun 2012

	Classification:
	|_| 0: New Functionality
|X| 1: Major Change
|_| 2: Bug Fix
|_| 3: Editorial

	Source:
	Laurent-Walter Goix, Telecom Italia, laurentwalter.goix@telecomitalia.it

	Replaces:
	n/a


Reason for Change
This contribution proposes to clarify support for OAuth.
Impact on Backward Compatibility
N/A
Impact on Other Specifications
N/A
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Agree the proposed changes.
Detailed Change Proposal
Delete the following references from section 2.1
	[RFC2617]
	“HTTP Authentication – Basic and Digest Access Authentication”. J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart, June 1999. 
URL: http://www.ietf.org/rfc/rfc2617.txt 

	[OMA GBA]
	“OMA GBA Profile”, Open Mobile AllianceTM, OMA-TS-GBA_Profile-V1_1 URL:http://www.openmobilealliance.org/   

	[3GPP 24.109]
	"Bootstrapping interface (Ub) and network application function interface (Ua)", V6.10.0 (2011-09), 3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; (Release 6) URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.109/


Update section 10
10. [bookmark: _Toc327822169]Security considerations
SNEW Clients and SNEW Servers SHALL support HTTP over Transport Layer Security (TLS) as specified in [OMA TLS] at least over SNEW-1 and SNEW-2 interfaces.
10.1 [bookmark: _Toc301443682][bookmark: _Toc302141213][bookmark: _Toc327822170]Authentication
[bookmark: _Toc302141214]User authentication is expected on SNEW-1 and SNEW-2 interfaces as a prerequisite to authorization, described in section 10.2. In particular, as part of the authorization flows, MSN Clients and SNEW MSN Servers SHALL MAY decide to authenticate the user based on one ofsupport at least the following procedures: defined in section 10.1.1
· username and password;
· authentic network information as described in section 10.1.1.
In addition, MSN Clients and MSN Servers SHALL support HTTP over Transport Layer Security (TLS) as specified in [OMA TLS] for server authentication.
10.1.1 [bookmark: _Toc327822171]User authentication based on username and password
The MSN Server MAY choose to authenticate the user based on username and password mechanisms.
In particular, the MSN Client and the MSN Server SHALL support the HTTP Digest authentication mechanism for client authentication as specified in [RFC2617] with the following clarifications:
The “rspauth” parameter MAY be used to provide mutual authentication;
The “username” parameter SHALL have the value of the URI identifying the user (see section 9.1.1.1).
NOTE:	The credentials (including the “username”, password, etc) may be derived from a variety of sources, e.g. user-provided/stored or provisioned on the device.
An authentication failure response can be returned as HTTP 401 response, e.g. upon wrong credentials or expired nonce value.  The MSN Client MAY attempt to re-authenticate after receiving an authentication failure response.
An HTTP "403 Forbidden" error response SHALL be sent to the MSN Client after one or more authentication failure responses to a challenge. The exact number of failure responses before issuing such error depends on Service Provider policy.
[bookmark: _Toc327822172]User authentication based on Generic Bootstrapping Architecture
The MSN Server MAY choose to authenticate the user based on the Generic Bootstrapping Architecture (GBA) by acting as a Server as defined in [OMA GBA]. 
In this case, the MSN Server MUST support at least Digest Authentication usage and authenticates the MSN Client using GBA-based shared secret as described in [3GPP 24.109], according to Service Provider policy.
If the MSN Client supports Digest Authentication per the GBA Profile of [OMA GBA], it discloses this as described in [3GPP 24.109] using 3GPP GBA-provided credentials.
10.1.2 [bookmark: _Toc327822173]User authentication based on authentic network information
The MSN Server MAY choose to authenticate the user based on MSISDN or other authentic network information. This approach may be used for authentication in cases which client-provided authentication is not available or not trusted.
In a first case, the RADIUS mechanisms defined in [3GPP 29.061] may be used to provide the MSN Server with the network-provided user identifier (or subscriber identifier, e.g. MSISDN or IMSI) to authenticate the user using this information as asserted identity.
In alternative, MobSocNet service providers MAY use other network-based solutions out of scope of this specification, which MUST rely upon authentic user information. For example, an MSN Server may handle requests from MSN Clients behind a front-end proxy, which inserts a subscriber identity indication (e.g. in a HTTP header) based upon network information (e.g. from RADIUS) into the request, and forwards it to the MSN Server.
10.2 [bookmark: _Toc327822174]Authorization
MSN-1 interface (as per section 7.1) and MSN-2 Network API (as per section 7.2.2) rely on [OS-Social-API], which is further based on [OS-Core-API]. 
As such, over these interfaces MSN Servers and MSN Clients SHALL conform to [OS-Core-API] section 3 except thatwith the following clarifications:
·  they MAY NOT support OAuth1.0a as authorization framework besides OAuth2;
· they MAY NOT support the “client credential” grant type on the token endpoint besides the “authorization code” grant type;
· they SHALL implement the refresh token pattern.
Furthermore, MSN Servers and MSN Clients MAY support the authorization framework defined in [Autho4API_10].
In any case, MSN Servers and MSN Clients SHALL further support at least the scopes defined in section 10.2.1. Additional scope values not defined in this specification MAY also be supported.
SNEW Clients SHALL use “snew://oauth2-callback” as redirection endpoint URI.
10.2.1 [bookmark: _Toc309580458][bookmark: _Toc310019551][bookmark: _Toc315703366][bookmark: _Toc327822175]Scope values
10.2.1.1 [bookmark: _Toc309580459][bookmark: _Ref309682473][bookmark: _Toc310019552][bookmark: _Toc315703367]Definitions
The following table describes the list of scope values for MobSocNet.

	Scope value
	Description
	For one-time access token

	oma_rest_mobsocnet.all_{apiVersion}
	Provide access to all defined operations over MSN-1 and/or MSN-2 Network API in this version of the enabler. The {apiVersion} part of this identifier SHALL have value “1.0” in this version of the specification.
This scope value is the union of the other scope values listed below.
	No

	oma_rest_mobsocnet.Service-Name_{perms}
	Provide access to defined operations over MSN-1 and/or MSN-2 Network API based on the specific OpenSocial Service identified by the Service-Name (see [OS-Social-API]).
The type of operations allowed depend on the {perms} part value as follows:
· “read” allows read-only operations using GET
· “manage” allows all types of operations (GET, POST, PUT, DELETE)
	No


Table 2: Scope values for MobSocNet
10.2.1.2 [bookmark: _Toc309580460][bookmark: _Toc310019553][bookmark: _Toc315703368]Downscoping
In the case of authorization requests for “oma_rest_mobsocnet.all_{apiVersion}” scope (e.g. from a MSN Enabled Application or from the MSN Client), the MSN Server MAY restrict the granted scope to some of the following scope values:
“oma_rest_mobsocnet.people_read”
“oma_rest_mobsocnet.activitystreams_read”
10.2.2 Discovery (Informative)
The following sequence illustrates an example of how a SNEW Client can self-configure obtain the OAuth2 token needed for SNEW-1 interface on behalf of an application.
1. At first start (or as long as no token exists for this application), the user is prompted for its identity (e.g. user@domain)
1. The SNEW Client performs host-meta discovery by sending a request to http://domain/.well-known/host-meta to discover:
0. The “oauth2-authorize” link relation type
0. The “oauth2-token” link relation type
0. The “http://ns.opensocial.org/2008/opensocial” link relation type
1. The SNEW Client then opens the native browser on the link #1 according to OAuth2 to start the authorization process for that application and obtain a code. The redirect uri allows to return back from the browser to the SNEW Client.
1. Once the code is obtained, the SNEW Client issues the token request to link #2 according to OAuth2 and obtains the related token for that application
1. The application can now open regularly and use the SNEW Client to access SNEW-1 interface using base URL #3.
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