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Reason for Change
This contribution is to resolve following comments:
	ID
	Open Date
	Type
	Section
	Description
	Status

	B078
	2012.03.29
	Q
	8.2.6
	Source: Huawei
Form: OMA-CONR-2012-0052
Comment:  can current privacy control function be used for user profile privacy control? 
Proposed Change: same as the comment.
	Status: OPEN
Response: 
Resolved by: 
Recorded in:



Impact on Backward Compatibility
N/A
Impact on Other Specifications
N/A
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Accept the proposed changes.
Detailed Change Proposal
Add group and profile access policy relationship using group management.
7.1.1People Service support
7.1.1.1Generic considerations
The following clarifications apply to the support of [OS-Social-API] section 2.1:
· When retrieving a person and/or a list of persons (section 2.1.1 of [OS-Social-API]):
· each Person object returned SHOULD include the number of “followers”, “following” and “friends” according to [AS-JSON-REPLIES] section 4
· when retrieving the user’s own information, in case the Gateway functionality is supported, the Person object SHOULD include the list of current connections with External SNs for that user under the “accounts” attribute, according to the format and extensions used in section 9.4.1
· When updating a person (section 2.1.3 of [OS-Social-API]) the REST-HTTP-Method to be used SHALL be PUT, not POST
· When creating a person (section 2.1.2.1 of [OS-Social-API]),
· using Group-Id value “@self” SHALL have the meaning of requesting the creation of a new user account, where the “id” and “displayName”  field values in the Person object in the request body may indicate respectively a preferred requested user-id and display name subject to server policies.
· any other Group-Id value will request the creation of a relationship between the requesting user and the Person object included in the request body, within the indicated Group-Id, as specified in [OS-Social-API]
· When deleting a person (section 2.1.4 of [OS-Social-API]), 
· using Group-Id value “@self” SHALL have the meaning of deleting the user account itself, as specified in [OS-Social-API];
· in addition in this specification, MSN Servers and MSN Clients SHALL support the deletion of relationships by also allowing any other Group-Id value than “@self” in the REST-URI-Fragment. In this case:
· when the REST-URI-Fragment further contains a User-Id (i.e. "/people/" Initial-User-Id "/" Group-Id "/" Related-User-Id), that specific relationship with that contact SHALL be deleted. Note that after this deletion the initial user may still have other types of relationships with the same related user.
· when the REST-URI-Fragment does not contain any other information than the Group-Id, that specific relationship with all contacts under this group SHALL be removed. Note that after this deletion the initial user may still have other types of relationships with the same related users.
See section 9.3 for further details related to the Person objects exchanged over MSN-1 through this service.
See Appendix G.1.5 for examples related to this service.
7.1.1.2Profile content upload management
When creating or updating a person, some content (e.g. profile picture) may need to be uploaded. This can be easily provided in two steps as follows. At step one, content is uploaded by means out of scope of this specification that provides back a reference to the newly uploaded content as URI. At step two, a Person object is subsequently published on the People Service containing the URI referencing the content already uploaded.
As such, the method of content upload defined in section 7.1.3 SHALL be supported by MSN Clients and MSN Servers over the People Service. This method allows uploading one or more content contextually to the creation or update of a profile or relationship information.
In order to control the different privacy level for the user profile, profile access policy information as defined in section 9.5 SHOULD be supported by MSN Clients and MSN Servers. Allow the user to create, update and delete the profile access policy. Following the syntax used by [OS-Spec] over MSN-1, the URI structure MUST be: 
Service-Name = "profileacl"
profileacl-Id = Object-Id / "@self"
· Retrieving the user profile access policy: MSN Client uses the GET method to retrieve information from MSN Server about the user profile access policy.
REST-HTTP-Method = "GET"
REST-URI-Fragment = "/profileacl/" User-Id "/" profileacl-Id
REST-Request-Payload = null
Return-Object = profileACL / Collection<profileACL>
· Creating the user profile access policy: MSN Client uses the POST method to create a new user profile access policy.
REST-HTTP-Method = "POST"
REST-URI-Fragment = "/profileacl/" User-Id "/@self"
REST-Request-Payload = profileACL
· Updating the user profile access policy: MSN Client uses the GET method to retrieve information from MSN Server about the user profile access policy.
REST-HTTP-Method = "POST"
REST-URI-Fragment = "/profileacl/" User-Id "/" profileacl-Id
REST-Request-Payload = profileACL
Return-Object = profileACL
· Deleting the user profile access policy: MSN Client uses the GET method to retrieve information from MSN Server about the user profile access policy.
REST-HTTP-Method = "DELETE"
REST-URI-Fragment = "/profileacl/" User-Id "/" profileacl-Id
REST-Request-Payload = null
Reture-Object = null
See Appendix G.1.X for examples related to this setting.
When give different group different access right to the user profile (e.g. only families can access the user profile), the group update message as specified in section 2.2.3 of [OS-Social-API] should include the profile access policy id in REST-Request-Payload.


[bookmark: _Toc327217178]Add a new section for profile access policy data 
9.5 ProfileACL
The “profile access policy” represents which information in the profile can be accessed. The following properties SHOULD be used when describing a profile access policy: 
	Property
	Value
	Description

	id 
	JSON [RFC4627] String
	The unique identifier for the profile access policy.

	title 
	JSON [RFC4627] String
	The name of this profile access policy

	description 
	JSON [RFC4627] String
	The description of the profile access policy described in a sentence.

	acl
	JSON [RFC4627] String
	List the objects or attributes can be accessed in this policy. 



Add the example for profile access policy management 
[bookmark: _Toc327822210]G.1.X Profile access policy management
G.1.X.1 Retrieving user profile access policy
The following is an example of a request from an MSN Client to retrieve the profile access policy.

Request
GET /mobsocnet/v1/profileacl/@me/@self HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: 0

Response
This response provides back the profile access policies setting by that user
HTTP/1.1 200 Ok
Content-Length: ...
Content-Type: application/json

[
    {
        "id" : 14,
        "title": "private",
        "discrption": "System default private policy",
        "acl": ""
    },
    {
        "id" : 15,   
        "title": "Co-workers",
        "discrption": "my profile access control policy for Co-workers",
        "acl": "birthday,aboutMe,books,interests,movies,music,sports,emails,ims,phoneNumbers, organizations"
    }
]
G.1.X.2 Posting user profile access policy
The following is an example of a request from an MSN Client to post the profile access policy on behalf of a user.

Request

POST /mobsocnet/v1/profileacl/@me HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: …
{
    "title": "Co-workers",
    "discrption": "my profile access control policy for Co-workers",
    "acl": "birthday,aboutMe,books,interests,movies,music,sports,emails,ims,phoneNumbers,organizations"
} 


Response
HTTP/1.1 200 Ok
Content-Length: ...
Content-Type: application/json

{
    "id" : 15,   
    "title": "Co-workers",
    "discrption": "my profile access control policy for Co-workers",
    "acl": " birthday,aboutMe,books,interests,movies,music,sports,emails,ims,phoneNumbers,organizations"
}

G.1.X.3 Updating user profile access policy
The following is an example of a request from an MSN Client to update the profile access policy on behalf of a user.

Request
POST /mobsocnet/v1/profileacl/@me/15 HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: …
{
    "title": "Co-workers",
    "discrption": "my profile access control policy for Co-workers",
    "acl": "birthday,aboutMe,books,interests,movies,music,sports"
} 


Response
HTTP/1.1 200 Ok
Content-Length: ...
Content-Type: application/json

{
    "id" : 15, 
    "title": "Co-workers",
    "discrption": "my profile access control policy for Co-workers",
    "acl": "birthday,aboutMe,books,interests,movies,music,sports"
}

G.1.X.4 Deleting user profile access policy
The following is an example of a request from an MSN Client to delete the profile access policy on behalf of a user.

Request
POST /mobsocnet/v1/profileacl/@me/15 HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: 0

Response
HTTP/1.1 200 Ok
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