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Reason for Change
This contribution proposes to update the definition of the connection object and procedures in latest ER. This bug fix is necessary in order to handle error scenarios where connections towards External SNs terminate and/or a re deactivated on the External SN itself. These errors need be propagated to the device also in order to refresh the connection (e.g. reactive the user authorization process).
R01: updated based on offline comments & comments received in Los Angeles
Impact on Backward Compatibility
N/A
Impact on Other Specifications
N/A
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Agree the proposed changes.
Detailed Change Proposal
Update connection creation process (and update)
7.1.4.4	Creating a connection towards an External SN
REST-HTTP-Method = "POST"
REST-URI-Fragment = "/connections/" User-Id "/@self"
REST-Request-Payload = Connection
SNEW Client uses the POST method to create a new user connection, i.e. to connect an External SN account with user account, including a connection object formatted according to section 9.4.1 that identifies the External SN to be connected (e.g. “domain”).
Upon reception of such request, the SNEW Server SHOULD activate a procedure to allow the user to connect to the specified External SN and create the associated connection. This procedure MAY trigger one or more redirect responses to the original request depending on the External SN. Such responses MUST be detected by the SNEW Client, which SHOULD open a device browser (embedded or default) to the provided Location URI.
Note that in a typical process (such as OAuth2) such URI corresponds to a page on the External SN web site to request user to authenticate and authorize the application to access his data. After the user has given authorization, the External SN notifies back the SNEW Server with an access token.

Once this procedure is concluded, the SNEW Server SHOULD issue a redirect response using 303 response code providing a Location URI in the following format, which MUST be detected by the SNEW Client.

"Location: " "snew://connections#" Fragment-Parameters
Fragment-Parameters = "status=" Status-Code ["&connectionId=" Connection-Id "&domain=" Domain]
Status-Code = "OK" / "ERROR" / "CANCEL" / "INSUFFICIENT_PERMISSIONS"
Domain = see section 9.4.1

If the procedure concluded successfully, the SNEW Server SHALL use “OK” as Status-Code and SHALL include the newly created “connectionId” together with the “domain” of the associated External SN
If the procedure was aborted by the user, the SNEW Server SHALL use the “CANCEL” Status-Code without providing any other information.
If the procedure concluded with the user refusing some required permissions, the SNEW Server SHALL use the “INSUFFICIENT_PERMISSIONS” Status-Code without providing any other information.
In any other case, the SNEW Server SHALL use the “ERROR” Status-Code without providing any other information.

Note that the protocol scheme “snew:” MUST be associated to the SNEW Client on the device to detect the response from browser.
7.1.4.5	Updating an existing connection towards an External SN
REST-HTTP-Method = "PUT"
REST-URI-Fragment = "/connections/" User-Id "/" Connection-Id
REST-Request-Payload = Connection
SNEW Client uses the PUT method to update an existing user connection, including a Connection object formatted according to section 9.4.1, which “org.oma” object SHALL include a “connectionStatus” property specifying the value of the newly intended status. 
Specifically, the “active” value SHALL be used to refresh and/or reactivate an existing connection. In that case the rest of the procedure is identical to the one specified in section 7.1.4.4 for creating connections.
[bookmark: _Toc329077095]Update the definition of the connection object
9.4.1	Connection
SNEW Clients & SNEW Servers SHALL represent information related to a connection to an External SN as an Account object as defined in [OS-Social-Data] section 3.1 with the following clarifications:
· The Account object SHALL contain at least the “domain” property
· The Account object SHOULD contain an “org.oma” property as an object defined in section 9.4.1.1 
When a connection refers to user-specific information (user account on External SN):
· the Account object SHOULD further contain at least one of the “username” and “userId” properties to identify the user on that External SN
· The “org.oma” object in the Account object SHALL contain a “connectionId” property
9.4.1.1	SNeW-specific information
An object containing the following properties is defined in this specification to represent information about a connection. The “siteName” and “siteIcon” properties SHOULD be provided.
	Name
	Type
	Description

	connectionId
	Object-Id
	Id of the link relationship of the user account and the External SN user account. 

	siteName
	string
	The name of External SN e.g. Twitter.

	siteIcon
	URI
	The public URL of the icon identifying the External SN. e.g. "http://example.com/sites/logo/twitter.png"

	profileUrl
	URI
	User’s profile page URL in the External SN (when applicable)

	thumbnailUrl
	URI
	User’s avatar URL in the External SN (when applicable)

	connectionStatus
	string
	Status of the link relationship



The following values and related meaning are defined for the connectionStatus property:
	active
	The connection to the External SN is known to be active with valid permissions.

	expired
	The connection to the External SN has expired (e.g. OAuth2 token has expired) and needs to be refreshed before using the gateway functionality with this connection.
The SNEW Client SHOULD attempt to update the connection according to section 7.1.4.5 in order to refresh the authorization from the user to that External SN.

	insufficient_permissions
	The connection to the External SN does not have the required grants (e.g. insufficient permissions, user explicitly revoked some permission on the External SN that are required for some gateway functionality). Note that in this state some gateway functionality may still work with this connection.
The SNEW Client MAY attempt to update the connection according to section 7.1.4.5 in order to request the user to grant all the required permissions on that External SN.

	inactive
	The connection to the External SN is known to be inactive (e.g. the connection was disconnected by the user on the External SN by revoking all permissions or by deleting the application explicitly)


If the connectionStatus property is not provided, the active value MUST be implied.
Update example
G.1.3.2	Retrieving the list of user’s connections
Request
The following is an example of a request from an SNEW Client to retrieve the list of user’s connections with External SN from SNEW Server.
GET /snew/v1/connections/@me/@self HTTP/1.1
Host: example.com

Response
This response provides the list of user connections to SNEW Client. In this example the connection with Twitter is active, whilst the one with Facebook has expired.
HTTP/1.1 200 OK
Content-Type: application/json

[
{
        "domain": "facebook.com",
        "userId": "100003141581416",
        "userName": "Enginsaz Ozturksaz",
	"org.oma":{
        	"siteName": "Facebook",
        	"siteIcon ": "http://example.com/sites/logo/facebook.png"
		"connectionId": "12323123123123",
		"connectionStatus": "expired",
        	"profileUrl": "http://www.facebook.com/100003141581416",
       	"thumbnailUrl": "http://profile.ak.fbcdn.net/hprofile-ak-snc4/372458_1273808564_q.jpg"
	}
    },
{
        "domain": "twitter.com",
        "userId": "engin",
        "userName": "Engin Ozturk ",
	 "org.oma":{
        	"siteName": "Twitter",
        	"siteIcon ": " http://example.com/sites/logo/twitter.png "
		"connectionId": "3434343434",
        	"profileUrl": " http://www.twitter.com/engin ",
       	"thumbnailUrl": " http://a0.twimg.com/profile_images/1115258974/1.PNG "
	}
    }
]
Insert the following example
G.1.3.5	Updating a user connection
Request
The following is an example of a request from an SNEW Client to update the existing connection with connection id “12323123123123” to reactivate it.
PUT /snew/v1/connections/@me/12323123123123 HTTP/1.1
Host: example.com
Content-Type: application/json

{
    "org.oma":{
        "connectionStatus": "active"
    }
}

Response
This response acknowledges the successful update to SNEW Client, e.g. once the (re)association procedure has been completed upon user authorization.
HTTP/1.1 303 See other
Location: snew://connections#status=OK&connectionId=12323123123123&domain=facebook.com
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