Doc# OMA-CD-MobSocNet-2012-0087-CR_OAuth2_clarifications.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-CD-MobSocNet-2012-0087-CR_OAuth2_clarifications.doc
Change Request



Change Request

	Title:
	OAuth2 clarifications
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD

	Doc to Change:
	OMA-ER-MobSocNet-V1_0-20121125-D

	Submission Date:
	30 Nov 2012

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Laurent-Walter Goix, Telecom Italia, laurentwalter.goix@telecomitalia.it

	Replaces:
	n/a


1 Reason for Change

This contribution proposes to clarify some aspects related to OAuth2 that were implied by the current specification but not sufficiently described. This includes:

· Clarifying which OAuth authorization mechanisms shall be supported 
· Pointing to Appendix J (autoconfiguration) to show procedures on how to discover/obtain a token

· Explicitly referencing RFC6750 to support OAuth2 tokens in Authorization headers

· Adding the related SCRs

· Adding Authorization: headers to the examples to reflect the usage of OAuth2 (especially when using “@me” to identify the target user)

Whilst updating the examples, some additional fixes were made to have valid JSON.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Add the following reference in section 2.1

2.1
Normative References

	[RFC6750]
	“The OAuth 2.0 Authorization Framework: Bearer Token Usage”. M. Jones, D. Hardt, October 2012.
URL: http://www.ietf.org/rfc/rfc6750.txt


Change 2:  Modify section 8.1.1 to reference authorization
8.1.1
Issuing requests to SNEW Server

In absence of connectivity and/or based on configuration and policies (e.g. throttling mechanisms), the SNEW Client SHALL store the pending requests in a local queue until normal conditions are resumed, to avoid discarding of information.

As soon as normal conditions are resumed, the SNEW Client SHOULD issue the queued requests in chronological order as this could influence the user experience. When applicable, the SNEW Client may optimize this queue to avoid conflict and/or duplication of requests (e.g. retrieve twice the same user’s stream of activities and reactions).

When issuing a request on SNEW-1 towards SNEW Server, the SNEW Client SHALL support authentication & authorization according to the procedures defined in section 10. The SNEW Client MAY further specify cache control directives and/or cache validators in the request.

Requests on SNEW-1 SHALL follow the rules defined in section 7.1.

Change 3:  Clarify OAuth2 support
10.2 Authorization

SNEW-1 interface (as per section 7.1) and SNEW-2 Network API (as per section 7.2) rely on [OS-Social-API], which is further based on [OS-Core-API]. 

As such, over these interfaces SNEW Servers and SNEW Clients SHALL conform to [OS-Core-API] section 3 with the following clarifications:

· they MAY NOT support OAuth1.0a as authorization framework besides OAuth2 (which SHALL be supported);

· they MAY NOT support the “client credential” grant type on the token endpoint besides the “authorization code” grant type (which SHALL be supported);
· they SHALL implement the refresh token pattern.

Furthermore, SNEW Servers and SNEW Clients MAY support the authorization framework defined in [Autho4API_10].

In any case, SNEW Servers and SNEW Clients SHALL further support at least the scopes defined in section 10.2.1. Additional scope values not defined in this specification MAY also be supported.
SNEW Clients SHALL use “snew://oauth2-callback” as redirection endpoint URI in OAuth2 flows.
Please see Appendix J for more information about the procedures to obtain an OAuth2 token.
In addition, SNEW Clients and SNEW Servers SHALL support authenticated requests using the "Bearer" HTTP authorization scheme in the "Authorization" request header field as defined in [RFC6750].
Change 4:  Add SCRs related to OAuth2

	SNeW-C-051-M
	Support "Bearer" HTTP authorization scheme in the "Authorization" request header
	Section 10.2
	


	SNeW-S-075-M
	Support "Bearer" HTTP authorization scheme in the "Authorization" request header
	Section 10.2
	


Change 5:  Update the examples

Appendix G. Example messages (Informative)

This appendix provides examples of messages over SNEW interfaces.

G.1 Example messages over SNEW-1

G.1.1 Activities and reactions
G.1.1.1 Retrieving activities and/or reactions
The following is an example of a request from an SNEW Client to retrieve all activities and/or reactions related to the user with mobile number +393351234567.

Request

GET /snew/v1/activitystreams/tel:+393351234567/@all HTTP/1.1

Host: example.com

Accept: application/json

Content-Length: 0

Response

This response provides back the list (as collection) of all the activities and reactions related to that user

HTTP/1.1 200 Ok

Content-Length: ...

Content-Type: application/json

{

    "items": [

        {

            "id": "http://example.com/activity/4563",

            "published": "2011-02-10T15:04:55Z",

            "title": "This is John status update",

            "actor": {

                "id": "acct:johndoe@example.com",

                "image": {

                    "url": "http://example.com/johndoe/image"

                },

                "displayName": "John Doe"

            },

            "verb": "post",

            "location": {

                "position": "+48.52+002.20/"

            },

            "object": {

                "objectType": "note"
},

            "replies": {

                "totalItems": 2,

                "items": [

                    {

                        "objectType": "comment",

                        "author": {

                            "id": "tel:+393351234567",

                            "image": {

                                "url": "http://example.com/cristinaF/image"

                            },

                            "displayName": "Cristina Ford"

                        },

                        "summary": "What a nice status!",

                        "published": "2011-02-10T15:27:55Z"

                    },

                    {

                        "objectType": "comment",

                        "author": {

                            "id": "acct:bobf@example.org",

                            "image": {

                                "url": "http://example.org/bobf/image"

                            },

                            "displayName": "Bob Ford"

                        },

                        "summary": "Indeed!",

                        "published": "2011-02-10T16:12:55Z"

                    }

                ]

            },

            "likes": {

                "totalItems": 1,

                "items": [

                    {

                        "objectType": "like",

                        "author": {

                            "id": "acct:bobf@example.org",

                            "image": {

                                "url": "http://example.org/bobf/image"

                            },

                            "displayName": "Bob Ford"

                        },

                        "published": "2011-02-10T16:12:36Z"

                    }

                ]

            }

        },

        {

            "id": "http://example.com/activity/4564",

            "published": "2011-02-10T15:25:55Z",

            "title": "This is Alice tweet",

            "actor": {

                "id": "acct:alice@example.com",

                "image": {

                    "url": "http://example.com/alice/image"

                },

                "displayName": "Alice Smith"

            },

            "verb": "post",

            "location": {

                "position": "+48.52+002.20/"

            },

            "object": {

                "objectType": "note"
            }

        },

        {

            "id": "http://example.com/activity/4565",

            "published": "2011-02-10T15:25:55Z",

            "actor": {

                "id": "acct:alice@example.com",

                "image": {

                    "url": "http://example.com/alice/image"

                },

                "displayName": "Alice Smith"

            },

            "object": {

                "objectType": "image",

                "url": "http://example.com/images/2741",

                "location": {

                    "position": "+48.52+002.20/"

                }

            },

            "title": "This is my new photo",

            "verb": "post"

        }

    ]

}

G.1.1.2 Posting activities and/or reactions
The following is an example of a request from an SNEW Client to post an activity on behalf of a user.

Request

This requests posts a status update with text “This is my new status update" from user with mobile number +393351234567, posted from location: lat: +48.52, lon: +2.2.

POST /snew/v1/activitystreams/@me/@self HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM
Content-Type: application/json

Accept: application/json

Content-Length: ...

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my new status update",

    "verb": "post"

}

Response

This response provides back the identifier of the newly created activity object (“1234”), together with its publication time. As per this specification and REST principles a 201 Created response informs that the activity has been successfully created, further including the link to the newly created resource in the Location header.

HTTP/1.1 201 Created

Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystreams/tel:+393351234567/@self/1234

Content-Length: ...

Content-Type: application/json

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my new status update",

    "verb": "post",

    "id": "http://example.com/activities/1234"

}

Further request body examples

Checkin

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "place",

        "id": "http://example.com/places/943",

        "location": {

            "position": "+48.52+002.20/"

        }

    },

    "location": {

        "position": "+48.50+002.22/"

    },

    "title": "This is my comment to this new checkin",

    "verb": "checkin"
}

Comment an existing activity

{

    "actor": {

        "id": "tel:+393351234567"

    },

    "object": {

        "objectType": "comment"

    },

    "location": {

        "position": "+44.52+007.70/"

    },

    "title": "This is my comment to the existing post",

    "target": {

        "objectType": "activity",

        "id": "http://example.com/activities/3527"

    },

    "verb": "post"

}

Like an existing activity

{

    "actor": {

        "id": "tel:+393351234567"

    },

    "object": {

        "objectType": "activity",

        "id": "http://example.com/activities/3527"
    },

    "verb": "like"

}
Reporting abuse

{ 

  "published": "2012-02-10T15:04:55Z",

  "actor": {


 "objectType" : "person", 

   
 "id": "acct:bob@example.com" 

  }, 

  "verb": "post", 

  "object": { 


"objectType": "http://openmobilealliance.org/snew/schema/1.0/abuse", 


"title": "this is offensive" 

  },

  "target": { 


"objectType":"activity", 


"id": "http://example.com/activities/1234"

  } 

}

Restricted status update (to followers only) using “to”

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my new status update for your eyes only",

    "verb": "post",

    "to":[

      {

       "objectType":"group",

       "alias":"http://example.com/snew/v1/people/tel:+393351234567/@followers"

      }

    ]

}

Status update with explicit mention using “cc”

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my new status update with Jane",

    "verb": "post",

    "cc":[

      {

       "objectType":"person",

       "id":"acct:jane@example.org"

      }

    ]

}

G.1.1.3 Updating activities and/or reactions
The following is an example of a request from an SNEW Client to update an existing activity or reaction on behalf of a user.

Request

This request updates a previous activity with a new title “This is my updated status message" from user with mobile number +393351234567.

PUT /snew/v1/activitystreams/tel:+393351234567/@self/1234 HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM
Content-Type: application/json

Accept: application/json

Content-Length: ...

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my updated status message",

    "verb": "post",

    "id": "http://example.com/activities/1234"

}

Response

This response provides back an acknowledgment that the activity was updated a returns the newly updated Activity object (“1234”).

HTTP/1.1 200 Ok

Date: Tue, 29 Dec 2011 12:00:00 GMT

Content-Length: ...

Content-Type: application/json

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my updated status message",

    "verb": "post",

    "id": "http://example.com/activities/1234"

}

G.1.1.4 Deleting activities and/or reactions
The following is an example of a request from an SNEW Client to delete an existing activity or reaction on behalf of a user.

Request

This request deletes a previous activity from user with mobile number +393351234567.

DELETE /snew/v1/activitystreams/tel:+393351234567/@self/1234 HTTP/1.1

Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM
Content-Length: 0

Response

This response provides back an acknowledgment that the activity was deleted.

HTTP/1.1 200 Ok

Date: Wed, 30 Dec 2011 12:00:00 GMT

Content-Length: 0

G.1.2 Content upload

The following is an example of a Photo Upload from an SNEW Client on behalf of user bob@example.com.

Request

This request uploads the activity specified in the “json” part with title “Partying from my favorite Club!”, which consists in a picture targeting a specific place (Bob’s favourite club). The location where the picture was taken is further indicated (which may differ from the place’s location or from Bob’s location at the time of the request).

The picture information in the activity object further contains a reference to the “image1@example.com” part of the request that contains the actual picture content, by the means of the “cid:” URI scheme.

Content-Type and Content-Length are set according to this multipart upload mechanism. Accept header is set to “application/json” as per this specification.

POST /snew/v1/activitystreams/acct:bob@example.com/@self HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM
Accept: application/json

Content-type: multipart/related; 

          boundary=abcdef012345xyZ;

          type="application/json"

Content-length: <contentLength>

--abcdef012345xyZ

Content-Type: application/json

{

    "actor": {

        "id": "acct:bob@example.com"

    },

    "object": {

        "objectType": "image",

        "url": "cid:image1@example.com",

        "location": {

            "position": "+48.52+002.20/"

        }

    },

    "title": "Partying from my favorite Club!",

    "target": {

        "objectType": "place",

        "id": "http: //example.com/places/5647"

    },

    "verb": "post"

}

--abcdef012345xyZ

Content-ID: <image1@example.com>

Content-Type: image/jpeg

<jpeg image data>

--abcdef012345xyZ--

Response

This response provides back the identifier of the newly created activity object (“1234”), together with its publication time. An identifier and URL for the uploaded picture is further provided back in relation to the picture.

As per this specification and REST principles a 201 Created response informs that the activity has been successfully created, further including the link to the newly created resource in the Location header.

HTTP/1.1 201 Created

Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystreams/acct:bob@example.com/@self/1234

Content-Length: 580

Content-Type: application/json

{

    "id": "http://example.com/activities/1234",

    "published": "2012-01-10T15:04:55Z", 

    "actor": {

        "id": "acct:bob@example.com"

    },

    "object": {

        "objectType": "image",

        "id": "http://example.com/media/1234",

        "url": " http://example.com/bob/media/default/1234.jpg",

        "location": {

            "position": "+48.52+002.20/"

        }

    },

    "title": "Partying from my favorite Club!",

    "target": {

        "objectType": "place",

        "id": "http: //example.com/places/5647"

    },

    "verb": "post"

}

G.1.3 User Connection management using Gateway functionality

G.1.3.1 Retrieving the list of supported External SNs

Request

The following is an example of a request from an SNEW Client to retrieve the list of all the supported External SNs from SNEW Server.

GET /snew/v1/connections/@me/@all HTTP/1.1

Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM
Response

This response provides the list of supported External SNs to SNEW Client.

HTTP/1.1 200 OK

Content-Type: application/json

[

    {

        "domain": "facebook.com",

        "org.oma":{

        
"siteName": "Facebook",

        
"siteIcon": "http://example.com/sites/logo/facebook.png"

        }

    },

    {

        "domain": "twitter.com",

        "org.oma":{

        
"siteName": "Twitter",

        
"siteIcon ": "http://example.com/sites/logo/twitter.png"

        }

    }

]

G.1.3.2 Retrieving the list of user’s connections

Request

The following is an example of a request from an SNEW Client to retrieve the list of user’s connections with External SN from SNEW Server.

GET /snew/v1/connections/@me/@self HTTP/1.1

Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM
Response

This response provides the list of user connections to SNEW Client.

HTTP/1.1 200 OK

Content-Type: application/json

[

{

        "domain": "facebook.com",

        "userId": "100003141581416",

        "userName": "Enginsaz Ozturksaz",


"org.oma":{

        
"siteName": "Facebook",

        
"siteIcon ": "http://example.com/sites/logo/facebook.png",


"connectionId": "12323123123123",

        
"profileUrl": "http://www.facebook.com/100003141581416",

       

"thumbnailUrl": "http://profile.ak.fbcdn.net/hprofile-ak-snc4/372458_1273808564_q.jpg"


}

    },

{

        "domain": "twitter.com",

        "userId": "engin",

        "userName": "Engin Ozturk",


 "org.oma":{

        
"siteName": "Twitter",

        
"siteIcon ": "http://example.com/sites/logo/twitter.png",


"connectionId": "3434343434",

        
"profileUrl": "http://www.twitter.com/engin",

       

"thumbnailUrl": "http://a0.twimg.com/profile_images/1115258974/1.PNG"


}

    }

]

G.1.3.3 Deleting a user connection

Request

The following is an example of a request from an SNEW Client to delete a specific connection with an External SN.

DELETE /snew/v1/connections/@me/12323123123123 HTTP/1.1

Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM
Response

This response acknowledges the successful deletion to SNEW Client.

HTTP/1.1 200 OK

G.1.3.4 Creating a user connection

Request

The following is an example of a request from an SNEW Client to create a new connection with the External SN “facebook.com”.

POST /snew/v1/connections/@me/@self HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM
Content-Type: application/json

{

    "domain": "facebook.com"

}

Response

This response acknowledges the successful creation to SNEW Client, once the association procedure has been completed upon user authorization.

HTTP/1.1 303 See other

Location: snew://connections#status=OK&connectionId=AF45Yz&domain=facebook.com

G.1.4 Cross-posting and aggregation using Gateway functionality

G.1.4.1 Retrieving activities and/or reactions

The following is an example of a request from an SNEW Client to retrieve all activities and/or reactions related to the user currently logged in, including those aggregated from his/her associated External SN connections.

Request

GET /snew/v1/activitystreams/@me/@all HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM
Accept: application/json

Content-Length: 0

Response

This response provides back the list (as collection) of all the activities and reactions related to that user.

In this case the first activity corresponds to an activity generated by another local user (John Doe), which was also cross-posted to Facebook & Twitter and associated back as duplicates of the “local” activity, retrieved through connections 123 (linking the current user’s Facebook account) and 34 (current user’s Twitter account).

The second activity was aggregated from Twitter directly, retrieved only through connection 34 (linking the user’s Twitter account).

The third activity is a “local” activity and does not come from External SN aggregation.

HTTP/1.1 200 Ok

Content-Length: ...

Content-Type: application/json

{

    "items": [

        {

            "id": "http://example.com/activity/4563",

            "published": "2011-02-10T15:04:55Z",

            "title": "This is John status update",

            "actor": {

                "id": "acct:johndoe@example.com",

                "image": {

                    "url": "http://example.com/johndoe/image"

                },

                "displayName": "John Doe"

            },

            "verb": "post",

            "location": {

                "position": "+48.52+002.20/"

            },

            "object": {

                "objectType": "note"
            },

           "downstreamDuplicates": [

                "http://facebook.com/4563",

                "http://twitter.com/statuses/4124"

           ],

            "org.oma":{

                "connections": [

                   "123",

                   "34"

                ]

            }

        },

        {

            "id": "http://twitter.com/statuses/4564",

            "published": "2011-02-10T15:25:55Z",

            "title": "This is Alice tweet",

            "actor": {

                "id": "acct:alice@twitter.com",

                "image": {

                    "url": "http://twitter.com/users/alice/photo"

                },

                "displayName": "Alice B. Smith"

            },

            "verb": "post",

            "location": {

                "position": "+48.52+002.20/"

            },

            "object": {

                "objectType": "note"
            },

            "org.oma":{

                "connections": [

                   "34"

                ]

            }

        },

        {

            "id": "http://example.com/activity/4565",

            "published": "2011-02-10T16:25:55Z",

            "actor": {

                "id": "acct:alice@example.com",

                "image": {

                    "url": "http://example.com/alice/image"

                },

                "displayName": "Alice Smith"

            },

            "object": {

                "objectType": "image",

                "url": "http://example.com/images/2741",

                "location": {

                    "position": "+48.00+002.00/"

                }

            },

            "title": "This is my new photo",

            "verb": "post"

        }

    ]

}

G.1.4.2 Cross-posting activities

The following is an example of a request from an SNEW Client to cross-post an activity on behalf of a user towards External SNs.

Request

This requests posts a status update with text “This is my new status update" from user with mobile number +393351234567, posted from location: lat: +48.52, lon: +2.2. This request further asks to cross-post this status update to connections 123 and 34 (e.g. the connections to the Facebook and Twitter accounts of the user)

POST /snew/v1/activitystreams/@me/@self HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM
Content-Type: application/json

Accept: application/json

Content-Length: ...

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my new status update",

    "verb": "post",

    "org.oma":{

        "connections": [

             "123",

             "34"

        ]

    }

}

Response

This response provides back the identifier of the newly created activity object (“1234”), together with its publication time. As per this specification and REST principles a 201 Created response informs that the activity has been successfully created, further including the link to the newly created resource in the Location header.

In this case the activity was successfully cross-posted only through connection 123 (e.g. current user’s Facebook account), and the identifier of that activity on Facebook is provided as duplicate.

HTTP/1.1 201 Created

Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystreams/tel:+393351234567/@self/1234

Content-Length: ...

Content-Type: application/json

{

    "actor": {

        "id": "tel:+393351234567" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "This is my new status update",

    "verb": "post",

    "id": "http://example.com/activities/1234",

    "downstreamDuplicates": [

        "http://facebook.com/4563"

    ],

    "org.oma":{

        "connections": [

             "123"

        ]

    }

}

G.1.5 People

G.1.5.1 Retrieving user information

The following is an example of a request from an SNEW Client to retrieve the information related to the user currently logged in, including those aggregated from his/her associated External SN connections.

Request

GET /snew/v1/people/@me/@self HTTP/1.1

Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM
Accept: application/json

Content-Length: 0

Response

This response provides back the information related to that user.

In this case two connections are returned, corresponding to the Facebook & Twitter accounts that are associated with the current user. The response also provides the number of followers, following and friends of that user.

HTTP/1.1 200 Ok

Content-Length: ...

Content-Type: application/json

{

    "id": "tel:+393351234567", 

    "displayName" : "Tommy",

    "name": {

        "familyName":"Clinton",

        "givenName":"Tom"

    },

    "thumbnailUrl":" http://example.com/people/1234/image.jpg",

    "accounts" : [

        {

            "domain": "facebook.com",

            "userId": "1416",

            "username": "tclinton",

            "org.oma": {

                "connectionId": "12323123123123 ",

                "siteName": "Facebook",

                "siteIcon": "http://example.com/sites/logo/facebook.png",

                "displayName": "Tom Clinton",

                "profileUrl": "http://www.facebook.com/1416",

                "avatarUrl": "http://www.facebook.com/1234.jpg"

            }

        },

        {

            "domain": "twitter.com",

            "userId": "tommyc",

            "org.oma": {

                "connectionId": "3434343434",

                "siteName": "Twitter",

                "siteIcon": "http://example.com/sites/logo/twitter.png",

                "displayName": "TommyC",

                "profileUrl": "http://www.twitter.com/tommyc",

                "avatarUrl": "http://www.twitter.com/11.png"

            }

        }

    ],

    "following": {

        "totalItems": 10

    },

    "followers": {

        "totalItems": 21

    },

    "friends": {

        "totalItems": 4

    }

}
G.1.5.2 Searching user information

The following is an example of a request from an SNEW Client to search for a user on the same SN whose name starts with “John”.

Request

GET /snew/v1/people/@me/@all?filterBy=displayName&filterValue=John HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM
Accept: application/json

Content-Length: 0

Response

This response provides back the list of users matching this criterion.

HTTP/1.1 200 Ok

Content-Length: ...

Content-Type: application/json

{

    "items": [

        {

            "id": "acct:johnny@example.com", 

            "displayName" : "Johnny",

            "thumbnailUrl":" http://example.com/people/1234/image.jpg"

        },

        {

            "id": "acct:bobjohn.acme@example.com", 

            "displayName" : "Bob John Acme",

            "name": {

                "familyName":"Acme",

                "givenName":"Bob John"

            },

            "thumbnailUrl":" http://example.com/people/2222/image.jpg"

        }

    ]

}
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