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1 Reason for Change

Fix ER to support HTTPS-based host-meta discovery in particular for autoconfiguration process to avoid security leaks.
This fix applies both to SNEW 1.0 and SNEW 1.1.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Modify section 8.2.1 to expose Host-Meta also over HTTPS
8.2.1
Exposing XRD descriptors

SNEW-2 and SNEW-3 interfaces require the exposure of XRD [XRD] descriptors by SNEW Servers.

In particular, the SNEW Server SHALL:

1. Provide a .well-known/host-meta descriptor according to [HOST-META] at its root domain address, both over HTTP and HTTPS, containing at least:

· one lrdd relation link template to a XRD descriptor for user profile discovery (see bullet 2)

· one http://oexchange.org/spec/0.8/rel/resident-target relation link to a OExchange Target XRD descriptor for Target discovery (see bullet 3)

· one oauth2-authorize and one oauth2-token relation links as defined in [OAUTHLRDD] for the discovery of OAuth2 endpoints exposed according to section 10.2. 

· one http://ns.opensocial.org/2008/opensocial relation link to the base URI common to all OpenSocial service endpoints exposed over SNEW-1 and SNEW-2 interfaces. This base URI includes the root domain URI and the REST-Base-Path, whilst the REST-URI-Fragment will vary based on the specific service as per [OS-Social-API].

In addition, this descriptor SHOULD contain one relation link type icon for graphical representation of host icon image, and the value of the link is a image file URL. (see D.1). Suggested image file format are icon, png, or jpeg .

2. Provide an XRD descriptor that describes user accounts containing at least

· for access to user’s activity stream 

· one http://schemas.google.com/g/2010#updates-from relation link of type “application/atom+xml” that contains the URL of the related SNEW Server’s endpoint

· for reactions exchange

· one salmon relation link according to [Salmon-Protocol] that contains the URL of the SNEW Server’s endpoint that receives reactions related to that user (e.g. comments, replies, mentions, etc)

· one http://salmon-protocol.org/ns/magic-key property according to [MagicSig] that contains the user’s magic key

· for access to profile and contact information

· one http://portablecontacts.net/spec/1.0 relation link according to [POCO] that contains the Base URL of the Portable Contacts API endpoint in order to access user profile information

Note: [POCO] support is natively provided by the People Service of the OpenSocial Social API Server Specification according to [OS-Social-API] section 3.

· one http://ns.opensocial.org/2008/opensocial/people relation link that contains the URL of the OpenSocial People Service endpoint related to that specific user account in order to access user contact information

In addition, this descriptor MAY contain other information such as:

· one http://webfinger.net/rel/profile-page  link of type “text/html” that contains the URL of the user profile web page

· one describedby link of type “application/rdf+xml” that contains the URL of the user profile description according to [FOAF]

3. Provide a OExchange Target XRD descriptor according to [OExchange-Spec]

Examples of such descriptors are provided in Appendix D.

Change 2:  Revise Appendix J

Appendix J. Autoconfiguration of mobile devices
(Informative)

The following sequence illustrates an example of how a SNEW Client can self-configure on the device to obtain the OAuth2 token needed for SNEW-1 interface, and the related endpoint, on behalf of an application.
J.1 Domain/server discovery
At first start (or as long as no token exists for this application), the SNEW Client needs to identify the authoritative domain and/or SNEW Server for the user account. Whilst this information could be pre-provisioned, this process could be achieved in the following alternative modes:

1. by offering the user a selection of predefined domains/providers,

2. by prompting the user for his/her identity (e.g. user@domain),

3. by automatically identifying the server address based on mobile network operator information, in case of MSISDN-based identification of the user.

In scenario 1, each domain/provider could easily be associated with a predefined server, which can be used as input to the next step.

In scenario 2, note that the domain-only part of the identity is sufficient for the purposes of domain discovery, so it may be queried instead of the entire identity, also for privacy purposes. In this case the domain can be used as input to the next step.

In scenario 3, it is assumed that the network can implement the necessary procedures to resolve the user’s MSISDN and that the SNEW Client can access the home operator’s Mobile Country Code (MCC) and Mobile Network Code (MNC) of the SIM currently used on the device. The server address to be used as input to the next step will be composed based on this information (e.g. “snew.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org”) and as such will only be routable within the operator’s network.

Note that this addressing can be reused for routing of SNeW requests across operators.
J.2 Endpoint discovery and configuration

Once the SNEW Client has identified a domain and/or server address related to the user, 
the SNEW Client performs host-meta discovery to discover three (3) links:

1. the “oauth2-authorize” link relation type,
2. the “oauth2-token” link relation type, and
3. the “http://ns.opensocial.org/2008/opensocial” link relation type
The process (similarly to the one described in section 8.2.2 for SNEW Servers) is as follows:
· If the server address was identified based on network-based information (scenario 3), to ensure that MSISDN resolution procedures (e.g. RADIUS requests, header enrichment, IP-to-CLI, etc) can be applied, the SNEW Client performs an HTTP request to http://<DOMAIN>/.well-known/host-meta at first. 
· Otherwise, or if the above step was performed and answered successfully, the SNEW Client performs an HTTPS request to https://<DOMAIN>/.well-known/host-meta
Note that in case of scenario 3, the server should be able to correlate both the initial HTTP and the second HTTPS requests on the server side. In order to achieve this, the server can provide a cookie in the response to the initial HTTP request (Set-Cookie header) and expects to receive that cookie from the client in the subsequent HTTPS request (Cookie header). From the client perspective, the second request is towards the same Uniform Resource Locator (URL) as the first one with only the protocol change.
· The SNEW Client then opens the device’s native browser on the link #1 to start the authorization process for that application according to OAuth2 and obtain an authorization code. This process may ask the user to authenticate himself or may automatically authenticate him e.g. based on mobile network information. Once the user has authorized the application the redirect URI allows to return back from the browser to the SNEW Client.

· Once the authorization code is obtained, the SNEW Client issues the token request to link #2 according to OAuth2 and obtains the related token for that application

· The application can now open regularly and use the SNEW Client to access SNEW-1 interface using base URL #3.
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