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1 Reason for Change

Based on specification prototyping, the description of user account creation procedures requires some further clarifications in order to guide deployments, in particular when relying on External SN to provision local accounts (e.g. Facebook Connect)
This fix applies both to SNEW 1.0 and SNEW 1.1.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Modify section 7.1.1.3 to reference appendix J.3
7.1.1.3
Account management
SNEW Servers MAY apply restrictions and/or additional security mechanisms based on service provider policies when creating and/or deleting a user account (e.g. disallow, require out-of-band confirmation procedures, require HTTPS, etc). As such, SNEW Clients MUST be prepared to receive responses informing that the request was accepted (e.g. 202 response code) but is not yet completed and typically expect some out-of-band procedures for completion.
Furthermore, when a user requests to delete his account, upon acceptance, SNEW Servers SHALL delete all related user information (including activities and reactions, etc) unless there are legitimate reasons to retain it.
See Appendix J.3 for some specific user account creation procedures.
Change 2:  Modify section 10.2 to add optional support for authorization using External SN accounts
10.2
Authorization

SNEW-1 interface (as per section 7.1) and SNEW-2 Network API (as per section 7.2) rely on [OS-Social-API], which is further based on [OS-Core-API]. 

As such, over these interfaces SNEW Servers and SNEW Clients SHALL conform to [OS-Core-API] section 3 with the following clarifications:

· they MAY NOT support OAuth1.0a as authorization framework besides OAuth2(which SHALL be supported);

· they MAY NOT support the “client credential” grant type on the token endpoint besides the “authorization code” grant type (which SHALL be supported);
· they SHALL implement the refresh token pattern.

When supporting the Gateway functionality, SNEW Servers MAY support authorization through External SN accounts according to section 10.2.2.

Furthermore, SNEW Servers and SNEW Clients MAY support the authorization framework defined in [Autho4API_10].

In any case, SNEW Servers and SNEW Clients SHALL further support at least the scopes defined in section 10.2.1. Additional scope values not defined in this specification MAY also be supported.
SNEW Clients SHALL use “snew://oauth2-callback” as redirection endpoint URI in OAuth2 flows.

Please see Appendix J for more information about the procedures to obtain an OAuth2 token.
In addition, SNEW Clients and SNEW Servers SHALL support authenticated requests using the "Bearer" HTTP authorization scheme in the "Authorization" request header field as defined in [RFC6750].

Change 3:  Add new section 10.2.2 to formalize the optional support via a specific parameter
10.2.2
Authorization through External SN

When supporting authorization through External SN, SNEW Servers SHALL support the “provider” request parameter over their OAuth2 Authorization endpoint.

When present, this parameter SHALL contain the domain of an External SN (e.g. “facebook.com”, “twitter.com”) the user wants to login with in order to perform authorization with the SNEW Server. In that case, the SNEW Server will activate the procedure(s) to allow the user to connect to the specified External SN and use their account as basis for authorization.

This functionality is particularly useful for provisioning accounts based on External SN accounts and to perform subsequent authorization requests via authentication on the External SN. See Appendix J.3 for more information.

Change 4:  Add new section J.3 (informative) to illustrate examples of provisioning scenarios

J.3
Account provisioning

J.3.1
Using authentic network information

Once the SNEW Client has obtained base URL #3 according to section J.2, it can attempt an account creation request according to section 7.1.1. Depending on SNEW Server policies this request may be accepted as a self-provisioning request by creating an account for the user identified by authentic network information. In that case the SNEW Server can consider the tel: URI based on the user’s MSISDN as “id” of the newly created account, or any other URI that uniquely identifies that user (e.g. based on a hash, etc).
J.3.2
Using External SN account

When the SNEW Server supports the Gateway functionality, it can decide to allow users to create themselves an account based on their External SN account.
In this case, once the SNEW Client has performed host-meta discovery according to section J.2, it can issue a request to the SNEW Server via SNEW-1 interface using base URL #3 to discover the External SN connections supported by the SNEW Server according to section 7.1.4.2, if any.

The SNEW Client then provides the list of supported External SNs to the user, who selects the one to be used for creating an account on the SNEW Server. Based on the selected “domain” of the connection, the SNEW Client inserts this value as “provider” parameter in the “oauth2-authorize” request to link #1 (as per section 10.2.2) to signify the intention of the user to create a local account based on their External SN account. The SNEW Server will activate the procedure(s) to allow the user to connect to the specified External SN and use their account as basis for local account creation on that SNEW Server.
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