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1 Reason for Change

Add Appendix that clarifies support for data protection according in particular to EU principles for online social networking.
This fix applies both to SNEW 1.0 and SNEW 1.1.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Add the following references in section 2.2

2.2
Informative References

	[EUOpinionSN]
	“Opinion 5/2009 on online social networking”, European Commission Article 29 Working Party, June 2009.

URL: http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp163_en.pdf  

	[EUSNPrinciples]
	“Safer Social Networking Principles for the EU”, European Commission, February 2009.

URL: https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/sn_principles.pdf 

	[EUDataProtection]
	“How will the data protection reform affect social networks?”, European Commission, 2012.

URL: http://ec.europa.eu/justice/data-protection/document/review2012/factsheets/3_en.pdf 


Change 2:  Restrict account management

7.1.1.3
Account management
SNEW Servers MAY apply restrictions and/or additional security mechanisms based on service provider policies when creating and/or deleting a user account (e.g. disallow, require out-of-band confirmation procedures, require HTTPS, etc). As such, SNEW Clients MUST be prepared to receive responses informing that the request was accepted (e.g. 202 response code) but is not yet completed and typically expect some out-of-band procedures for completion.
Furthermore, when a user requests to delete his account, upon acceptance, SNEW Servers SHALL delete all related user information (including activities and reactions, etc) unless there are legitimate reasons to retain it.
SNEW Servers MAY also apply additional mechanisms to deactivate (i.e. no longer visible to other users) and/or delete user accounts after a defined period of time. If so, SNEW Servers SHOULD notify users in some way before taking these steps.
See Appendix J.3 for some specific user account creation procedures.
Change 3:  Restrict default search

7.1.1.4
Search

SNEW Servers SHOULD allow to search for a user based on some attributes. When supported, SNEW Servers SHALL support search at least over users that they manage directly (i.e. “local” users) and at least “displayName” attribute of the Person object as search criteria.

Search requests are based on requests for retrieving a list of persons and SHALL further contain the parameters “filterBy”, “filterOp” and “filterValue” as defined in [OS-Core-API] section 6.2.

SNEW Servers MAY apply restrictions and/or additional security mechanisms to search requests based on service provider policies (e.g. disallow anonymous search requests, hide users that are not searchable, etc). In particular, SNEW Servers SHOULD NOT make users searchable by default, unless these users give explicit consent to do so.
Change 4:  Restrict person object
9.3
Person

According to [OS-Social-API] and [PoCo], when providing person details such as personal & contact information, Person objects provided by SNEW Clients and SNEW Servers SHALL include at least “id” and “displayName” attributes for each person, and SHOULD include “thumbnailUrl”.

In addition, as per Service Provider policy and/or upon explicit request by using the “fields” request parameter over SNEW-1 (see section 7.1.1), Person objects MAY include other information defined in [OS-Social-Data] such as “profileUrl”, “status” (to indicate the user’s latest activity and/or reaction), etc.
Furthermore, attributes related to sensitive personal data (e.g. “ethnicity”, “politicalViews”, “religion”, “sexualOrientation”) SHALL NOT be included in Person objects unless explicit previous consent of the related person.
Change 5:  Add new Appendix
Appendix X. Addressing EU Data Protection principles
(Informative)

This appendix describes how the SNEW Enabler addresses EU principles in terms of data protection of Social Network Services (SNS) [EUOpinionSN] from a technical standpoint. 
It is envisioned that SNEW Enabler may be deployed in countries outside of the EU; as such these principles may not apply in those countries, notwithstanding  the fact the EC directive also applies to SNS operating outside of the EU that target EU citizens as their customers.
It is also worth distinguishing SNS that provide the actual service from the SNEW Enabler defined in this specification, that provides the technical foundation, obligations and recommendations to operate a SNS. In that sense, this appendix informs about how some of the principles have been considered and addressed from a technical standpoint, whilst others may be up to the actual implementation and/or deployment to be addressed.

X.1
Application of the Data Protection Directive
X.1.1 Default privacy settings
According to [EUOpinionSN] sections 3.1 & 3.2, SNS should offer privacy-friendly default settings for accessing user data, i.e. by restricting access to profile content (in a wide sense thus including profile information, activities and content) and by making users not searchable by default.

In accordance with the EU directive, section 7.1.1.4 of this specification recommends that users are not searchable unless they give explicit consent. Furthermore, section 7.1.2 of this specification also recommends to restrict default privacy of user information “only to the users, whom the actor has explicitly approved relationships.”In this case, the concept of “self-selected” contacts has been translated technically into “explicitly approved relationships” as a way of identifying other users that the reference user has explicitly decided to identify as contact.
X.1.2 Sensitive data

According to [EUOpinionSN] section 3.4, SNS may not require any sensitive data from their users and may publish or process sensitive personal data of their users only with their explicit consent.

This specification does not mandate any sensitive data to be provided by users. However, the user profile data model referenced in section 9.3 of this specification does allow to represent such information, if supported by the SNS and provided explicitly by the user. In accordance with the EU directive, this specification further clarifies that access to this information may not be provided without the explicit user consent.
X.1.3 Access by third parties

According to [EUOpinionSN] sections 3.6.2, SNS should provide adequate levels of granularity to APIs accessing user data, i.e. by restricting access to content to the minimum sufficient level.

Section 10.2 of this specification defines a technical authorization mechanism based on OAuth2 with a predefined set of “scopes” that allows users to provide read and/or write access to any specific set of information (e.g. profile, activities, etc). This level of granularity has been considered an adequate balance between a coarse-grained approach (all-read / all-write) and a fine-grained approach (e.g. controlling access to each single attribute of information)
X.1.4 Retention of data

According to [EUOpinionSN] sections 3.8, SNS must inform the user about the different purposes for which they retain their data after ban, deletion or update (retaining the previous data). In general SNS should delete any user-related information upon user request for account deletion, or automatically after a period of inactivity.
In accordance with the EU directive, section 7.1.1.3 of this specification requires SNEW Servers to delete user-related information upon account deletion (unless for legitimate reasons, e.g. security or legal). This section further mentions the possibility for SNS relying on SNEW to apply procedures to automatically deactivate and/or delete accounts after a defined period of time.
X.1.5 Information on data processing and rights

According to [EUOpinionSN] sections 3.3 & 3.9, SNS should inform the user about the different purposes for which they process personal data, typically via reminders and warnings, as well as on the existence of a “complaint handling office” and the obligation of providing their real identity, if applicable.

Such principles have not been translated technically into this specification as it is expected that SNS provide such awareness through their website and/or application via their own means.

X.1.6 Children and minors

According to [EUOpinionSN] section 4, SNS should take appropriate actions to create awareness and protect the interests of children using their service. It is recommended to implement technologies such as age verification, warning boxes and self-regulation mechanisms.

Such principles have not been translated technically into this specification as it is expected that SNS provide such awareness through their website and/or application via their own means. However, sections 7.1 & 9.2.4.1 of this specification have defined an abuse reporting functionality as an optional functionality that can be used to report content that is inappropriate for children.
X.2 Safer Social Networking Principles
The European Commission has defined a set of principles for SNS [EUSNPrinciples] subject to self-regulation, i.e. for SNS to submit a self-declaration form explaining how they address these principles in their SNS. Assessment are performed periodically to monitor the implementation of these principles.
X.3 Other Principles

The European Commission has launched a data protection reform that will affect SNS [EUDataProtection], which focus mostly of the “right to be forgotten”, “privacy by default” and “complete control over their data” that are somehow addressed in the previous section. However, some other principles are mentioned that would benefit the user experience, such as “data portability”.
X.3.1 Data Portability

In [EUDataProtection] the European Commission has also been advocating for data portability (aka “data transfer”) across providers in the era of Internet services.

In that sense, this specification has defined an archive format for exporting/importing user-related information (including profile, contacts, activities & content) across SNEW-compliant SNS. Such functionality, named “social data portability” is defined  in section 7.2.3 and the import procedure is defined in 8.2.8. It is expected that future releases of this specifications will further specify both the export and import functionalities.
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