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1 Reason for Change

To add the NFC functionalities to the SNEW 1.1
2 Impact on Backward Compatibility

There is no impact has the ER is still in construction.
3 Impact on Other Specifications

No impact on other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested for the group to review and agreed the CR.
6 Detailed Change Proposal

Change 1:  Addition of NFC references

2. References

2.1 Normative References

	[ZIP]
	“Zip File Format Specification”. PKWare Inc.
URL: http://www.pkware.com/documents/casestudies/APPNOTE.TXT 

	T1TO
	“NFC Type 1 Tag Operation, Technical Specification”, NFC Forum
URL: http://www.nfc-forum.org/specs/ 

	T2TO
	“NFC Type 1 Tag Operation, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	T3TO
	“NFC Type 1 Tag Operation, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	T4TO
	“NFC Type 1 Tag Operation, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	NDEF
	“Nfc Data Exchange Format (NDEF)”, NFC Forum
URL: http://www.nfc-forum.org/specs/

	RTD
	“NFC Record Type Definition (RTD), Technical Specification”, NFC Forum
URL: http://www.nfc-forum.org/specs/

	LLCP
	“Logical Link Control Protocol, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	SNEP
	“Simple NDEF Exchange Protocol”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	DP
	“NFC Digital Protocol, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/


Change 2:  Addition of NFC abbreviations

3.3 Abbreviations

	JSON
	JavaScript Object Notation

	NFC
	Near Field Communication

	NDEF
	Nfc Data Exchange Format

	RTD
	NFC Record Type Definition

	LLCP
	Logical Link Control Protocol

	SNEP
	Simple NDEF Exchange Protocol

	DP
	Digital Protocol

	GSMA
	Groupe Speciale Mobile (GSM) Association

	EMVCo
	Europay, MasterCard and Visa Contactless


Change 3:  Addition of NFC details on interface SNEW-6
7.6 SNEW-6
To realize device-to-device interactions in proximity, SNEW-6 interface is both exposed and used by SNEW Clients.
Editor’s note: TBD the detailed specification of the SNEW-6 interface.
7.6.1 Support of NFC
The section below describes the technical details for a SNEW Client to claim compliance with the NFC functionality in SNEW 1.1.

7.6.2 External specifications needed on the device

7.6.3 In order for a SNEW Client use the NFC functionality the device hosting the client needs to have an NFC interface on top. The device is expected to manage the NFC interface autonomously and SHALL support the following standards:
7.6.4 
- NFC Forum Type 1 Tag Operation (T1TO)
7.6.5 
- NFC Forum Type 2 Tag Operation (T2TO)
7.6.6 
- NFC Forum Type 3 Tags Operation (T3TO)
7.6.7 - NFC Forum Type 4 Tags Operation (T4TO)
7.6.8 
- NFC Forum NFC Data Exchange Format (NDEF)
7.6.9 
- NFC Forum NFC Record Type Definition (RTD)

7.6.10 
- NFC Forum Logical Link Control Protocol (LLCP)

7.6.11 
- NFC Forum Simple NDEF Exchange Protocol (SNEP)
7.6.12 In order to assure that the above described specifications work properly it is required to support several parts of the following specifications. To assure interoperability the device SHOULD be fully compliant with the following document:

7.6.13 
NFC Forum Device Requirements

7.6.1.1 Usage of NDEF

7.6.1.2 In order to simplify the implementations details, not duplicate protocols and maximize interoperability SNEW will use as much as possible the existing, common and deployed NFC functionalities. The device hosting the SNEW client MUST be capable to exchange information using NDEF messages, parse the records and extract the payload. An NDEF message is a set of NDEF records.

7.6.1.3 The possible use cases can be grouped in two main use cases: the reading of information contained on a NFC tag that can be a passive one or an emulation done by a NFC device that support that functionality and a peer to peer bidirectional communication using SNEP to exchange NDEF messages.

7.6.1.4 Due to some market requirements imposed by important players like EMVCo, GSMA and others, most of the devices only support card emulation of Type 4 Tags exclusively stored on a Secure Element, many times the UICC. This means that the SNEW application will have no possibility to expose any information using NDEF messages or any other mechanism. As so for device to device communication the device hosting the SNEW client SHALL support SNEP.
7.6.1.5 NDEF dispatch
7.6.1.6 In order to support fully the NFC functionality in SNEW the device hosting the SNEW client MUST support a mechanism to dispatch NDEF messages either read by the device using the reader / writer mode either received from other device using peer to peer mode and SNEP.
7.6.1.7 Any NDEF message with a NDEF record with the TNF (Type Name Format) as 0x04, NFC Forum external type and TYPE as “urn:nfc:ext:oma.com:snew” MUST result on the invocation of the SNEW Client and passed to it the payload of the NDEF message. Please refer to NDEF and RTD for more details on the indicated parameters.
7.6.1.8 For the sake of assuring the best interoperability with the existing devices it is highly recommended the SNEW NDEF record comes in first in the NDEF message.
7.6.1.9 NDEF push

In order to fully support the NFC functionality of SNEW the device hosting the SNEW client MUST support NFC-DEP as specified in Digital Protocol.
At the request of the SNEW Client, the device hosting the client MUST start polling for other NFC devices supporting LLCP and SNEP.

The hosting device SHOULD be capable of receiving from the SNEW Client the SNEW payload to be sent over the NFC interface and compose the required NDEF message following NDEF and RTD to be transmitted as soon a connection with other device is ready.
Change 4:  Addition of NFC handling to the Functional Procedures at the SNEW Client
8.1.4
Handling NFC requests
8.1.4.1
Handling by the hosting device

The reception of an NDEF with SNEW content can happen while the SNEW client is active, inactive or inexistent.
On reading a SNEW NDEF message as described in section 9.5 the hosting device MUST follow the following rules:
· If the SNEW client is inexistent the hosting device SHOULD alert the user and SHOULD launch any mechanism to search and install a compliant client. After successful installation it is recommended to launch it and to pass the NDEF payload to the application;
· If the SNEW client is inactive or not in execution the hosting device MUST instantiated or launch the SNEW client and pass the NDEF payload to the application;

· If the SNEW client is active, the hosting device MUST pass the NDEF payload to the SNEW client and SHOULD NOT produce any other notification or action.

8.1.4.2
Incoming NDEF at the SNEW client

The SNEW Client after receiving the SNEW NDEF payload formatted as described in 9.5 MUST be capable to decode the all the different NDEF records from the NDEF message related SNEW.
On the NDEF message, the first NDEF record SHALL have the TNF (Type Name Format) as 0x04, NFC Forum external type and TYPE as “urn:nfc:ext:oma.com:snew” be of NFC and will contain the indication if the message requires to connectivity in order to be processed or not.
If connectivity is required, the SNEW Client should store it in a persistent memory space and process it as soon as connectivity to the server is established.

In order to avoid the hijack of the device / SNEW client, the SNEW client MUST inform the user that the type of Activity and relevant information was received and request permission to proceed. Developers have to have in mind that the sending SNEW Client was neither Authenticated nor Authorised so will have to rely on the User filtering of maligns or undesired requests. Other types of filter are also possible like anti-malware.
On the first SNEW NDEF record also has a security token that when returned to the SNEW Server will allow to complete the Activity unilaterally. This means that the SNEW Server from the target user will use this security token together with the Activity information to confirm the execution of the action required next to the SNEW Server of the user that originated the Activity. For instance user A sends a friendship request to user B using the NFC interface with the security token. User B when connected sends the information to his SNEW Server that later will forward the request to the SNEW Server of User A. The SNEW Server of user A, when receiving the security token SHALL assume user A has send a friendship request even if User A has not yet informed his SNEW Server.

If the user B accepts the Activity, his SNEW Client and if the flag “Response Required” is on the Client MUST return the corresponding Reaction with also his Security Token. That information can be used for User A to access the relevant User B information without having to wait until User B confirms the acceptance to his server.
When the Activity and relevant information came from a read NFC tag the SHALL NOT require response and the security token information can be all zeros. However it will be still required the user confirmation to proceed with the Activity.
The Security Token should be constrained in time and / or used times after which will no longer be valid. Implementers should remember that after one usage the target user has a copy that can be used to compromise User A security.

The robustness of this security mechanism can and should be improved by implementers outside of the scope of this specification.

For valuable Activities like payments, loyalty and others it is recommended to always require online connectivity.
The NDEF record following should have details of the Activity to be process. Following records can have further information required by the Activity like images, sounds, text, etc.
8.1.4.2.1
Possible use case with NDEF tags (informative)
The usage of an NDEF tag can be used for Activities like:


Checking in / checking out at one place and time;


Establishing unilateral friendship like follower;


Publish content automatically on a user feed of place, company, person, etc as a comment.

8.1.4.2.2
Possible use case with NDEF devices (informative)

The usage of NDEF device to device can be used for Activities like:


Bidirectional friendship establishment;

Information sharing between users for posterior processing like payments, games, loyalty, etc.
8.1.4.2
Outgoing NDEF at the SNEW client

When a user decides to perform an Activity over the NFC interface he MUST command the SNEW Client to do so. The required NDEF message is composed with the security token as described in previous point and made available to the NFC interface. After NFC communication being established and the SNEW message successfully transmitted the SNEW client shall keep the context and wait for the reply. The SNEW client MUST expect some acceptable time for the response to be received. The NFC communication can be interrupted and resumed in-between. 
Change 5:  Addition of NFC data format
9.5
NDEF formats

9.5.1
SNEW NDEF message
7.7 The SNEW NDEF message will be a set of NDEF records where the first record MUST be a SNEW NDEF record namely have the TNF (Type Name Format) as 0x04, NFC Forum external type and TYPE as “urn:nfc:ext:oma.com:snew”.

7.8 The payload of this record is 1 byte and SHALL be as indicated in the table below:

	Parameter
	Length
	Description

	Online Required
	1 bit
	b0 for “not required” and b1 for “required”

	Response Required
	1 bit
	b0 for “not required” and b1 for “required”

	RFU
	6bit
	Reserved for Future Usage

	Security Token
	8 bytes
	Security token provided by the server 


Table x: Parameters of the SNEW NDEF record
The next NDEF record of the SNEW NDEF message will be a media type record with TNF as 0x02 and TYPE of “application/json”. The payload will be the JSON code for the activity as described in 9.2.

For some Activities there might be other information like images, videos, transactions, etc. All of the remaining NDEF records on the NDEF message MUST be of media type with the TYPE as the applicable MIME type.
All the NDEF records from the NDEF message applicable to the SNEW Client MUST have the ID field set as “activity”. Please refer to NDEF for more details. Any NDEF with other ID MAY be ignored.
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