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1 Reason for Change

Address the following requirements:

	SNEW-GRR-002
	The SNeW Enabler SHALL allow a user to define the privacy level of his activities or reactions to be accessible only by the users of a specific group he/she belongs to.
	1.1

	SNEW-GRR-003
	The SNeW Enabler SHALL allow a user to follow a group’s activities and reactions on his/her SN.
Informational Note: a user may follow a group without joining the group.
	1.1

	SNEW-GRR-004
	The SNeW Enabler SHALL allow a user to follow a group’s activities and reactions on another OMA Compliant SN.
	1.1


The proposed solution clarifies the usage of the OpenSocial ActivityStreams Service in relation to groups.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Modify section 7.1 to add support for group activity followship

7.1 SNEW-1
SNEW-1 SHALL follow the REST protocol of the OpenSocial Social API Server Specification [OS-Social-API] with the clarifications provided below.

With specific reference to [OS-Spec] section 4

· SNEW Servers SHALL act as Social API Server and MAY act as OpenSocial Container

· SNEW Clients SHALL implement the Social API Server specification as client to interact with SNEW Servers 

In particular, SNEW Servers and SNEW Clients SHALL conform to [OS-Social-API] with the following clarifications:

· SHALL support the creation and deletion of relationships and of a person, and SHOULD support the update of person (relationships) properties, according to [OS-Social-API] section 2.1. See section 7.1.1 for more details about this functionality.

· SHOULD support the Groups Service according to [OS-Social-API] section 2.2. When supported, SNEW Servers and SNEW Clients SHALL support the creation and deletion of groups.

· SHALL support the retrieval, creation and deletion of activity entries (including those related to groups), and SHOULD support the update of activity entries, according to [OS-Social-API] section 2.3. See section 7.1.2 for more details about the support of the ActivityStreams Service, including for uploading content.

· SHALL support the Messages Service according to [OS-Social-API] section 2.7. In particular, SNEW Servers and SNEW Clients SHALL support the retrieval and deletion of messages and SHOULD support the update of messages.
In addition, the following functionalities SHOULD be supported by SNEW Clients and SNEW Servers:

· The abuse reporting functionality and the related management. When supported, this functionality SHALL be implemented as part of the ActivityStreams Service, according to section 9.2.4.1 at least on the following object types: “activity”, “image”, “video”, “person” and “application”.

· The Gateway functionality according to section 7.1.4.

· The setup of subscriptions according to section 7.1.5.

Furthermore, when referring to identifiers over SNEW-1 as OpenSocial “Global-Id”, SNEW Clients & SNEW Servers SHALL support IRIs as a valid Global-Id format (including user identifiers according to section 9.1.1.1), also in order to be consistent with the other protocols and/or formats used in this specifications that rely on URI/IRIs as global identifiers. Support for the Global-Id format defined in [OS-Core-Data] section 2.8 is NOT RECOMMENDED.

SNEW Clients & SNEW Servers SHALL support at least the “@all”, “@followers”, “@following”, “@friends” and “@self”  Group-Id values defined in [OS-Social-Data] section 3.8. In addition, this specification further defines the following:

· Group-Id value “@recommended” SHALL have the meaning of retrieving a list of recommended items for the reference user. In particular:

· Requests from SNEW Clients targeting this Group-Id for retrieving a list of recommended users using the People Service SHALL be supported by SNEW Servers.

· Requests from SNEW Clients targeting this Group-Id for retrieving a list of recommended activities or groups using respectively either the ActivityStreams Service or the Groups Service SHOULD be supported by SNEW Servers.

Note that the algorithm used to produce the list of  recommendations is out of scope, e.g. based on the reference user’s interests, based on his/her followings’ activities and reactions, etc.
Details on response codes and errors over SNEW-1 are further provided in section 7.1.6.

Change 2:  Clarifying section 7.1.1.5 regarding user-defined lists

7.1.1.5 Group membership
Joining and leaving groups are considered as creating or deleting relationships with that group, as defined in section 7.1.1.1. As such, these actions have the effect of start following / unfollow the related group.
In particular, the group identifier SHALL be indicated as Group-Id as specified in [OS-Social-API] is requested for indicating the particular group of interest.

Change 3:  Clarifying section 7.2.1 regarding the privacy-level of activities in relation to groups
7.2.1 ActivityStreams Service support

The creation and update of an activity and/or a reaction in the form of a ActivityEntry object as REST-Request-Payload together with “application/json” MIME type MUST be supported by SNEW Clients and SNEW Servers as per [OS-Social-API] sections 2.3.2 and 2.3.3, with the clarifications provided in this section. 

SNEW Clients & SNEW Servers SHALL comply to section 9.2.3 for defining privacy settings and target audiences of ActivityEntry objects, i.e. to control the visibility of activities and reactions by other users and/or groups. This can be used for example to publish an activity targeting the members of a specific group.
In case privacy information is omitted within an activity, the default setting of the activity’s target is applied, based on the service provider policy and/or user preferences.

It is RECOMMENDED that default privacy setting for activities and reactions is restricted only to the users, whom the actor has explicitly approved relationships. For example, depending on the service provider policy, “friends” may require explicit approval of relationship requests whilst “followers” may not, resulting in default activities being accessible to “friends” only.

As specified by [OS-Social-API] section 2.3.2, activity creation relates to metadata associated with an activity, without considering uploading media (or generically content) contextually.

As such, activities related to content upload (e.g. posting a video, attaching a picture to a place) can be easily provided in two steps as follows. At step one, content is uploaded by means out of scope of this specification that provides back a reference to the newly uploaded content as URI. At step two, an ActivityEntry object is subsequently published on the ActivityStreams Service containing the URI referencing the content as “url” parameter in the “object” of that ActivityEntry.

In addition, the method of content upload defined in section 7.1.3 SHALL be supported by SNEW Clients and SNEW Servers. This method allows uploading one or more content (e.g. media such as pictures, video, etc) contextually to an activity, thus allowing the creation of complex activities (e.g. including “targets”).

When updating an activity or a reaction (section 2.3.3 of [OS-Social-API]), the REST-URI-Fragment SHALL further contain an Activity-Id element in the form of an Object-id according to [OS-Core-API] (i.e. "/activitystreams/" User-Id "/@self/" Activity-Id) that references the specific activity entry to be updated.

See Appendix G.1.1 for examples related to the ActivityStreams Service.
Change 4:  Update procedures to handle group’s activity streams

8.2 Procedures at SNEW Server

8.2.1 Exposing descriptors

SNEW-2 and SNEW-3 interfaces require the exposure of several descriptors by SNEW Servers.

In particular, the SNEW Server SHALL:

1. Provide a .well-known/host-meta descriptor according to [HOST-META] at its root domain address, , both over HTTP and HTTPS, containing at least:

· one http://oexchange.org/spec/0.8/rel/resident-target relation link to a OExchange Target XRD descriptor for Target discovery (see bullet 3)

· one oauth2-authorize and one oauth2-token relation links as defined in [OAUTHLRDD] for the discovery of OAuth2 endpoints exposed according to section 10.2. 

· one http://ns.opensocial.org/2008/opensocial relation link to the base URI common to all OpenSocial service endpoints exposed over SNEW-1 and SNEW-2 interfaces. This base URI includes the root domain URI and the REST-Base-Path, whilst the REST-URI-Fragment will vary based on the specific service as per [OS-Social-API].

In addition, this descriptor SHOULD contain:
· one lrdd relation link template to a XRD descriptor for user profile discovery (see bullet 2)

· one relation link type icon for graphical representation of host icon image, and the value of the link is a image file URL (see D.1). Suggested image file formats are icon, png, or jpeg .

2. Provide a Webfinger descriptor according to [WebFingerProtocol] descriptor that describes user and group accounts containing at least

· for access to user/group’s activity stream 

· one http://schemas.google.com/g/2010#updates-from relation link of type “application/atom+xml” that contains the URL of the related SNEW Server’s endpoint

· for reactions exchange

· one salmon relation link according to [Salmon-Protocol] that contains the URL of the SNEW Server’s endpoint that receives reactions related to that user/group (e.g. comments, replies, mentions, etc)

· one http://salmon-protocol.org/ns/magic-key property according to [MagicSig] that contains the user/group’s magic key

· for access to user profile and contact information

· one http://portablecontacts.net/spec/1.0 relation link according to [POCO] that contains the Base URL of the Portable Contacts API endpoint in order to access user profile information

Note: [POCO] support is natively provided by the People Service of the OpenSocial Social API Server Specification according to [OS-Social-API] section 3.

· one http://ns.opensocial.org/2008/opensocial/people relation link that contains the URL of the OpenSocial People Service endpoint related to that specific user account in order to access user contact information

In addition, this descriptor MAY contain other information such as:

· one http://webfinger.net/rel/avatar that contains the URL of a thumbnail picture representing the user/group’s avatar.

· one http://webfinger.net/rel/profile-page  link of type “text/html” that contains the URL of the user profile web page

· one describedby link of type “application/rdf+xml” that contains the URL of the user profile description according to [FOAF]

Furthermore, the SNEW Server SHOULD provide an equivalent descriptor in [XRD] format over HTTPS, to be referenced as lrdd link relation type in the host-meta descriptor in order to be accessible by OStatus-compliant SNs.

3. Provide a OExchange Target XRD descriptor according to [OExchange-Spec]

Examples of such descriptors are provided in Appendix D.
Editor’s note: FFS to consider adding one or more relation links related to group information.
8.2.2 Discovering resource descriptor at remote server

SNEW-3 interface relies on the discovery of user information across SNs.

This discovery process can be activated upon reception of any SNEW-1 request (from an SNEW Client) asking to interact with a resource (i.e. a user or group) belonging to another SNEW-compliant SN. In particular, this process SHALL be triggered when receiving requests to follow remote users/groups or when receiving reactions (e.g. comments, replies, mentions) that relate to activities of remote users/groups, unless the equivalent data is already locally available to the SNEW Server.

The goal of this process is to retrieve a descriptor describing how to find a user/group's public metadata from his/her identifier.

In particular, the SNEW Server SHALL perform a Webfinger query according to [WebFingerProtocol] sections 4.1 and 8. SNEW Servers MAY cache the information provided in retrieved descriptors and/or issue conditional requests at a later stage to check for updates of this information, subject to the mechanisms defined in [RFC 2616] section 13.

To maintain compatibility with OStatus-compliant SNs in case the WebFinger endpoint does not exist at the remote server, SNEW Servers MAY perform an alternative discovery process as described in Appendix K.

After this process, the SNEW Server MAY read additional content from the retrieved descriptor depending on the action requested by the SNEW Client.

8.2.3 Retrieving resource activities and/or reactions at remote server

In order to retrieve the activities and/or reactions of a remote resource (i.e. a user or group) over SNEW-3 interface, the SNEW Server SHALL first perform resource descriptor discovery according to section 8.2.2, unless previously cached.

Once retrieved and validated the resource descriptor , the SNEW Server SHALL read the http://schemas.google.com/g/2010#updates-from relation link of type “application/atom+xml” representing the URL of the user/group’s activity stream feed.

If the SNEW Server is not yet subscribed to this feed:

1. It SHALL send a request to that URL and validate the retrieved feed as valid ActivityStreams Atom feed according to [AS-ATOM] and [ATOM] with the clarifications provided in section 9.2.

2. If the feed contains a hub relation link, the SNEW Server MAY subscribe to that feed according to section 7.3.2 and [PubSubHubbub] section 6

The end to end example flow of discovering resource descriptor and subscribing to the resource’s activity stream feed is given in Appendix I.1.

8.2.4 Retrieving user information at remote server

In order to retrieve the user information of a remote user over SNEW-3 interface,  the SNEW Server SHALL first perform user descriptor discovery according to section 8.2.2, unless previously cached.

Once retrieved and validated the user descriptor, the SNEW Server SHALL read the http://ns.opensocial.org/2008/opensocial/people relation link representing the URL of the user’s OpenSocial People Service endpoint. If such relation link is not present in the descriptor, the SNEW Server MAY read the http://portablecontacts.net/spec/1.0 relation link as fallback to obtain the same URL.

The SNEW Server SHALL send a request to that endpoint based on the required operation (e.g. retrieve a user profile information, retrieve user relationships, etc). 

In particular, if this process is triggered by an incoming request over SNEW-1, the SNEW Server SHALL consider that endpoint as concatenation of the REST-Base-Path and the Service-Name (“/people”) and replicate the remaining part of the REST-URI-Fragment. For example, if the incoming request is targeting “http://example.com/snew/v1/people/acct:bob@test.org/@self” and http://ns.opensocial.org/2008/opensocial/people relation link for bob@test.org is “http://test.org/api/os/people”, then the corresponding outgoing request will be sent to “http://test.org/api/os/people/acct:bob@test.org/@self”.

If the requested information cannot be retrieved, the SNEW Server MAY generate a Person object locally according to section 9.3 inserting the target user identifier as “id” property. Other properties, such as “displayName “ or “thumbnailUrl”, to be included in this object may be generated locally and/or derived from other information available from user descriptor (e.g. the http://webfinger.net/rel/avatar link relation if available). This behaviour may be particularly useful when the user descriptor provides a salmon link relation, which de facto indicates that the user exists and can be followed, although a direct access to user information is not available.

8.2.5 Handling requests from remote SNEW Servers

Depending on the semantics of the request received on SNEW-3, the SNEW Server may act differently, e.g. by performing local processing (e.g. updating its internal database) and/or by issuing one or more requests on SNEW-2, SNEW-3 or SNEW-5 interfaces (e.g. an SNEW Enabled application or another SNEW Client are subscribed to receive notifications when a specific user updates her status). 

The following table illustrates a mapping between incoming SNEW-3 requests and outgoing requests.

	Request semantics
	SNEW-3 request
	Outgoing interface 
	Outgoing request(s)
	Notes

	Notification about remote user reactions (including within groups)
	Salmon callback
	SNEW-3
	Salmon notification(s)
	Only applicable to propagate reactions towards remote users

	
	
	SNEW-5
	See section 8.2.7
	Applicable towards subscribed SNEW Clients and/or applications

	Notification about remote user/group activity
	PubSubHubbub callback
	SNEW-5
	See section 8.2.7
	Applicable towards subscribed SNEW Clients and/or applications


In case the request needs to be forwarded to one or more recipients (e.g. users or group), the SNEW Server SHALL follow the address resolution procedures defined in section 9.1.1.2.

As per [POCO] specifications, support for incoming requests to the OpenSocial People Service on SNEW-3 (indicated by http://ns.opensocial.org/2008/opensocial/people rel type in the SNEW Server’s descriptor according to section 8.2.1) MAY be restricted to GET requests only.
The end to end example flow of cross domain activities dispatching is given in Appendix I.2, and the example flow of cross domain reactions in Appendix I.3.

8.2.6 Handling requests from SNEW Clients and/or SNEW Enabled Applications

The SNEW Server SHALL authenticate the user according to one of the procedures defined in section 10.1 upon reception of a request:

· from SNEW Client over SNEW-1,

· from SNEW Enabled Application over SNEW-2 Network API,

· from SNEW Enabled Application (e.g. web application) over SNEW-2 OExchange endpoint.

Depending on the semantics of the request received, the SNEW Server may act differently, e.g. by performing local processing (e.g. updating its internal database) and/or by issuing one or more requests on, SNEW-3 or SNEW-5 interfaces (e.g. an SNEW Client is subscribed to receive notifications when a specific user updates her status). 

Furthermore, in case the Gateway functionality is supported by the SNEW Server, the request received may trigger additional requests towards External SNs according to their own mechanisms that are out of scope of this specification. The issuing of such requests may further depend on the information related to the user’s connections with External SNs (e.g. access token and account information on the associated External SN) available at the SNEW Server and may be aimed at either retrieving (inbound) or posting (outbound) information. See section 7.1.4 for more information about the Gateway functionality.
The following table illustrates a mapping between incoming requests and outgoing requests.
	Request semantics
	Incoming interface
	Incoming request(s)
	Outgoing interface 
	Outgoing request(s)
	Notes

	Retrieving (or subscribing) a user/group’s feed
	SNEW-1 / SNEW-2 Network API
	OpenSocial ActivityStreams Service / GET

Subscription endpoint (see section 7.1.5)
	SNEW-3
	See section 8.2.3
	Only applicable if target user/group is remote

	
	
	
	External SN
	Out of scope
	Only applicable if the Gateway functionality is supported

	Publishing an activity or reaction
	SNEW-1 / SNEW-2 Network API

SNEW-2 OExchange endpoint
	OpenSocial ActivityStreams Service / POST

OExchange Offer / GET
	SNEW-3
	PubSubHubbub notification 
	

	
	
	
	
	Salmon notification(s)
	Only applicable for activities/reactions targeting remote users/groups

	
	
	
	SNEW-5
	See section 8.2.7
	Applicable towards subscribed SNEW Clients and/or applications

	
	
	
	External SN
	Out of scope
	Only applicable if the Gateway functionality is supported

	Retrieving (or subscribing) a user’s information
	SNEW-1
	OpenSocial People Service / GET

Subscription endpoint (see section 7.1.5)
	SNEW-3
	See section 8.2.4
	Only applicable if target user is remote

	
	
	
	External SN
	Out of scope
	Only applicable if the Gateway functionality is supported


In case the request needs to be forwarded to one or more recipients, the SNEW Server SHALL follow the address resolution procedures defined in section 9.1.1.2.

Furthermore, when sending a request to an SNEW Client or to another SNEW Server that contains a reference to the originator’s address, the SNEW Server SHALL insert the asserted user identity in the form of a global identifier according to section 9.1.1.1 into the corresponding field in the request. As such, it MAY override the originator’s address provided by the originator SNEW Client.
Note that the SNEW Server may need to transcode information between incoming and outgoing interfaces. For example, incoming requests over SNEW-1 to retrieve activities of a remote user need the related response to be transcoded from Atom (received over SNEW-3 after forwarding the request) into Json format (sent back over SNEW-1).

When issuing the corresponding response, the SNEW Server MAY specify cache control directives and/or cache validators to control expiration times and/or conditional requests by clients as per [RFC2616] section 13, and MAY further indicate support for subscription-mode according to section 7.1.5.

Appendix I illustrates example flows of some federation functions across SNs (e.g. cross domain following, activities & reactions dispatching) triggered by SNEW Client over SNEW-1 and propagated over SNEW-3 interface.
Change 5:  Update audience and privacy to reflect group targeting

9.2.3 Targeted audience and privacy

The extensions defined in [AS-JSON-AUDIENCE] SHALL be supported by SNEW Clients & SNEW Servers. Such extensions allow users to define the privacy level of their activities and/or reactions to control visibility by other users and/or groups. As such, “alias” and “id” can refer either to users or groups.
In particular, when referring to “alias”, SNEW Clients & SNEW Servers SHOULD use fully-qualified IRI (e.g. http://example.com/snew/v1/people/tel:+393351234567/@friends) in lieu of simple alias values (e.g. @friends) to avoid ambiguity.

Additional clarifications for usage in this specification with respect to [AS-JSON-AUDIENCE] section 3.1 are provided below :

· The use of “to” and/or “bto” property values only SHALL have the meaning of a restricted activity, thus only be accessible to the recipient(s)/group(s) explicitly mentioned either in the form of an “id” or an “alias”. In particular, the use of the @me simple alias value as unique value in “to” or “bto” SHALL have the meaning of a private activity not to be disclosed to others.

· The use of “cc” and/or “bcc” property values (also in conjunction with other properties) SHALL have the meaning of explicit mentions of users, in addition to the default audience of that activity.
· It is further RECOMMENDED for each identified target to include the relevant “objectType” to ease distinction, e.g. between “person” and “group”.
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