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1 Reason for Change

This CC addresses the following requirements:

	SNEW-HLF-019
	The SNEW Enabler SHALL be able to access the NFC interface, if available to the device hosting the SNEW Client.
	1.1

	SNEW-HLF-020
	A device with an NFC interface hosting a SNEW Client MUST invoke the SNEW Client when another NFC enabled device or NFC tag activate the NFC interface for SNEW related actions
	1.1


	SNEW-NFC-001
	The SNEW Enabler SHALL allow to perform at least the following actions over the NFC interface if in the presence of a NFC Tag:

· Follow the entity identified in the tag;

· Check-in at the entity/location identified in the tag;

· Post and react to a content identified in the tag;

· “like” the entity or content identified in the tag;

· Joining a group identified in the tag
	1.1


	SNEW-NFC-003
	The SNEW Enabler SHALL allow the actions triggered via the NFC interface to be enqueued as per SNEW-DEV-006 if connectivity with the SNEW Server is not available at that time.
	1.1

	SNEW-NFC-004
	When the SNEW Client is invoked due to the proximity of a SNEW NFC tag (standalone or hosted in another NFC-enabled device) the SNEW Client MUST alert the SNEW user to accept/perform the corresponding action subject to user preferences.
	1.1


It intends to replace the CR 55 and CC 56 from last year that had all the details for the usage of NFCs. They were discussed for a long between NEC and Telecom Italia and now is submitted the final version.
2 Impact on Backward Compatibility

None since is a new functionality.
3 Impact on Other Specifications

None 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested to approve the CR
6 Detailed Change Proposal

Change 1:  Addition of NFC references 
	[T1TO]
	“NFC Type 1 Tag Operation, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/ 

	[T2TO]
	“NFC Type 2 Tag Operation, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[T3TO]
	“NFC Type 3 Tag Operation, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[T4TO]
	“NFC Type 4 Tag Operation, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[NDEF]
	“NFC Data Exchange Format (NDEF)”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[RTD]
	“NFC Record Type Definition (RTD), Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[LLCP]
	“Logical Link Control Protocol, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[SNEP]
	“Simple NDEF Exchange Protocol”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[DP]
	“NFC Digital Protocol, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/

	[AS-CT]
	“The application/stream+json Media Type”, J. Snell, October 2012. Work in progress.

URL: http://tools.ietf.org/html/draft-snell-activity-streams-type-01

	[SIG_RTD]
	“NFC Digital Protocol, Technical Specification”, NFC Forum

URL: http://www.nfc-forum.org/specs/


Change 2:  Addition of NFC abbreviations
	NFC
	Near Field Communication

	NDEF
	NFC Data Exchange Format

	RTD
	NFC Record Type Definition

	LLCP
	Logical Link Control Protocol

	SNEP
	Simple NDEF Exchange Protocol

	DP
	Digital Protocol

	TNF
	Type Name Format


Change 3:  Addition of NFC details on interface SNEW-6
7.1 SNEW-6
To realize device-to-device interactions in proximity, SNEW-6 interface is both exposed and used by SNEW Clients.
Editor’s note: TBD the detailed specification of the SNEW-6 interface.
7.1.1 NFC Device-to-device communication

To support device to device communication via NFC over SNEW-6 interface the device hosting the SNEW client SHALL support [SNEP], [LLCP] and [DP] and SHALL behave according to sections 8.1.4 & 8.1.5.
Change 4:  Addition of NFC handling to the Functional Procedures at the SNEW Client
8.1.4
Handling requests from the hosting device

8.1.4.1
Procedures at the hosting device

In order to support real-world interactions with markers to trigger a social activity (e.g. by tapping an NFC tag and/or scanning a 2D barcode), as well as device-to-device interactions, a device compliant with this specification MUST be able to provide the SNEW Client with the related content at least in the following situations:

· In general when downloading content of type “application/stream+json” as defined in [AS-CT], which refers to a social activity content formatted according to section 9.2. Such a download may happen as a result of scanning a barcode or an NFC tag containing or either a URI NDEF Record referencing that content or a Media-type  NDEF Record with that type of content.
· If the device has an NFC interface, when retrieving a SNEW NDEF message as a result of an NFC interaction. See next subsection for more information about NFC support.

In particular, as such interactions can happen while the SNEW Client is active, inactive or inexistent, the hosting device MUST follow the following rules when the above mentioned situations happen:

· If the SNEW Client is inexistent the hosting device SHOULD alert the user and SHOULD trigger a mechanism to search and install a compliant client. After successful installation the hosting device SHOULD launch the SNEW Client and pass it the related content;

· If the SNEW Client is inactive or not in execution the hosting device MUST instantiate and/or launch the SNEW Client and pass it the related content;

· If the SNEW Client is active, the hosting device MUST pass it the related content and SHOULD NOT produce any other notification or action.

See examples in Appendix X.

8.1.4.1.1 NFC support

The possible NFC use cases can be grouped in two main use cases: the reading of information contained on a NFC tag that can be a passive one or a card emulation done by a NFC device that support that functionality, and a peer-to-peer bidirectional communication. In particular, most of the devices support card emulation of Type 4 Tags only when stored on a Secure Element (e.g. UICC).

In order for a SNEW Client to support the NFC functionality, the device hosting the client needs to be connected to an NFC interface. The device is expected to manage the NFC interface autonomously and SHALL support at least the following standards:

· NFC Forum Type 1 Tag Operation [T1TO]

· NFC Forum Type 2 Tag Operation [T2TO]

· NFC Forum Type 3 Tags Operation [T3TO]

· NFC Forum Type 4 Tags Operation [T4TO]

· NFC Forum NFC Data Exchange Format [NDEF]

· NFC Forum NFC Record Type Definition [RTD]

· NFC Forum Logical Link Control Protocol [LLCP]

· NFC Forum Simple NDEF Exchange Protocol [SNEP]
· NFC URI Record Type Definition (RTD) Technical Specification [URI_RTD]
· NFC Smart Poster Record Type Definition (RTD) Technical Specification [SP_RTD]
· NFC Signature Record Type Definition (RTD) Candidate Technical Specification [SIG_RTD]
In particular, the device hosting the SNEW client MUST be capable to exchange information using NDEF messages, parse the records, extract the payload and deliver it to the SNEW Client if applicable

8.1.4.2
Handling at the SNEW Client

8.1.4.2.1 Handling a Social Activity JSON content

The SNEW Client invoked with social activity represented as JSON content:

· SHALL parse the content as a social activity content and automatically render the most suitable UI for that activity (e.g. the details of the user to be followed, the preconfigured post to be published, the preconfigured place to check-in). In particular, the “actor” of the social activity SHALL be ignored if present, as it will be populated with the current user of the SNEW Client at publication time.
· MUST alert the SNEW user to explicitly accept/perform the corresponding action, subject to user preferences, before publishing and/or performing the related action.

8.1.4.2.2 Handling a SNEW NDEF message

In case of NFC-enabled device, when receiving a SNEW NDEF message formatted according to section 9.5 via the NFC interface of the hosting device, the SNEW Client SHALL perform as follows:

· It SHALL read the first record containing the SNEW NDEF record and check the following indications:

· If the user B accepts the social activity after being alerted, and if the flag “Response Required” is on, the SNEW Client MUST return the corresponding reaction via the NFC interface with also signing the NDEF SNEW message if supported or user B’s Security Token. NFC tag (passive) should not have activities that would require any response via the NFC interface. 
· The response required can be used for User A to have a immediate reply from User B via a possible channel, the NFC interface, without having to wait for both to be online and interact only via the SNEW Server;
· As examples of needing of the reaction from user B can be the unilateral acceptance of a friendship or follower request. This way as soon as any of them get online it will have enough information to make the relationship effective. Other examples for requiring a response from user B could be to fulfil activities like a poll, survey, interactive game or the confirmation of the payment of product X with amount Y.
· If the Security Token is not null, the receiving SNEW Client MUST send it with the activity details to the SNEW server for authentication purposes as indicated in 8.1.4.2.3.
· Once the SNEW NDEF record was successfully processed, the SNEW Client SHALL read the second record of the SNEW NDEF message and process the payload according to section 8.1.4.2.1.
· In case the last record is a Signature Record the SNEW Client MUST use it to verify the identity of the initiator and the integrity of all the applicable NDEF records information. It is recommended to use a null Security Token to simplify processing however both can be used to maximise interoperability in case the target do not support Signature RTD.
8.1.4.2.3 Security handling
In case Signature RTD is supported by both the initiator and target hosting devices, the target device MUST use it as described in [SIG_RTD].

If the Signature RTD is not supported by the SNEW Client or it is wanted to assure the interoperability with other SNEW Clients that do not support the Signature RTD, it can be used a Security Token that SHOULD be unique per transaction and sent later to the SNEW Server of the initiator for the confirmation of its authenticity.
In case the SNEW Server confirms that the Security Token is not valid, the associated activity MUST be ignored. 
In case the target SNEW Client cannot contact the SNEW server to confirm the Security Token it should not expose any sensitive information in case a response is required.
The generation and refresh of the Security Token is outside of scope of this specification and it is a solely responsibility of the SNEW provider to define how it is generated and the policy for its usage.

8.1.4.3 Security threats

Although the peer-to-peer NFC communication has a good level of protection due to its very short range, typical up to 2 cm, and the need for an explicit actions by the initiator and the target there are potential issues that should be taken in account.

· The NDEF messages either in static tags or active devices can be read by anyone with an NFC compliant device so no sensitive information should be transferred over the NFC interface unless is protected at the application level;
· It is simple to program a static NFC tag and even simpler to program an active NFC device with any NDEF information. As so, no assumption should be made on the authenticity of the content and / or of the sender when no security mechanism is in place.

8.1.4.3.4 Possible attacks

8.1.4.3.4.1. Friendship phishing

A badly intentioned user can create an NDEF SNEW message with a friendship request forging the actor ID to be, for instance, Sharon Stone. After that he touches with the device with the forged message another device with a true SNEW Client where he is logged in a normal User X. If the SNEW Server allows the friendship establishment without demanding both users to be online, meaning if the SNEW Server trusts the request sent by User X stating that Sharon Stone has really touched his phone, it can establish the relationship and that way exposing Sharon Stone’s information to User X.

The SNEW server might want to establish the friendship unilaterally, meaning only based on the target provided information without the confirmation with the initiator information in order to provide an optimum user experience where the touch action establishes the friendship immediately, even if both are not online.

If the forged NDEF SNEW message was signed, when verifying the digital signature the SNEW Server would or not properly confirm the calculated signature or trace back correctly the certificate used.

8.1.4.3.4.2. Debit to the wrong user

The badly intentioned user this time created an application that can mimic the NFC behavior of the SNEW Client when for instance using the social network to manage transactions of a virtual currency (payments) between User X and merchant Y.

The usage of SNEW on payments will have to rely on offline transactions as otherwise could result in extra costs to the customer if forcing him to be online.

Later the bad user approaches the merchant POS (SNEW Client) and replay the transactions required for the payment but claiming it is User X. As the Merchant Y SNEW Client will not wait for confirmation from User X SNEW Client it will charge User X for the acquisition of goods by the bad user.

Again if the Signature RTD was used the SNEW server would realize it was not in front of the User X and would abort the transaction.
8.1.5 Issuing requests to remote devices

8.1.4.4 Sending a SNEW NDEF message

The SNEW Client MUST not initiate or respond to any transaction over the NFC interface without the explicit user request or consent respectively.
At request of the SNEW Client, the hosting device MUST start the NFC polling for other NFC devices supporting peer to peer mode.
After NFC communication being established and the SNEW NDEF message is successfully transmitted, the SNEW Client SHALL keep the context and wait for the reply if the “Response Required” flag on the sent message was set to on. The SNEW Client MUST wait some acceptable time for the response from user B gibing him time to understand and decide the reaction to the activity. After that time and if no response was received the initiator SHOULD assume user B declined the request and discard all the context information related with the attempted activity.
8.1.4.5 Securing the SNEW NDEF message

As mentioned above for some types of information security mechanisms will have to put in place like the Signature RTD or the Security Token. Implementers should perform threatens evaluations and design the appropriate security using the mechanism provided on this technical specification.
It must be remembered that in NFCs the security must be assured by the target. However the initiator will have respect the target security requirements in case he wants to be heard.
Change 5:  Addition of NFC data format
9.5
SNEW NDEF message format

The SNEW NDEF message will be a sequence of at least 2 NDEF records plus an optional Signature [SIG_RTD] record as follows:

· The first record MUST be a SNEW NDEF record with TNF value 0x04 (NFC Forum External Type) and TYPE “urn:nfc:ext:oma.org:snew”. The payload of this record is 9 bytes and SHALL be formatted as indicated in the table below:

	Parameter
	Length
	Description

	Response Required
	1 bit
	b0 for “not required” and b1 for “required”

	RFU
	7 bit
	Reserved for Future Usage

	Security Token
	8 bytes
	Security token


Table x: Parameters of the SNEW NDEF record
· The second record of the SNEW NDEF message MUST be a media-type record with TNF value 0x02 and TYPE “application/stream+json”. The payload will be the JSON-AS representation of the social activity template as defined in section 9.2.

· Optionally, some activities might contain other NDEF records to include other content like images, videos, etc. When present, all of these remaining NDEF records within the SNEW NDEF message MUST be of media-type TNF with the TYPE representing the applicable MIME type. This type of record may be used when the second record contains references to some content via cid: URIs as described in section 7.1.3.
· The last NDEF Record MUST be a Signature RTD [SIG_RTD] if supported by the SNEW Client. This Signature Record will contain the information required to verify the authenticity of the and integrity of the SNEW NDEF message.
All the NDEF records within the SNEW NDEF message MUST have the ID field set as “activity”. Any NDEF with other ID MAY be ignored. This requirement will allow having NDEF records to other clients on the same message.
The Security Token should be constrained in time and / or number of usable times after which will no longer be valid. Implementers should remember that after one usage of each security token the target has a copy that can be used to compromise User A security.

The robustness of this security mechanism can and should be improved by implementers of SNEW compliant social networks and the details on how it should be generated and refreshed are outside of the scope of this specification.
Change 6:  Add new appendix

Appendix X.
Examples of social activity triggering 
(Informative)

X.1
Use case using social activity template format
The following is an example of social activity template encoded according to [AS-JSON] that represents a simple note being posted.

{

    "object": {

        "objectType": "note"

    },

    "title": "Enjoying OMA SNEW demo at MWC 13 http://openmobilealliance.org/event/oma-demo-day-at-mwc-13/",

    "verb": "post"

}

This content can be stored at a dedicated URI, e.g. http://example.com/asj/post.asj, which is configured to provide the content with type “application/stream+json” according to [AS-CT]. In the latter case the URI is then embedded in the QR code.

The following QR code contains the URL previously defined.

[image: image1.png]



The user experience is as follows (e.g. on an Android device):

1. The user opens her favorite QR code application

2. Her application automatically recognizes the URL in the barcode and triggers the user preferred browser (e.g. Firefox) to download the related content

3. Based on the content-type, the browser understands it is not to be displayed on screen and triggers an intent

4. Android wakes up the SNEW Client registered to this intent

5. The SNEW Client parses the social activity template encoded in the content and automatically displays the most suitable UI (in this case the preconfigured post to be published)
6. The user can still edit the text and decide whether to send (publish) it or not
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The SNEW Client preloads the post.

X.2
Use case with NFC tags using ”well-known” RTD
The usage of ”well-know” RTDs in NFC tags can be used for social activities like:


Checking in / checking out at one place and time;


Establishing unilateral friendship like follower;


Publish activity (and/or content) automatically on the activity stream of a place, company, person, group, etc.
The “well-know” RTDs are defined by the NFC Forum. The ones possible to use within NDEF messages are the Smart Poster Record Type Definition or the URI Record Type Definition.

If used the Smart Poster RTD, the recommended action is “launch the application”, value “0”. In the SNEW URI the web browser application is always launched by default. From there the browser can launch the SNEW Client if registered to handle pages with MIME Type “application/stream+json”.
Editor’s note: FFS to detail this example
X.3
Use case with NFC tag using Media-Type NDEF Record
The NDEF Media-Type NDEF Record is a NDEF container for any MIME TYPE. In some OS it is possible to register the SNEW Client as the application to be launch and readMedia-Type NDEF Records of type “application/stream+json” avoiding the launch of the web browser.
The usage of this type of NDEF Record will allow the use cases above, in X.2

Editor’s note: FFS to detail this example
X.4
Use case with NFC Device using SNEW NDEF message
SNEW NFC tags can be used for social activities like:


Bidirectional friendship establishment;


Information sharing between users for further processing like payments, games, loyalty, etc.

Any of the X.2 but allowing in most OS the automatic launch of the SNEW client, avoiding the intermediate step to launch the web browser.
Editor’s note: FFS to detail this example
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