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1 Reason for Change

Nowadays, HTML5 based web games  are rising up. But there are some problems about security.
Game Server SHOULD verify the request from Game client like score or item whether it is a valid request from normal users or invalid request from  malicious  users .

This CR explains some informative methods for verifying the request of Game Client.
2 Impact on Backward Compatibility
N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Put this explanation how to verify the request of Game Client.
6 Detailed Change Proposal

Change 1 : Add informative method for preventing bad request from malicious users to the Appendix Section. 
Appendix A. Verification of Request 
(Informative)

A.1 Consideration for Javacript vulnerability
In the web based game using HTML5 technology, there are some javascript security issues which is the script not encrypted in the browser. So, game user can see all of codes and URI to send request. 
And many hybrid game application uses JSONP for cross-domain interaction. It is very critical if the game score is valuable because the malicious user can know the URI to request easily. 
If malicious user try to send request to the Game Server directly like very high score, the Game Server SHOULD verify if the request is normal or not.

Sometimes, game items got by game quest are sold by very high price. 
Only thing to solve this problem is server-side verification.
This section will provide some appropriate method to solve this problem in game.

A.2 Verification of Request from Game Client

Server-side verificaiton is very important. Game Developer set the time and value range for the quest in the server and verify the request from Game Client by comparing the requested value with value that was set previously.
The basic verificaiton work-flow is like below :
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A.3 Example Scenario

· John (game user)

· WoW(game)

· Going to dungeon and Killing Monster(quest)

· John starts WoW : 

Game Client sends game start request to the Game Server and Game Server response Game Access key to the Game Client. 

· John enters into a dungeon(quest) to kill monster : 

Game Client sends ‘dungeon value’ with access key and Game Server compare the value with the value which the developer already set in the server. If the requested value is out of range of value which the developer set, Game Server will consider the request as abnormal.
If the requested time is so fast compared with the time John starts the game, Game Server will consider the request as abnormal also.

If the value is normal and the requested time is normal, then Game Server sends quest access key to the Game Client.

· John kills the monster and quest completed :

Game Client sends monster value, quest access key and Game Access Key and Game Server compare the value with the value which the developer already set in the server. If the requested value is out of range of value which the developer set, Game Server will consider the request as abnormal.

If the requested time is too fast compared with the time John starts the game, Game Server considers the request as abnormal also.
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