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1 Reason for Contribution

This input contribution proposes to give some ways to provide authentication and privacy protection in P2P group service. 

We would like to discuss our several proposals and get the opinions about them.
2 Summary of Contribution

The contribution addresses in particular some security concerns in P2P group service

· Global ID exposure

· Whether to use PKI or not

And the contribution gives several ways to provide authentication and privacy protection in P2P group service.

· No authentication and no privacy
· Authentication and no privacy
· Authentication and Privacy
3 Detailed Proposal
There are three cases when forming a P2P group and the group owner is assumed to be connected to the SNEW server.

1. No authentication and no privacy

Policy) GO and group members exchange the global-ID without providing any security. 

Reason 1) P2P group could be dynamic group which is time-constrained group. 

2) In proximity-based group, all users can check each other in person when they join 

the P2P group. 

Description)
Every global-ID is exposed to the other members. But when all of the group activities are uploaded to their own social network server and shared to friends, exposing participant’s global-ID to the other members are not such a problem. Therefore this is the most common case when making the group for P2P group service.
2. Authentication and no privacy
Policy) GO and group members exchange the global-ID with authentication
Reason) At least one of the group members or GO can perform an impersonation attack by providing other person’s global-ID. 

Description)

If a group member is the impersonation attacker, GO should be able to verify his or her identity. It seems this problem can be simply solved by using Public Key Infrastructure (PKI). If all of the members have their own public and private key pairs, a group participant can prove itself to GO by sending the digital signature using its private key. If it is possible to use PKI, it is also alternative way to provide authentication using a secret key which is shared between a member and the SNEW server. In the extreme case where no secret key is assigned, it is possible to use a hash value of password as a secret key but low security level is expected when compared to the above methods.
If GO is the impersonation attacker, all of the group participants should be able to verify GO’s identity. This problem can be solved if we use PKI or SNEW server’s help as I described above.
3. Authentication and Privacy

Policy) GO and group members exchange the global-ID with authentication and privacy
Reason 1) At least one of the group members or GO can perform an impersonation attack by providing other person’s global-ID.
Reason 2) Privacy infringement concern
Description)

If the group member do not want to reveal its global-ID to others including GO, it encrypts all the information including global-ID with a key the SNEW server knows and sends the ciphertext to GO. GO tosses this ciphertext to the SNEW server which can verify the global-ID validity without exposing the global-ID to other members including GO. GO can verify each members are valid users even though GO does not know who he or she is.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested for the group to review and give the opinion.
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