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1. Scope
(Informative)

The scope of this document is to study how a standard Social Networking approach can be used in the context of the Internet of Things (IoT) to achieve the “Social Web of Things” interconnecting devices and people. In particular, this document focuses on how the SNEW Enabler could be used for that purpose.
This document intends to provide an overview of typical use cases related to the usage of social networks for IoT, open issues and deployment options. It further intends to sketch more detailed examples using the SNEW enabler, identify and define possible extensions.
2. References

2.1 Normative References
	[SNEW]
	Social Network Web Enabler, Version 1.0, Open Mobile Alliance™, URL: http://technical.openmobilealliance.org/Technical/release_program/snew_v1_0.aspx


2.2 Informative References
	[ACTIVITYSTREAMS]
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	Overview of the Internet of things. URL: http://www.itu.int/rec/T-REC-Y.2060-201206-I

	[ITU-T Y.2063] 
	Framework of Web of Things . URL: http://www.itu.int/rec/T-REC-Y.2063-201207-I 
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	“White Paper on M2M Device Classification”, Open Mobile Alliance™,
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	[ONEM2M-ARCH]
	Architecture Analysis - Part 2: Study for the merging of architectures proposed for consideration by oneM2M. URL: http://onem2m.org/library/oneM2M-TR-0003-Architecture_Analysis_Part_2-V0_5_0.doc

	[OPENSOCIAL]
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [OMADICT]
All sections are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Internet of Things

	A global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things based on existing and evolving interoperable information and communication technologies. [ITU-T Y.2060]

	Social Smart Object
	A device (e.g. smart object or appliance) that embeds a SN software module that allow for direct communication with a SN Server.

	Web of Things 

	A way to realize the IoT where (physical and virtual) things are connected and controlled through the World Wide Web. [ITU-T Y.2063]


	
	


3.3 Abbreviations
	API
	Application Programming Interface

	IoT
	Internet of Things

	JSON
	JavaScript Object Notation

	OMA
	Open Mobile Alliance

	SN
	Social Network

	SNEW
	Social Network Web

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	WoT
	Web of Things


4. Introduction
(Informative)

The relationship between Social Networks and IoT was introduced as “Social Web of Things” in 2009-2012 [SWOT]. More recently it was showcased by some companies at CES 2014 [HomeChat],[ChatControl].
IoT is well covered by many initiatives and foras to address low-level protocol specifications up to high-level APIs to access data, including “gatewaying” functionalities. Still, several topics are not very well addressed yet, such as:
· User interaction/experience beyond domotics or traditional automation via a (vertical) controlling application
· Object addressing, and integration between user and objects identities (and “planes”), e.g. for access control
· Interconnection of (closed) IoT environment (e.g. home) with the outside world, e.g. to send notifications and receive remote requests/commands
· Integration between vertical application domains (e.g. gaming, shopping, wellbeing, etc)

· Easy personalization of interactions and behaviours

Social Networks can help in that sense in “elevating” the semantics of IoT interactions to the user plane and thus foster the adoption of connected objects. Example use cases are
· “Follow your security cam” (so that you can get a notification with the images/videos when it detects some movement) 

· “Be friend with your home door” (so that you can text it to open it remotely or it can ask you whether to lock itself when you leave home)
Interestingly, Social Networking can become a generic high-level layer/bus to interconnect different domain-specific information & devices with users, being independent from low-level integration and/or standardization of technologies thus creating a decoupling between objects and (controlling) applications. In that sense SN provide a unified user experience that goes beyond a single vertical domain, focusing the user on the management of access control and sharing policies of the data provided by a variety of objects.
Amongst the various features of SN that can complement IoT are the native concept of social identities (typically for users but applicable to things) and the management of privacy and visibility of social activities based on various levels of relationships (unidirectional and bidirectional) among these identities. In addition, SN flexible data models natively enable any social activity to attach meta-data to the specific information, including location, time and the (asserted) identity of its author.
Finally, SN can play a key role in enabling controlled interactions between a closed IoT environment and the outside world, by allowing remote interactions and notifications even when not within physical or wireless proximity of that environment. 
5. Reference model
<< add figure showing the involved components and described them.  DELETE THIS COMMENT >>
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Blue boxes indicate a SN software module onboard. Blue arrows indicate a SN-related interaction.
5.1 Components
5.1.1 M2M Device
Functional entity as mentioned in [ONEM2M-ARCH].
This entitycan encompass both constrained devices such as:

· sensors and/or actuators. Examples of such devices are the ones categorized as C(NWW, WL, NFW, NFL, NIP, NIO, NPS) or C(NWW, WL, NFW, NFL, NIP, IO, PS) in [OMAM2M-DEV].
· smart appliances (e.g. white goods, TV). Examples of such devices are the ones categorized as C(NWW, WL, NFW, FL, IP, IO, PS) in [OMAM2M-DEV].
In the context of this document, some of these devices may embed a SN software module that allow for direct communication with a SN Server and are referred to as “Social Smart Object” in the rest of this document. Other devices may rely on an intermediary node to communicate with the SN Server.
5.1.2 M2M intermediary node
Functional entity as mentioned in [ONEM2M-ARCH].
This entity facilitates interaction between a SN server and a device in situations where direct and unaided interaction between the SN server and device is not possible. Examples of such devices are the ones categorized as C(NWW, WL, FW, FL, IP, NIO, PS) or C(WW, WL, NFW, NFL, IP, IO, PS) in [OMAM2M-DEV].
5.1.3 SN Server
5.2 Deployment considerations
<< add topics related to actual deployment of such reference model, such as addressing the right granularity for identifying things, addressing domain-specific security/legal compliance, etc.  DELETE THIS COMMENT >>

5.2.1 Identifying things
“Things” in this context could very much span from single constrained sensors or actuators, to local gateway/bridges that proxy a variety of those, to Smart/Connected Appliances. In that perspective, an adequate level of identification at SN level may be considered, e.g. to assign a single SN identity to a gateway managing an entire lighting system, rather than having each of the washing machine, fridge, and other white goods have their own SN identity.
Besides, the SN identifier may rely on a specific domain that could vary depending on the actual deployment. Domains may be assigned to single environments (e.g. homes), categories of objects or apply to the entire population of things and users of the service provider.
Yet in other situations objects may inherit the user identity/credentials and interact with SN on the user’s behalf.
6. Main Scenarios
Editor’s note: to be defined “Smart Object”, or renamed
<< describe main high-level scenarios related to IoT interaction/usage with SN.  DELETE THIS COMMENT >>

6.1 SWoT-1: Social Smart Object notifies user
The object has sensed some data for which it believe (or has been configured to) is worth notifying the user via SN. The notification can include some text, sensor-related data and/or multimedia content (e.g. a photo or short video from a security cam), as well as possible actions that the user could take (e.g. to view to live stream) outside of the social network.
6.2 SWoT-2: Social Smart Object request feedback to user
The object has sensed some data for which it believe (or has been configured to) is worth asking guidance to the user via SN to take an appropriate action. The notification can include some text, sensor-related data and/or multimedia content, possible actions, and further include some question and possible options for the user to answer.
6.3 SWoT-3: user sends command to Social Smart Object
The user sends a SN activity to the object that contains a command in natural language and/or containing encoded information. The object checks the author of this activity and verifies it against its own list of following (users/objects it follows) before actuating the command. The object later send an answer and/or notification about the outcome of the command and/or its new state.
6.4 SWoT-4: user wants to follow a Social Smart Object
6.5 SWoT-5: Social Smart Object wants to follow a user / other object
6.6 Common topics and issues

<< common issues may include the management of smart object identity (onboarding), access control, relationship management, etc. DELETE THIS COMMENT >>

7. Relationship with SNEW
<< this section is dedicated specifically to applying the above considerations to the SNEW enabler, what can be achieved and how, what are open issues that could trigger new requirements/release of the SNEW enabler and proposals for domain-specific data model extensions.  DELETE THIS COMMENT >>

7.1 Architecture mapping

7.1.1 SNEW Server

The SNEW Server is a SNeW Enabler component resident in the network (outside the device) and is the entry point to the enabler for all the requests coming from an SNEW Client. It represents the central node of an OMA Compliant SN that federates with other OMA Compliant SNs. 
See the detail about the SNEW Server in Section 6.3.1.1 of SNEW ER document [SNEW].

7.1.2 SNEW Client

The SNEW Client is a SNeW Enabler component resident on the device, which enables the user to connect to the SNEW Server of an OMA Compliant SN and interact with users on the same or other OMA Compliant SNs, or on External SNs (if the gateway function is provided by the SNEW Server).

See the detail about the SNEW Client in Section 6.3.1.2 of SNEW ER document [SNEW].

7.2 Scenario mapping
<< each scenario from the previous section is here exemplified and characterized in terms of SNEW components and interfaces, with an indication of the enabler version requirement (1,0, 1.1).  DELETE THIS COMMENT >>

7.2.1 SWoT-1: Social Smart Object notifies user
By embedding a SNEW Client, a Social Smart Object publishes a social activity to its own wall targeted to all of its followers using the ActivityStreams Service over the SNEW-1 interface.
7.2.1.1 Message example

Request

POST /snew/v1/activitystreams/@me/@self HTTP/1.1

Host: my.home.com

Authorization: Bearer mF_9.B5f-4.1JqM 

Content-Type: application/json

Accept: application/json

Content-Length: ...
{ 

    "actor": { 

        "id": "acct:gateway@my.home.com“, 
        "objectType": “device" 

    }, 

    "object": { 

        "objectType": "note" 

    }, 

    "title": "Garage lights just turned on" 

    "to":[ 
      { 
       "objectType":"person", 
       "id":"acct:john.doe@example.com" 
      } 
    ], 

    "verb": "post" 

} 

Editor’s note : update example to use more specific verbs & objectTypes
7.2.1.2 Version requirement

This scenario can be achieved using SNEW 1.0 enabler and the appropriate data model extensions.
7.2.2 SWoT-2: Social Smart Object request feedback to user
7.2.3 SWoT-3: user sends command to Social Smart Object
The user publishes a social activity to her own wall targeted to the specific object via her SNEW Client using the ActivityStreams Service over the SNEW-1 interface.
7.2.3.1 Message example

Request

POST /snew/v1/activitystreams/@me/@self HTTP/1.1

Host: my.home.com

Authorization: Bearer mF_9.B5f-4.1JqM 

Content-Type: application/json

Accept: application/json

Content-Length: ...
{

    "actor": {

        "id": "acct:john.doe@example.com"

    },

    "object": {

        "objectType": "note"

    },

    "title": "Turn on lights",

    "to":[

      {

       "objectType":"device",

       "id":"acct:object1234@example.com"

      }

    ],

    "verb": "post"

}
Editor’s note : update example to use more specific verbs & objectTypes
7.2.3.2 Version requirement

This scenario can be achieved using SNEW 1.0 enabler and the appropriate data model extensions.
7.2.4 SWoT-4: user wants to follow a Social Smart Object
7.2.5 SWoT-5: Social Smart Object wants to follow a user / other object
7.3 Data model extensions
<< this subsection aims at identifying and proposing data model extensions specific to the IoT domain, to cover a more appropriate set of “objectTypes” and “verbs” (types of actions/events/commands).  DELETE THIS COMMENT >>

7.3.1 Object representation

[ACTIVITYSTREAMS] base schema only define a generic “device” object. More precise, domain-specific objects are required to maximize the expressiveness of IoT-based social activities, eg to distinguish lights, powermeters, washing machines, etc
7.3.2 Actions

7.4 Enabler issues
<< this subsection aims at listing open issues that are not covered yet by the SNEW enabler and may trigger new functionalities to be addressed in a future release  DELETE THIS COMMENT >>
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