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1 Reason for Change

This CR introduces some discussion around the concurrent access to things from several potential users.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested to discuss and agree this CR.
6 Detailed Change Proposal

Change 1: Add new section to “common issues”
6.6.X
Concurrent access to things

Assumed that users can control objects only upon bidirectional friendship (or based on any other criteria), still multiple users may try to access to the same object (nearly) at the same time leading into loops or deadlocks, also considering possible mismatch within the actual state of the object. This issue can be particularly serious as the number of authorized users increase or if the object represents a critical point of the smart space (like the house front door). 
Possible solutions should consider to only accept commands referencing the latest state of the object, as a form of Optimistic Concurrency Control (e.g. similarly to HTTP ETag). If the command received does not match the latest state, the object could then notify the user about the possible object lock or unstable change further providing a suggestion about a new command creating a dialogue according to the envisioned interaction paradigm.

A user priority list could further be implemented such as in work or industrial environments, in which objects may not accept commands if it is currently conversing with a high priority user.
In order to prevent DoS attacks, the number of requests received in a short period of time (e.g. X seconds) may be limited, but internal or external security aspects would need to be investigated also in conjunction with the social network specifications.
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