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1. Scope

This document intends to help implementing loyalty schemes and how to advertise shopping experiences in OMA SNEW compliant social networks above all using the NFC interface to facilitate the user experience.

This document does not intend to add normative material to the SNEW enabler and should not be taken in consideration if contradicting the normative material found in the SNEW technical specifications. 
It is believed that the SNEW technical specifications contain all the normative material required to deploy loyalty schems and to advertise shopping activities in SNEW networks. It is requested to implementers to report back to OMA CD group any issues, contradictions or gaps within the SNEW specifications if found during the development and implementation of loyalty schemes with SNEW compliant social networks.

2. References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[SNEW_ER]
	“Social Network Web Enabler, Open Mobile Alliance. OMA-ER-SNEW-V1_1, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions
	Loyalty scheme
	A complete system that allows merchants to provide some sort of benefit to his present or future customers in a secure and reliable manner and capable to be associated with one or several payment schemes so the benefits can automatically and manually be created and redeemed.

	Payment scheme
	A complete system that allows merchants to get any recognised and accepted benefit from their 

	Customer
	The SNEW user that is actually buying a product or service at a merchant shop

	Merchant
	The SNEW user that is selling a product or service to a SNEW user


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	SNEW
	Social Network Web 

	
	


4. Introduction
Nowadays Social Networks are becoming an important tool for people to communicate not only between each other but also with abstract entities like organisations, companies, etc. With the move of Social Networks to the mobile domain many persons spend more time looking to their Social Network client than to the TV. The advertisement opportunities are immense.
Like the “invention” of the objects in computers programming has some decades ago revolutionised the software development, Social Networks associates entities to possible actions and to possible actors allowing a more powerful and organised representation of the reality, both in terms of things and operations users can do on those things.

The deployment of a Social Network requires significant investment in IT, network infrastructure and security. The large success of Social Networks returned in a huge pressure on them to make them more sophisticated, better performance and more secure.
On the other hand, the deployment cost of dedicated loyalty schemes can be relatively high. For small merchants the cost factor can be a barrier impossible to transpose as the total value of their business will never justify such investment on a dedicated system.
Building the support for loyalty activities on top of existing Social Networks, with new objects and verbs or extending existing ones will not be an expensive exercise. It will allow, with a small incremental cost, to put in place a loyalty scheme probably even more secure and scalable than existing dedicated systems.

Another advantage of using Social Networks for loyalty scheme is the possibility to use the Social Network to advertise companies and products by sharing some information about a user payment and promotion received as an example of good deals that can be made in a specific merchant. Consumers are moving from TV and newspapers to Social Networks, advertisement needs to do the same.
Although the shopping experience might be pleasant for many users, the payment is usually not the most thrilling part. To help, merchants tend to make it even less pleasant by offering complex loyalty rewards only applicable after a complex and long enrolment process. With the usage of Social Networks instead of having to input the user data to the merchant database it is only needed to establish a friendship between the user and the merchant and all the relevant and agreed information is shared. With the usage of the NFC interface the establishment of friendship can be made just with a touch.
This white paper suggests new and extended activities streams, objects and verbs that can be used to add the loyalty schemes support and how to advertise into SNEW compliant social networks as also some considerations on potential implementation issues.

5. Loyalty schemes

5.1 Main requirements

To support a loyalty scheme the Social Network has to be capable to:

· Associate a loyalty balance account to the users accounts;

· Support transactions of loyalty points by users for both the credit and debit (redeem);

· Associate an account of promotions;

· Support transactions of promotions to the uses and its redemption;

· Provide an API so the payments system can trigger the transaction and receive the results and data for both crediting and debiting the loyalty account;

· Mechanism to authenticate the user and the merchant if decide not to require both the customer and merchant not to be online.

5.2 Use cases description
5.2.1 Friendship establishment
This use case will have this typical steps:

1- The User A of a particular SNEW enters a shop and acquires a product from a merchant that is registered as User B on the same or other SNEW network;

2- Before payment the cashier asks User A if he is already member of the loyalty club;
3- The merchant asks User A if wants to be member of loyalty program and eventually makes a 1st time offers;

4- User A accepts and touches with his phone on the merchant contactless reader;

5- The SNEW application is launched and friendship request and eventual new promotions is shown on the screen;

6- User A SNEW client returns the security token to the merchant SNEW client that sends it to the SNEW server for validation;

7- The friendship is established.
5.2.2 Shopping advertisement
1- User A pays a good or product to a merchant that is User B of a SNEW compliant network
2- The merchant asks user A if he wants to advertise on his mural the acquisition and eventually associated promotion / deal;

3- User A agrees and touches with his phone on the merchant contactless reader;

4- The SNEW application is launched and returns the User A security token to the merchant SNEW client client;

5- The merchant sends to the server the User A security token plus the activity information with what was acquired by User A and the promotion received;

6- The shopping activity is published on both murals.
5.2.3 Loyalty points earning
1- User A has paid something to a merchant that is user B in a SNEW compliant Social Network; 

2- User A touches the merchant NFC reader;

3- The User A SNEW client is instantiated and sends back to the merchant SNEW client the User A security token;

4- Merchant SNEW Client sends to the SNEW server the activity information including the loyalty points associated, the user ID and the security token;

5- User A loyalty account associated with the specific merchant is increased with the corresponding points.
5.2.4 Loyalty points redemption
1- User A is about to pay something to a merchant that is user B in a SNEW compliant Social Network; 
2- User A touches the merchant NFC reader;

3- User A SNEW Client is instanciated and receives the new promotions associated with the acquisition, if applicable and the possible promotion applicable to the current acquisition;
4- 
5- User A selects on his phone the promotions he wants to use;
6- 
7- 
a. 
b. 
8- 
3- User A touches with his phone on the merchant contactless reader to return his options and the security token;
4- The merchant SNEW Client confirms the security token and informs the merchant payment system of the new payment value, offers selected, etc;
5- The payment is made with whatever means agreed between the merchant and User A;

6- Any new promotions after the payment is confirmed is added to User A loyalty account.

5.3 Suggested activity streams

As indicated in [SNEW_ER] in the SNEW NDEF message is passed from the merchant contactless reader to the User A NFC enabled mobile phones and on the opposite direction the relevant activities streams for the loyalty scheme operation.

As suggested activities for the operations described in 5.2:

A) Promotions advertisement:
{
    "actor": {
        "id": "acct:smart.vendor@example.com"
    },
    “items” : [
       "object": {
           "objectType": "offer",
           “id”: “daily offer”,
           “displayName”: “Discount 5% on all the shops for registered users”,
           “rule”: “non-cumulative”
       },
       "object": {
           "objectType": "offer",
           “id”: “soap offer”,
           “displayName”: “Discount 10% on soap”,
           “rule”: “cumulative”
       },
       "object": {
           "objectType": "offer",
           “id”: “points”,
           “displayName”: “Discount 1 € for each 1 000 points”,
           “pointsOnThisTransaction”: 2500,
           “rule”: “cumulative”
       },
       “object”: {
           "objectType": "question",
           “id”: “allow publishing”,
           “displayName”: “Do you want to tell your friends?”,
           “options”: [“no”, “only promotion”, “only purchase”, “both”]
       },
    ]
    "verb": "deliver"

}
B) Selection of promotions and authorisation to publish:
{
    "actor": {
        "id": "acct:john.doe@example.com"
    },
    “items” : [
       "object": {
           "objectType": "offer",
           “id”: “soap offer”,
           “displayName”: “Discount 10% on soap”,
           “rule”: “cumulative”
       },
       "object": {
           "objectType": "offer",
           “id”: “points”,
           “displayName”: “Discount 1 € for each 1 000 points”,
           “pointsOnThisTransaction”: 22500,
           “rule”: “cumulative”
       },
       “object”: {
           "objectType": "question",
           “id”: “allow publishing”,
           “displayName”: “Do you want to tell your friends?”,
           “options”: “both”
       },
    ]
    "verb": "return"

}
C) Friendship request:
{
    "actor": {
        "id": "acct:smart.vendor@example.com",
        “objectType”: “organization”,
        “displayName”: “A Smart Merchant”,
    },
    "verb": "make-friend"

}
D) Friendship response:
{
    "actor": {
        "id": "acct:john.doe@example.com",
        “objectType”: “person”,
        “displayName”: “A Smart Merchant”,
    },
    "verb": "accept"

}
5.4 Suggested objects and verbs

As can be see on the above examples, it is used existing objects like “offer”, “question”, “organization” and “person” so there is no need for new objects.

As for verbs it is suggested to use “deliver” and “return” for the promotions processing and “make-friend” and “accept” for the friendship establishment;

5.5 Suggested extensions to the existing objects

On the object “offer” it is added a new propriety namely “rule” that will indicate how the promotion can be accumulated with others. The possible values are “cumulative” to indicate the user can select it in addition to other promotions and “non-cumulative” to indicate that if selected no other promotion can be selected.

On this object and when has the id “points” it holds the number of points that the transaction will give to the user or the points the user want to redeem, depending if it is from the merchant to the user or vice-versa, respectively.

The SNEW client should provide a framework to allow a human readable presentation of the promotion and questions and mechanism to compose properly the response.

5.6 Other considerations

The most used method for loyalty is to give the customer points with every purchase and later to allow those points to be converted into discounts or prizes.

In order not to demand constant online access the SNEW client can cache the loyalty points and when used or earned can decrease or increase respectively.

The server in case on error like for instance the user tried to redeem more points than the ones he has due to corruption of the total value will give an error message through the merchant POS that is supposedly always connected. 
1. 
1.1 






1.2 














1.3 










































































1.4 

1.5 

1.6 


6. Security considerations

In order to provide a good and easy user experience it should not be required for the user (customer) to be online to acknowledge the operations to the server at the same time of the merchant.

For that the security token of the SNEW NDEF message should be used to prove the identity of both entities.

The details for its usage are left to each implementer to define however it is suggested for the customer SNEW client to cache a certain amount of security tokens, let’ assume 10.

The merchant SNEW client since is assumed to be always only don’t need to cache and will get them on demand.

On each transaction the customer will use always his security token on the replies to the merchant from the ones cached, eventually in sequence. The merchant will use on obtained on the fly. When sending the activities to the server the merchant SNEW client will also send the security token as a new propriety of the used activity.

The merchant SNEW server will request the next security token to the customer SNEW server and will compare with the one received from the customer SNEW client to confirm identity. If it matches can assume all of the replies from the customer SNEW client are valid even if not yet received directly from the customer SNEW client.

7. Privacy considerations

The most critical aspect in terms of privacy is for the merchant SNEW client to ask and respect the authorisation of the customer to post on the customer and merchant murals the promotion and / or purchase. If that is not respected one possible solution is to black list the merchant.

If the user accepts to publish the promotion and / or purchase on both murals, the implementers should take in consideration that certain products might be considered too intimal to expose publicly. One way to avoid potential friction with users and to avoid having to implement complex user interfaces so the user can select what to share and what not to, is to use a minimalist advertisement like only totals and entities but not the details on items purchased for instance. Similar discretion should be used in promotions.

The merchant and SNEW service provider should have a privacy policy available and present it to the customer when he register so he can be informed on what will be done with his data and what will be shared with 3rd parties.
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