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1 Reason for Change

This CR is for resolving below comment in CONRR.

.
	A029
	2014.08.04
	T
	7.2.4
	Source: Telecom Italia

Form: OMA-CONR-2014-0036-SNeW_v1.1_CONR_comments_Telecom_Italia

Comment: editor’s note

Proposed Change: address the functionality or remove section (and related requirements)
	Status: OPEN
Response: 

Resolved by: 
Recorded in:


2 Impact on Backward Compatibility
N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Put this explanation to section 7.2.4.
6 Detailed Change Proposal
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Change 1 : Add explanation about registering application  
7.2.5 Registering Application
Many mobile applications post the user activities on behalf of the application user to external SN to promote their application and to expand user experience. That function is good both for application developers to promote their application and for SN service provider to get more user data.

3rd party application to post the activities on behalf of application user SHOULD be registered to SN Service beforehand to prevent unexpected side effect like spam-posting of malicious application or to manage application information.

Registration of application uses SNeW-2 interface and  normal process of posting activities on behalf of user  is like below in in application.

[image: image1]
· First, developer registers the application to SNeW Server. There are various methods to register a application to a specific server. In this section, using [Dynamic Registration] and using Web UI are recommended.

· After successful registration of application, SNeW server response ApplicationID and SecretKey to application. ApplicationID may be used for developer to manage application information and SecretKey may be used to post activities on behalf of application user. 

It depends on SN Service provider how to make the SecretKey and the ApplicationID.
· When the 3rd party application wants to post activities on behalf of the application user, the application has to get the permission from the user to access to the user’s SN. If the user gives the permission to the application, SNeW server may issues authorization token to access to SNeW Server by OAuth 2.0 spec.

· And now, the application can post the application user’s activities to SN with SecretKey and authorization token issued by SNeW Server.
7.2.5.1 OAuth 2.0 Dynamic Client Registration Protocol Support
SNeW MAY support [Dynamic Registration] to register application to SNeW Server. [Dynamic Registration] defines a mechanism for the client to present the authorization server with set of metadata, such as set of valid URIs, client name, client uri, logo uri, etc.

Below is the figure of how to register a client or application to the authorization server.


[image: image2]
· Initial Access Token MAY issued by SNeW Server beforehand to give the permission to SNeW Server. Whether issues the initial token or not, it depends on SN Service provider’s policy 

· Software Statement is also optional.

· The client or developer calls application registration endpoint with the client’s desired registration metadata, optionally including the initial access token.

· The authorization server(SNeW Server) registers the client(application) and returns the client’s registered metadata, a client identifier that is unique at the server, a set of client credentials such as a client secret fi applicable for this client, and possibly other values.

Main metadata to be send to SNeW server are below : 

	Client_name 
	Human-readable name of the client to be presented to the user during authorization.

	Client_uri
	URL of a web page providing information about the client.

	Logo_uri
	URL that references a logo for the client.

	Contacts
	Array of strings representing ways to contact people responsible for this client, typically email addresses.

	Tos_uri
	URL that points to a human-readable terms of service document for the client that describes a contractual relationship between the end-user and the client that the end-user accepts when authorizing  the client.

	Policy_uri
	URL that points to a human-readable privacy policy document that describes how the deployment organization collects, uses, retains, and discloses personal data.

	Software-id
	Identifier for the software that comprises a client.  Unlike"client_id", which is issued by the authorization server and may vary between instances, the "software_id" is asserted by the client software on behalf of the software developer and is intended to be shared among all instances of the client software.

The identifier SHOULD NOT change when software version changes or when a new installation occurs.

	Software_statement
	Detailed information about application


Response from SNeW server after successful registration

	Client_id
	REQUIRED.  OAuth 2.0 client identifier.  It SHOULD NOT be currently valid for any other registered client, though an authorization server MAY issue the same client identifier to multiple instances of a registered client, at its discretion.

	Client_secret
	OPTIONAL OAuth 2.0 client secret.  If issued, this MUST beunique for each "client_id".  This value is used by confidential clients to authenticate to the token endpoint as described in  OAuth 2.0 [RFC6749] Section 2.3.1.

	Client_id_issued_at
	OPTIONAL.  Time at which the client identifier was issued.  The time is represented as the number of seconds from 1970-01-01T0:0:0Z as measured in UTC until the date/time.

	Client_secret_expires_at
	REQUIRED if "client_secret" is issued.  Time at which the client secret will expire or 0 if it will not expire.  The time is represented as the number of seconds from 1970-01-01T0:0:0Z as measured in UTC until the date/time.


See more detail about [Dynamic Registration] in this link : http://tools.ietf.org/html/draft-ietf-oauth-dyn-reg-19
7.2.5.2 Registering Application in WebUI

SNeW Server MAY provide a user interface to register application with same metadata in 7.2.4.1.

Change 2 : Add Reference to section 2.1  
	[Dynamic Registration]
	“OAuth 2.0 Dynamic Client Registration Protocol”,M.Jones, J.Bradler,M.Machulak, P.Hunt  2014. Work in progress.
URL: http://tools.ietf.org/html/draft-ietf-oauth-dyn-reg-19



Change 3 : Add Example messages to Appendix G.  
G.1.7 Application Registering

The following is an example of  application registering from developer or client to SNeW Server by using SNeW -2 interface.

Request
POST /register HTTP/1.1

Host: example.com
Content-Type: application/json

Accept: application/json

Authorization: Bearer ey23f2.adfj230.af32-developer321 * optionally depends on service provider’s policy
     {

      "redirect_uris":["https://client.example.org/callback",

         "https://client.example.org/callback2"],

      "client_name":"My Example Client",

      "client_uri":" https://client.example.org/",
      "logo_uri":" https://client.example.org/logo.png",
"contacts":" paul@example.com",

"tos_uri":" https://client.example.org/tos"
"policy_uri":" https://client.example.org/policy"
"software_id":" difdhgsod"
"software_statement":"This is good application !!"
     }
Response
HTTP/1.1 201 Created

Content-Type: application/json

Cache-Control: no-store

{

      "client_id":"s6BhdRkqt3",

      "client_secret": "cf136dc3c1fc93f31185e5885805d",

      "client_id_issued_at":2893256800,
      "software_id" : “difdhgsod”
      "client_secret_expires_at":2893276800,

      "redirect_uris":[

        "https://client.example.org/callback",

        "https://client.example.org/callback2"],

"client_name":"My Example Client",

}
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