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1 Reason for Change

This CR is for resolving below comment in CONRR.

	B017
	2014.08.04
	Q
	B.3
	Source: Telecom Italia

Form: OMA-CONR-2014-0036-SNeW_v1.1_CONR_comments_Telecom_Italia

Comment: in the example scenario requests are accepted/discarded based on normal/abnormal “time” and “value” ranges. Clarify the concept of normal “time”/”value” ranges

Proposed Change: 
	Status: OPEN
Response: 

Resolved by: 
Recorded in:


2 Impact on Backward Compatibility
N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change WP SNeW in Gaming as below
6 Detailed Change Proposal
Change 1. B017 : Add below explanation to B.2 to supplement the example scenario of B.3
When a game user destroys a monster, the user can get a special item or a special score from the monster. Then,  game client sends  request for adding that item or score in the user’s inventory. 
But sometimes, malicious user hacks the application and sends request for adding a good item in the user’s  inventory.

So, Server MUST verify the request is normal or not. There are two major verification ways for that.
· Comparing time

Developer set the time interval between the request of starting mission and the request of finishing mission. 

If the time interval between starting and finishing for the mission is abnormally short, the Server will consider it as malicious request.
	Developer set time for the  mission
	Below 20 seconds 
(Developer estimates that  it’s impossible to finish the mission within 20 seconds.)

	User start the mission at :
	13:00:00 PM
	

	User finishes the mission at :
	13:00:13 PM
	Game Server will consider the request as malicious request because the mission was finished very shortly. 

	
	13:00:30 PM
	Game Server will consider the request as normal request


· Comparing score range 

When a game user gets some score in a game, the score can be used as an achievement or ranking.
After a user gets a score, the score SHOUL be saved in Game server. The score acquired in a mission of a game SHOULD be  in a specific range which was set in the Game server. 

If abnormal score is requested to the game server, the game server must compare the score with the score range which was already set by developer and SHOULD deny the request.
Game server also verifies time interval before verifies the score.
	Developer set score range for the  mission
	10 ~ 100 

	User gets score in a mission :
	200
	Game Server will consider the request as malicious request because the score is out of range.

	
	50
	Game Server will consider the request as normal request
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