OMA-WP-Payment_Loyalty_in_SNEW-20140715-D
Page 3  V(18)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	White Paper on Payments and Loyalty in SNEW

	Draft – 15 Jul 2014

	Open Mobile Alliance

	OMA-WP-Payment_Loyalty_in_SNEW-20140715-D

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2014 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

41.
Scope

2.
References
5
3.
Terminology and Conventions
6
3.1
Conventions
6
3.2
Definitions
6
3.3
Abbreviations
6
4.
Introduction
7
5.
Loyalty schemes
8
5.1
Main requirements
8
5.2
Use case description
8
5.3
Suggested activity streams
9
5.4
Suggested objects and verbs
11
5.5
Suggested extentions to the existing objects
11
5.6
Other considerations
11
6.
Payment schemes
12
6.1
Main requirements
12
6.2
Use case description
12
6.3
Suggested activity streams
12
6.4
Suggested objects and verbs
15
6.5
Suggested extentions to the existing objects
15
6.6
Other considerations
15
7.
Security considerations
16
8.
Privacy considerations
17
Appendix A.
Change History (Informative)
18


Figures

Não foi encontrada nenhuma entrada do índice de ilustrações.
Tables

Não foi encontrada nenhuma entrada do índice de ilustrações.
1. Scope

This document intends to provide help when implementing payment or loyalty schemes in OMA SNEW compliant social networks.
This document does not intend to add normative material to SNEW and should not be taken in consideration if contradicting the normative material found in the SNEW technical specifications. 
Currently, it is believed that the SNEW technical specifications have all the normative material required to deploy loyalty and payments schems in SNEW networks. It is requested to implementers to report back to OMA CD group any issues, contradictions or gaps within the SNEW specifications they might find during the development and implementation of payments and or loyalty schemes with SNEW compliant social networks.
2. References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[SNEW_ER]
	“Social Network Web Enabler, Open Mobile Alliance. OMA-ER-SNEW-V1_1, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Loyalty scheme
	A complete system that allows merchants to provide some sort of benefit to his present or future customers in a secure and reliable maner and capable to be associated with one or several payment schemes so the benefits can automatically and manually be created and redeemed.

	Payment scheme
	A complete system that allows merchants to get any recgonised and accepted benefit from their 

	Customer
	The SNEW user that is actually buying a product or service at a merchant shop

	Merchant
	The SNEW user that is selling a product or service to a SNEW user


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	SNEW
	Socia Network Web 

	
	


4. Introduction

In today’s times Social Networks are becoming an important tool for people to communicate not only between each other but also with abstract entities like organisations, companies, etc. 
Like the “invention” of the objects concept in computers programming has revolutionised some decades ago the software development s, Social Networks associating the entities to actions and to actors allows a more powerful and organised representation of the reality both in terms of things and the operations  users can do with those things.

The deployment of a Social Network requires significant investement in IT, network infrastructure and security. The large success of Social Networks returned in a huge pressure on them to make them more and more sophisticated, performant and secure. Some might say that perhaps they are even more secure than dedicated payments networks.
On the other hand, the deployment cost of loyalty schemes can be relatively high and huge as it is already with the payments schemes. For small merchants that can be a barrier impossible to transpose as the total value involved in their business will never justify such investment.
Builiding the support for payments and loyalty activities on top of existing Social Networks, with new objects and verbs or extending existing ones will not be an expensive exercise. It will allow, with a small incremental cost, to put in place loyalty and payment schemes probably even more secure and scalable than existing dedicated schemes.
Another advantage of using Social Networks for loyalty and payments schemes is the possibility to use the Social Network to advertise companies and products by sharing some information about a user payments and good promotins as an example of good deals that can be made at a specific merchant. After consumers are moving from TV and newspapers to Social Networks.
This white paper suggests new and extended activites streams, objects and verbs that can be used to add the loyalty and payment schemes support to SNEW compliant social networks as also some considerations on potential implementation issues.

5. Loyalty schemes
5.1 Main requirements
To support a loyalty scheme the Social Network has to be capable to:

· Associate a loyalty balance account to the users accounts;
· Support transactions of loyalty points by users for both the credit and debit (redeem);
· Associate an account of promotions;

· Support transactions of promotions to the uses and its redemption;

· Provide an API so the payments system can trigger the transaction and receive the results and data for both crediting and debiting the loyalty account;
· Mechanism to authenticate the user and the merchant if decide not to require both the customer and merchant not to be online.
5.2 Use case description
The main use case can be described by the following steps:
1- The User A of a particular SNEW enters a shop and acquires a product from a merchant that is registered as User B on the same or other SNEW network;
2- Before payment the chachier asks User A if he is already member of the loyalty club and if so if want to redeem any points or offer;

3-  A)User A is member of loyalty program of User B (merchant):
a. The merchant selects the promotions applicable in the POS including applicable reward points;

b. User A touches with his phone on the merchant contactless reader;
c. The SNEW appliacation is launched and shown to User A the applicable promotions and if wants to share the promotion in his mural;
d. User A selects on his phone the promotions to use and if wants to share on his mural with his friends the promotions and / or purchase;
3- B) User A is not member of the loyalty program of User B (merchant):
a. The merchant asks User A if wants to be member of loyalty program and eventually makes 1st time offers;

b. User A accepts and touches with his phone on the merchant contactless reader;
c. The SNEW application is launched and friendship request and eventual new promotions is shown on the screen;

d. User A accepts the friendship request, selects to redeem the promotion and accepts to share the promotion and / or purchase in his mural.

4- User A touches with his phone on the merchant contactless reader to return his options.

5- The payment is made with whatever means agreed between the merchant and User A;

6- Any new promotions after the payment are added to User A loyalty account.
5.3 Suggested activity streams
As indicated in [SNEW_ER] in the SNEW NDEF message is passed from the merchant contactless reader to the User A NFC enabled mobile phones and on the opposite direction the relevant activities streams for the loyalty scheme operation.
As suggested activities for the operations described in 5.2:

A) Promotions advertisement:

{

    "actor": {

        "id": "acct:smart.vendor@example.com"

    },
    “items” : [

       "object": {

           "objectType": "offer",
           “id”: “daily offer”,

           “displayName”: “Discount 5% on all the shops for registered users”,

           “rule”: “non-cumulative”
       },
       "object": {

           "objectType": "offer",

           “id”: “soap offer”,

           “displayName”: “Discount 10% on soap”,

           “rule”: “cumulative”
       },
       "object": {

           "objectType": "offer",

           “id”: “points”,

           “displayName”: “Discount 1 € for each 1 000 points”,

           “pointsOnThisTransaction”: 2500,

           “rule”: “cumulative”
       },
       “object”: {

           "objectType": "question",

           “id”: “allow publishing”,

           “displayName”: “Do you want to tell your friends?”,

           “options”: [“no”, “only promotion”, “only purchase”, “both”]
       },
    ]
    "verb": "deliver"

}
B) Selection of promotions and authorisation to publish:

{

    "actor": {

        "id": "acct:john.doe@example.com"

    },
    “items” : [

       "object": {

           "objectType": "offer",

           “id”: “soap offer”,

           “displayName”: “Discount 10% on soap”,

           “rule”: “cumulative”
       },
       "object": {

           "objectType": "offer",

           “id”: “points”,

           “displayName”: “Discount 1 € for each 1 000 points”,

           “pointsOnThisTransaction”: 22500,

           “rule”: “cumulative”
       },
       “object”: {

           "objectType": "question",

           “id”: “allow publishing”,

           “displayName”: “Do you want to tell your friends?”,

           “options”: “both”
       },
    ]
    "verb": "return"

}
C) Friendship request:

{

    "actor": {

        "id": "acct:smart.vendor@example.com",
        “objectType”: “organization”,

        “displayName”: “A Smart Merchant”,

    },
    "verb": "make-friend"
}
D) Friendship response:
{

    "actor": {

        "id": "acct:john.doe@example.com",

        “objectType”: “person”,

        “displayName”: “A Smart Merchant”,

    },
    "verb": "accept"
}
5.4 Suggested objects and verbs
As can be see on the above examples, it is used existing objects like “offer”, “question”, “organization” and “person” so there is no need for new objects.
As for verbs it is suggested to use “deliver” and “return” for the promotions processing and “make-friend” and “accept” for the friendship establishiment;

5.5 Suggested extentions to the existing objects
On the object “offer” it is added a new propriety namely “rule” that will indicate how the promotion can be accumulated with others. The possible values are “cumulative” to indicate the user can select it in addition to other promotions and “non-cumulative” to indicate that if selected no other promotion can be selected.
On this object and when has the id “points” it holds the number of points that the transaction will give to the user or the points the user want to redeem, depending if it is from the merchant to the user or vice-versa, respectively.
The SNEW client should provide a framework to allow a human readable presentation of the promotion and questions and mechanism to compose properly the response.

5.6 Other considerations
The most used method for loyalty is to give the customer points with every purchase and later to allow those points to be converted into discounts or prizes.
In order not to demand constant online access the SNEW client can cache the loyalty points and when used or hearned can decrease or increase respectively.
The server in case on error like for instance the user tried to redeem more points than the ones he has due to curruption of the total value will give an error message throu the merchant POS that is supposedly always connected. 

6. Payment schemes

6.1 Main requirements

To support a payment scheme the Social Network has to be capable to:

· Associate a payments balance to the users accounts with recording of transactions;

· Support transactions of credit and bebit between users;

· Provide an API so the payments system can trigger the transaction and receive the results and data for both crediting and debiting the payment account;

· Mechanism to authenticate the user and the merchant if decide not to require both the customer and merchant not to be online;
· Mechanism to convert the payments balance to real moneyeither on a prepaid basis or postpaid.

6.2 Use case description

The main use case can be described by the following steps:

1- The User A of a particular SNEW enters a shop and acquires a product from a merchant that is registered as User B on the same or other SNEW network;

2- After selecting the goos to acquire User A presents them to the cashier;

3- The cashier inputs the products into the POS and negociate with User A the payment method;

4- User A selectes to pay via SNEW and negotiates with User A the loyalty details;
5-  User A touchs with his phone on the merchant contactless terminal;

6- On User A mobile phone is displayed the items purchased and total for User A to confirm:
7- User A confirms the purchase and eventually enters his payments PIN as 2nd authentication factor;

8- If used SNEW Loyalty User A also selects promotions;

9- User A selects if wants to advertise the purchase in his and merchant SNEW mural;

10- User A touches with his phone on the merchant contactless reader to acknowledge the payment and receive the result of the questions made to User A;
11- The merchant SNEW client sends all the transaction information, acceptance from the user, security token and if used the PIN received already ciphered from the User A to the server;

12- The SNEW server validates all of the information and performs the credit and debit on each account;

13- User A is notified of the transaction amount, entity and time. If not online an SMS is sent with the information or any equivalent Push notification.

6.3 Suggested activity streams

Again, as indicated in [SNEW_ER] in the SNEW NDEF message is passed the payment activity from the merchant contactless reader to the User A NFC enabled mobile phones and in the opposite direction the reply from the user.

As suggested activities for the operations described in 6.2:

A) Sending the list of products being sold to the customer:

{

    "actor": {

        "id": "acct:smart.vendor@example.com"

    },
    “items” : [

       "object": {

           "objectType": "product",

           “id”: “Madeira bananas sparately”,

           “displayName”: “Madeira’s Bananas”,

           “quantity”: 0.2,
           “unit”: “Kg”,

           “unit price”: 1.2,

           “currency”: “€”
       },
       "object": {

           "objectType": "product",

           “id”: “Colacao”,

           “displayName”: “Milk chocolate”,

           “quantity”: 1,

           “unit”: “unit”,

           “unit price”: 2.3,

           “currency”: “€”
       },
       "object": {

           "objectType": "product",

           “id”: “book IT SNEW ”,

           “displayName”: “The comprehensive guide to SNEW”,

           “quantity”: 1,

           “unit”: “unit”,

           “unit price”: 20.3,

           “currency”: “€”
       },
       "object": {

           "objectType": "service",

           “id”: “payment ordered”,

           “displayName”: “Transaction request”,

           “totalAmount”: 22.84,

           “currency”: “€”

       },
       “object”: {

           "objectType": "question",

           “id”: “allow publishing”,

           “displayName”: “Do you want to tell your friends?”,

           “options”: [“no”, “only promotion”, “only purchase”, “both”]
       },
    ]
    "verb": "sell"

}
B) Authorisation of payment and to publish:

{

    "actor": {

        "id": "acct:john.doe@example.com"

    },
    “items” : [

       "object": {

           "objectType": "service",

           “id”: “payment ordered”,

           “displayName”: “Transaction accepted”,

           “totalAmount”: 22.84,

           “currency”: “€”

           “PIN”: “jU93hs)3y21nOpws”,
       },
       “object”: {

           "objectType": "question",

           “id”: “allow publishing”,

           “displayName”: “Do you want to tell your friends?”,

           “options”: “both”
       },
    ]
    "verb": "auhtorize"

}
6.4 Suggested objects and verbs

The objects used for the payment are “product” to hold each product relevant information, “service” to hold the total amount of the purchase and the already used in loyalty “question” to ask permission to publish. To be noted that if loyalty is also used there is no need to repeat the question to authorise the publishing of the purchase and promotion separately since the “option” property can indicate all the possible combinations;

6.5 Suggested extentions to the existing objects

On the object “product” it was added several properties that are common to any purchase namely “quantity” to indicate the quantity of the product acquired, “unit” to allow the correct indication of what the quantity refers to, the “unit price” applicable for total calculation and optionally the “currency” used to make the system more user friendly.
6.6 Other considerations

The POS of the merchant should be where the SNEW client is running and should have the necessary hooks in order to send all the acquire products details and also to receive the payment acknowledgement triggered from the SNEW server.
The receipts either physical or virtual can be handled by the POS “main” application altought if the SNEW provider wants to, it can be a SNEW Enabled Device Application built on top of the SNEW Client.

7. Security considerations

In order to provide a good and easy user experience it should not be required for the user (customer) to be online to acknowledge the operations to the server at the same time of the merchant.
For that the security token of the SNEW NDEF message should be used to prove the identity of both entities.

The details for its usage are left to each implementer to define however it is suggested for the customer SNEW client to cache a certain amount of security tokens, let’ assume 10.

The merchant SNEW client since is assumed to be always only don’t need to cache and will get them on demand.

On each transaction the customer will use always his security token on the replies to the merchant from the ones cached, eventually in sequence. The merchant will use on obtained on the fly. When sending the activities to the server the merchant SNEW client will also send the security token as a new propriety of the used activity.

The merchant SNEW server will request the next security token to the customer SNEW server and will compare with the one received from the customer SNEW client to confirm identity. If it matches can assume all of the replies from the customer SNEW client are valid even if not yet received directly from the customer SNEW client.

In the case of PIN usage it is up to the SNEW provider to decide how to cipher it however should never be provided in a clean version to the merchant or any other entity outside of the SNEW server and own user SNEW client.

8. Privacy considerations

The most critical aspect in terms of privacy is for the merchant SNEW client to ask and respect the authorisation of the customer to post on the customer and merchant murals the promotion and / or purchase. If that is not respected one possible solution is to black list the merchant.
If the user accepts to publish the promotion and / or purchase on both murals, the implementers should take in consideration that certain products might be considered too intim to expose publicaly. One way to avoid potential friction with users and to implement a complex user interface to select what to share and what not is just to advertise totals and entities but not items purchased for instance. Similar discretion should be used in promotions.

The merchant and SNEW service provider should have a privacy policy available and present is to the customer when he register to inform him on what will be done with his data and how or if not will be shared with 3rd parties.
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