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1. Scope
(Informative)

The scope of this document is to explain how the SNEW enabler can be used with games. This document explains some scenarios and message examples to use SNEW with games.
2. References

2.1 References
	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.9, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_y, URL: http://technical.openmobilealliance.org/document/OMA-ORG-Dictionary-V2_9-20120626-A.pdf 

	[SNEW_ER]
	“Social Network Web Enabler, Open Mobile Alliance. OMA-ER-SNEW-V1_1, URL:http://www.openmobilealliance.org/

	[OMAPUSH-REST]
	“RESTful Network API for OMA Push. Open Mobile Alliance(. OMA-TS-REST_NetAPI_Push-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

All sections are informative.
3.2 Definitions

	Connected (multiplayer) mobile game
	A mobile game in which some of  the User’s experience involves entities that are not resident on the User’s device; 

	Game Client
	The portion of a mobile game (connected, multiplayer) that executes on the User’s device that is specifically concerned with interacting with the Game Server. 

	Game player
	The human being (user) who is playing a game.

	Game Server
	A component for providing game service to Game players.
Game server gathers some information from Game player about the game. (The score of a game, game user’s information, game comments)
Also Game server enables to have match-making game between different users.

	Game Service
	The collection of end-to-end functionality provided that enables connected and/or multiplayer mobile games.  

	Game Service Provider
	The business entity that provides the functionality of a Game Service to Users.  A GSP may provide and manage all Game Service functionality itself, or make these available through business-to-business relationships.

	Matchmaking
	The process whereby a User indicates interest in participating in a multiplayer mobile application (multiplayer game), possibly specifying criteria that the other participants must meet. The result is either a game session in which the User has been placed, or an indication that it is not possible to meet the specified criteria.

	Mobile application (game)
	An application that executes on a mobile device. (A mobile application that is a game)

	Service Provider
	An entity that provides and administers Service to a Subscriber and / or User.  The Service Provider may or may not be the provider of the network and content

	Turn-based Game
	A game in which, at each point in time, only a subset of players are allowed to make a move that alters the game’s shared state.


3.3 Abbreviations
	API
	Application Programming Interface

	GSP
	Game Service Provider

	JSON
	JavaScript Object Notation

	OMA
	Open Mobile Alliance

	SN
	Social Network

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	
	


4. Introduction
(Informative)

Nowadays, Social network services became very popular. People can share their photos, comments and news with their friends. And most Social network service providers support Open API for developers to use their resources in 3rd party application.

In the game industry, social networking is very important because many game developers use social networking to stimulate their game and to grow their revenue in the game.

Game players can share the game scores with their friends and the scores can be the motivation of competition. To win other players in the competition, game players need some specific items in the game like ‘sword’ or ‘hammer’.  

And some specific items are needed to achieve a level or a badge in a game. To get the specific item, the game players must send requests to the other players by using SN and the item can be got by the responses of the other players. 
If the game players want to get the item immediately, they must buy the item. 

In this cycle, in-game-purchasement is becoming main revenue of the game developers and SN in the game is becoming more and more important.
This document explains some scenarios and requirements for using SNEW in game itself. This document will also describe and define the following functions and capabilities: 

· Functions of Game Client
· Functions of Game Developer
· Functions of SNEW Enabler.
· Functions of Game Server.
· Interaction between Game Developer and SNEW Server
· Interaction between Game Client and Game Server
· Interaction between Game Server and SNEW Server.
· Interaction between SNEW Server and SNEW Client
4.1 Version 1.0

This Document includes main diagram, main components and service-scenarios for using SNEW in Gaming.
5. Diagram for using SNEW in Gaming
This section explains a main work-flow of using SNEW in Gaming.
5.1 Possible Diagrams

[image: image3]
For using SNEW in game, there are 3 game-related components and SNEW Server and SNEW Client will be used in games. 
5.2 Functional Components

The game-related components will use SNEW 2 interface mainly but sometimes use SNEW 5 interface for requesting push notification to the SNEW Server.
5.2.1 Game Client

Game Client is a component resident on the device, which enables the game user to connect to the Game Server.

Game Client is responsible for interacting with Game Server to send messages from Game Application and to receive some messages from Game Server.

When the Game Application requests to posting or getting data, the Game Client sends that requests to the Game Server.

5.2.2 Game Server
Game Server relays the messages from Game Client to SNeW Server, or generates messages automatically based on some internal game logic. The automatically-generated message will be sent to SNeW Server also.

Game Server accesses to SNeW Server by using SNeW 2 interface and by using network API.

When Game Server relays some messages from Game Client by request of Game Application, the Application SHOULD be registered to SNeW Server beforehand. 

See the detail about ‘registering application’ in Section 7.2.4 of [SNeW] document.
5.2.3 Game Developer
Game Developers have to register their game to SN Server to access and/or post data to SN.
5.2.4 SNEW Server
The SNEW Server is a SNeW Enabler component resident in the network (outside the device) and is the entry point to the enabler for all the requests coming from an SNEW Client. It represents the central node of an OMA Compliant SN that federates with other OMA Compliant SNs. 
See the detail about the SNEW Server in Section 6.3.1.1 of SNEW ER document [SNEW].

5.2.5 SNEW Client
The SNEW Client is a SNeW Enabler component resident on the device, which enables the user to connect to the SNEW Server of an OMA Compliant SN and interact with users on the same or other OMA Compliant SNs, or on External SNs (if the gateway function is provided by the SNEW Server).

See the detail about the SNEW Client in Section 6.3.1.2 of SNEW ER document [SNEW].
6. Service Scenario
For using SNeW in gaming, the game application SHOULD be registered to SNeW Server beforehand. In this white paper.  5 major functionalities will be explained that use SNeW-2 interface.

· Game Player Login in to SNeW 

· Load and Save game friend from and to SNeW Server

· Invite friend from SNeW Server

· Score Posting to SNeW Server

· Send Notification messages to SNeW Server for match-making game

About game application registration,  see details in the section 7.2.4 of [SNeW ER].
6.1 Registering a game to SNEW
6.1.1 General Scenario
Game developer is same entity with developer or client in the section 7.2.4 of [SNeW ER]

To use 5 major functionalities explained in section 6, the game application SHOULD be registered in SNeW Server beforehand. 

The general flow is like below : 


[image: image4]
· First, Game developer requests registering a game application to SNeW Server. 

· After successful registration of game application, SNeW server responses ClientID and SecretKey(Client Secret). ClientID and SecretKey may be used for developer to manage game developer’s information and to access to the SNeW Servers on behalf of application user. 
· When the game  application wants to access to the SNeW Server on behalf of the game user, the game  application requests authorization token  to access to the user’s SN. 

· If the user agrees to give permission to the game application for accessing to the user’s SN, the user requests instant authorization token to the SNeW Server by using OAuth 2.0 spec.

· The SNeW Server(or other authorization server) may issue the instant authorization token and send it to the user.

· The game application can get the instant authorization token by user’s permission.

· And now, the game application can access to the SNeW Server and can use 5 major functionalities (Log in to SNeW Server, Loading and saving friends, Inviting friends, posting score or some activities, sending notification for match making game) with instant authorization token. 
6.1.2 Message example
Request

The game application can be registered by this request. It follows Application Registration which is described in section 7.2.4 in [SNeW ER]. This registration can be done by developer directly to SNeW Server and also by game server on behalf of game developer.
POST snew/register HTTP/1.1 
Host: example.com
Content-Type: application/json

Accept: application/json

Authorization: Bearer ey23f2.adfj230.af32-developer321 * optionally depends on service provider’s policy
     {

      "redirect_uris":["https://client.example.org/callback",

      "https://client.example.org/callback2"],

      "client_name":"My Example Client",

      "client_uri":" https://client.example.org/",
      "logo_uri":" https://client.example.org/logo.png",
"contacts":" paul@example.com",

"tos_uri":" https://client.example.org/tos"
"policy_uri":" https://client.example.org/policy"
"software_id":" difdhgsod"
"software_statement":
{

   “Software_name” : “Angry Bird”,

   “Software_info” : “This is good game for all!!”
}
     }
Response

This response provides back the result of App registering.
HTTP/1.1 201 Created

Content-Type: application/json

Cache-Control: no-store

{

      "client_id":"s6BhdRkqt3",

      "client_secret": "cf136dc3c1fc93f31185e5885805d",

      "client_id_issued_at":2893256800,
      "software_id" : “difdhgsod”
      "client_secret_expires_at":2893276800,

      "redirect_uris":[

      "https://client.example.org/callback",

      "https://client.example.org/callback2"],

"client_name":"My Example Client",

}
6.2 Game Player Login on SN
6.2.1 General Scenario

After download game application or after open web-browser-based game, the user should be logged in game server to save some score or some items which was acquired in game. And if the game user wants to post some activities in the game to the user’s SN, the game application has to have instant authorization token to access to the user’s SN.

In this case, game server requests permission to access to the game user’s SN and by the agreement of the user, SNeW server may issues instant authorization token. 

This process follows OAuth 2.0 specification. See the detail process in the section 6.
6.3 Load and Save Friend List

6.3.1 General Scenario
After success of getting the access token of a Game player from the SNEW Server, Game server requests the friend list of a Game player.

Game server requests the friend list with the access token and SNEW server responses the Game player’s friend list.

The friend list will be used in game to stimulate game players, match-making and invitation.

This scenario needs appropriate privacy policy and agreement of the Game player for using his/her private information.

6.3.2 Message example

Request
This request gets the Game player’s friend list from SNEW on behalf of the Game user. This friend list may be saved in the Game server and be used to invite some to a game application and also be used to compare game score or game ranking between friends.
GET /snew/v1/people/@me/@self HTTP/1.1

Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM
Accept: application/json

Content-Length: ___
Response
HTTP/1.1 200 Ok

Content-Length: ...

Content-Type: application/json

{

  "items": [

        {

            "id": "acct:johnny@example.com",
            "displayName" : "Johnny",

            "thumbnailUrl":" http://example.com/people/1234/image.jpg"

        },

        {

            "id": "acct:bobjohn.acme@example.com", 

            "displayName" : "Bob John Acme",

            "name": {

                "familyName":"Acme",

                "givenName":"Bob John"

            },

            "thumbnailUrl":" http://example.com/people/2222/image.jpg"

        }

    ]
}
6.4 Invite Friends
6.4.1 General Scenario
Game player wants to invite some friends to the game which he/she enjoys.

Game player sees the friend list in the game application and choose a friend to invite to play with. The friend list was already loaded in the game application by section 6.3 “load and save friend list’ scenario.

Game player touch the button of “invite” and the invitation message will be send to the Game Server. The Game Server saves the message and sends the invitation request to the SNEW Server, which posts the message to the friend’ SN wall.
6.4.2 Message example

Request
This request is for posting invitation message to the receiver’s SN. This request includes a url to access to the game application.
POST /snew/v1/activitystreams/@me/@self HTTP/1.1
Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM 
Content-Type: application/json

Accept: application/json

Content-Length: ...
{

    "actor": {

        "id": " acct:john@example.com " 

    },

    "object": {

        "objectType": "person",

        "id": acct: paul@example.com
},
"target": {
        "objectType": "application",

        "id": "fhkiuvgvc",
"name": "angry bird",
"url": "http://www.example.com/game_application", 
}

    },

"title": "This is good game to play with",

    "verb": "invite"
}

Response
This response provides back the friend list of the Game player.
HTTP/1.1 201 Created

Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystreams/766
Content-Length: ...

Content-Type: application/json

6.5 Score Posting
6.5.1 General Scenario
After a Game player finishes a game, he/she may want to post his/her achievement on his/her SN.

The achievement can be a score or a badge.

When the Game player touches the button to share, Game Server sends the achievement to SNEW Server on behalf of Game player using the access token.

6.5.2 Message example

Request
This request posts a score which was obtained by game user like “I’ve got 100 point in Angry-Bird!!”.  This message is automatically generated in the Game Server with downloadable URL of the game application.
POST /snew/v1/activitystreams/@me/@self HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM 
Content-Type: application/json

Accept: application/json

Content-Length: ...
{

    "actor": {

        "id": "acct:john@example.com" 

    },

    "object": {

        "objectType": "note"

    },

    "location": {

        "position": "+48.52+002.20/"

    },

    "title": "I’ve got 100 point in Angry-Bird",
"target": {

        "objectType": "application",

        "URL": "http: //example.com/application/angrybird"

    }
    "verb": "post"

}

Response

After successful request of the message the SNeW Server will retrieve below response to the Game Server.

HTTP/1.1 201 Created

Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystreams/tel:+393351234567/@self/1234

Content-Length: ...

Content-Type: application/json

6.6 Notification for Match-making Game

6.6.1 General Scenario
If Game developer builds a match-making game, the Game player can enjoy the game with his/her friend simultaneously.

For the match-making game, notification for joining to the game is needed. 

When a Game player chooses a friend to enjoy the match-making game, the notification message will be sent to the Game Server.

The Game Server builds a session for the friend and sends request to deliver the notification to the friend via SNEW Server.

When the friend opens the game application, the connection between the Game players is completed.

All connection management of match-making game will be handled in Game Server, not in SNEW Server: the only thing that the SNEW Server doing is to post the message to the counter-part friend.
6.6.2 Message example

Request
This request uses [OMAPush-REST] for sending notification request to SNeW Server by Game Server
PUT /ExampleAPI/push/v1/pi1.example.com/pushMessages/id123 HTTP/1.1

Host: ppg.example.com 

Content-Type: multipart/related; boundary=xj987hc; type="application/json" 

Accept: application/json 

Content-Length: nnnn 

--xj987hc 

Content-Type: application/json 

{"push-message": { 

 "address": [ 

 {"address-value": "wappush=bob/type=user@ppg.example.com"}, 

 {"address-value": "wappush=mary/type=user@ppg.example.com"}, 

 {"address-value": "wappush=alice/type=user@ppg.example.com"} 

 ], 

 "deliver-before-timestamp": "2010-11-08T18:13:51.0Z", 

 "ppg-notify-requested-to": "http://pi1.example.com/Push/notify123", 

 "progress-notes-requested": "true", 

 "quality-of-service": {"priority": "medium"}, 

 "source-reference": "source-reference1" 

}} 

--xj987hc 

Content-Type: text/plain 

John wants to play with you now!!
--xj987hc--
Response

HTTP/1.1 201 Created

Date: Mon, 08 Nov 2010 18:14:03 GMT 

Content-Type: application/json 

Location: http://ppg.example.com/ExampleAPI/push/v1/pi1.example.com/pushMessages/id123 

Content-Length: nnnn
{"push-response": {

 "progress-note": { 

 "note": "note1", 

 "stage": "stage1", 

 "time": "2010-11-08T18:13:51.0Z" 

 }, 

 "reply-time": "2010-11-08T18:13:51.0Z", 

 "resourceURL": "http://ppg.example.com/ExampleAPI/push/v1/pi1.example.com/pushMessages/id123", 

 "response-result": { 

 "code": "1001", 

 "desc": "The request has been accepted for processing" 

 }, 

 "sender-address": "http://ppg.example.com/ExampleAPI/push/v1/pi1.example.com/pushMessages/id123", 

 "sender-name": "Push Gateway" 

}}
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Appendix B. Verification of Request(Informative)
B.1 Consideration for Javascript vulnerability
In the web based game using HTML5 technology, there are some javascript security issues which is the script not encrypted in the browser. So, game user can see all of codes and URI to send request. 

And many hybrid game application uses JSONP for cross-domain interaction. It is very critical if the game score is valuable because the malicious user can know the URI to request easily. 

If malicious user try to send request to the Game Server directly like very high score, the Game Server SHOULD verify if the request is normal or not.

Sometimes, game items got by game quest are sold by very high price. 

Only thing to solve this problem is server-side verification.

This section will provide some appropriate method to solve this problem in game.
B.2 Verification of Request from Game Client
Server-side verification is very important. Game Developer set the time and value range for the quest in the server and verify the request from Game Client by comparing the requested value with value that was set previously.

The basic verification work-flow is like below:
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When a game user destroys a monster, the user can get a special item or a special score from the monster. Then, game client sends request for adding that item or score in the user’s inventory. 
But sometimes, malicious user hacks the application and sends request for adding a good item in the user’s inventory.

So, Game Server MUST verify the request is normal or not. There are two major verification ways for that.
· Comparing time

Developer set the time interval between the request of starting mission and the request of finishing mission. 

If the time interval between starting and finishing for the mission is abnormally short, the Game Server will consider it as malicious request.

	Developer set time for the  mission
	Below 20 seconds 
(Developer estimates that it’s impossible to finish the mission within 20 seconds.)

	User start the mission at :
	13:00:00 PM
	

	User finishes the mission at :
	13:00:13 PM
	Game Server will consider the request as malicious request because the mission was finished very shortly. 

	
	13:00:30 PM
	Game Server will consider the request as normal request


· Comparing score range 

When a game user gets some score in a game, the score can be used as an achievement or ranking.

After a user gets a score, the score SHOULD be saved in Game server. The score acquired in a mission of a game SHOULD be in a specific range which was set in the Game server. 

If abnormal score is requested to the game server, the game server must compare the score with the score range which was already set by developer and SHOULD deny the request.

Game server also verifies time interval before verifies the score.

	Developer set score range for the  mission
	10 ~ 100 

	User gets score in a mission :
	200
	Game Server will consider the request as malicious request because the score is out of range.

	
	50
	Game Server will consider the request as normal request


B.3 Example Scenario

•John (game user)

•WoW(game)

•Going to dungeon and Killing Monster(quest)

-John starts WoW: 

Game Client sends game start request to the Game Server and Game Server response Game Access key to the Game Client. 

-John enters into a dungeon(quest) to kill monster: 

Game Client sends ‘dungeon value’ with access key and Game Server compare the value with the value which the developer already set in the server. If the requested value is out of range of value which the developer set, Game Server will consider the request as abnormal.

If the requested time is so fast compared with the time John starts the game, Game Server will consider the request as abnormal also.

If the value is normal and the requested time is normal, then Game Server sends quest access key to the Game Client.

-John kills the monster and quest completed:

Game Client sends monster value, quest access key and Game Access Key and Game Server compare the value with the value which the developer already set in the server. If the requested value is out of range of value which the developer set, Game Server will consider the request as abnormal.

If the requested time is too fast compared with the time John starts the game, Game Server considers the request as abnormal also.
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