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Reason for Change
R01 is based on the comments received from the Vancouver meeting.
This contribution provides the APIs to implement following requirements in RD.
 
	Label
	Description
	Release

	CMAPI-PIN-001
	The OpenCMAPI Enabler SHALL support Personal Identification Number (PINs) and Personal Unblocking Key (PUKs) management feature

	1.0

	CMAPI-PIN-002
	The OpenCMAPI Enabler SHALL provide APIs for:
· Enabling and disabling PIN protection
· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-003
	The OpenCMAPI Enabler SHALL provide APIs for:
· Verifying a PIN
· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-004
	The OpenCMAPI Enabler SHALL provide APIs for:
· Unblocking a PIN
· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-005
	The OpenCMAPI Enabler SHALL provide APIs for:
· Changing a PIN
· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-006
	The OpenCMAPI Enabler SHALL provide APIs for:
· Checking current PIN status (ready, not initialised, enabled, disabled, blocked, permanently blocked , unblocked)
· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-007
	The OpenCMAPI Enabler SHALL verify that the CM application provides only digits 0-9 for the PINs/PUKs entry. Any other values shall be prohibited.
	1.0

	CMAPI-PIN-008
	The OpenCMAPI Enabler SHALL verify that the PIN provided by the CM application is any four to eight digits number before sending it to the SIM/R-UIM/NAA on UICC.
	1.0



Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
The CD OpenCMAPI SWG should review and agree this CR.
Detailed Change Proposal
Add the definitions for the following APIs

5.  Application Programming Interfaces (APIs) Design
5.X   PINs/PUKs Management  APIs
[bookmark: _Toc300858241]5.X.Y CMAPI_DevSrv_EnablePin()
The CMAPI_DevSrv_EnablePin() function is used to enable PIN protection.

	Prototype

	
unsigned long  CMAPI_DevSrv_EnablePin  (byte btType, const char * pszPinCode )




	Parameters

	Field Name
	Mode
	Description

	byType
	Input
	The type of the PIN: 0—PIN, 1—PIN2

	pszPinCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.



	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.

	0x02
	Wrong PIN (note : or using a specific pin_get_status function after fatal error…)

	0x03
	PUK needed (note : or using a specific pin_get_status function after fatal error…)

	0x04
	Invalid parameter(s) (note : or using a specific pin_get_status function after fatal error…)



5.X.Y+1 CMAPI_DevSrv_DisablePin()
The CMAPI_DevSrv_DisablePin() function is used to disable PIN protection.

	Prototype

	
unsigned long  CMAPI_DevSrv_DisablePin  (byte btType, const char * pszPinCode )




	Parameters

	Field Name
	Mode
	Description

	byType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	pszPinCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.



	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.



5.X.Y+2 CMAPI_DevSrv_VerifyPin()
The CMAPI_DevSrv_VerifyPin() function is used to verify a PIN.

	Prototype

	
unsigned long  CMAPI_DevSrv_VerifyPin  (byte btType, const char * pszPinCode, byte * pbtRetry )




	Parameters

	Field Name
	Mode
	Description

	byType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	pszPinCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.

	pbtRetry
	Input
	Times to retry PIN code.



	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.



5.X.Y+3 CMAPI_DevSrv_UnblockPin()
The CMAPI_DevSrv_UnblockPin() function is used to unblock a PIN.

	Prototype

	
unsigned long  CMAPI_DevSrv_UnblockPin  (byte btType, const char * pszPuk, const char * pszNewPinCode, byte * pbtRetry )




	Parameters

	Field Name
	Mode
	Description

	byType
	Input
	The type of PUK: 0—PUK, 1—PUK2

	pszPuk
	Input
	PUK code, value '0' ~ '9', 8 digit length.

	pszPinCode
	Input
	New PIN code, value '0' ~ '9', 4-8 digit length.

	pbtRetry
	Input
	Times to retry PIN code.



	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.



5.X.Y+4 CMAPI_DevSrv_ChangePin()
The CMAPI_DevSrv_ChangePin() function is used to change a PIN.

	Prototype

	
unsigned long  CMAPI_DevSrv_ChangePin  (byte btType, const char * pszOldPinCode, const char * pszNewPinCode)




	Parameters

	Field Name
	Mode
	Description

	byType
	Input
	The type of PUK: 0—PUK, 1—PUK2

	pszOldPinCode
	Input
	Old PIN code, value '0' ~ '9', 4-8 digit length.

	pszNewPinCode
	Input
	New PIN code, value '0' ~ '9', 4-8 digit length.



	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.
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