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1 Reason for Change

R03 is based on the comments made during the interim meeting in Vienna
R02 is based on the comments from Gemalto.

R01 is based on the comments received from the Vancouver meeting.
This contribution provides the APIs to implement following requirements in RD.
	Label
	Description
	Release

	CMAPI-PIN-001
	The OpenCMAPI Enabler SHALL support Personal Identification Number (PINs) and Personal Unblocking Key (PUKs) management feature

	1.0

	CMAPI-PIN-002
	The OpenCMAPI Enabler SHALL provide APIs for:

· Enabling and disabling PIN protection

· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-003
	The OpenCMAPI Enabler SHALL provide APIs for:

· Verifying a PIN

· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-004
	The OpenCMAPI Enabler SHALL provide APIs for:

· Unblocking a PIN

· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-005
	The OpenCMAPI Enabler SHALL provide APIs for:

· Changing a PIN

· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-006
	The OpenCMAPI Enabler SHALL provide APIs for:

· Checking current PIN status (ready, not initialised, enabled, disabled, blocked, permanently blocked , unblocked)

· And the corresponding answers from the SIM/R-UIM/NAA on UICC
	1.0

	CMAPI-PIN-007
	The OpenCMAPI Enabler SHALL verify that the CM application provides only digits 0-9 for the PINs/PUKs entry. Any other values shall be prohibited.
	1.0

	CMAPI-PIN-008
	The OpenCMAPI Enabler SHALL verify that the PIN provided by the CM application is any four to eight digits number before sending it to the SIM/R-UIM/NAA on UICC.
	1.0


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.
Detailed Change Proposal

Change 1:  Normative references
2.1
Normative References

	[3GPP TR 21.905]
	“TR 21.905 Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/21_series/21.905/

	[3GPP TS 22.011]
	“TS 22.011 Technical Specification Group Services and System Aspects; Service accessibility”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/22_series/22.011/

	[3GPP TS 22.022]
	“TS 22.022 Technical Specification Group Services and System Aspects; Personalisation of Mobile Equipment (ME), Mobile functionality specification”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/22_series/22.022/

	[3GPP TS 22.030]
	“TS 22.030 Technical Specification Group Services and System Aspects; Man-Machine Interface (MMI) of the User Equipment (UE)”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/22_series/22.030/

	[3GPP TS 24.090]
	“TS 24.090 Technical Specification Group Core Network and Terminals; Unstructured Supplementary Service Data (USSD)”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.090/

	[3GPP TS 31.101]
	“TS 31.101 Technical Specification Group Core Network and Terminals; UICC-terminal interface; Physical and logical characteristics, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.101/ 

	[3GPP TS 31.111]
	“TS 31.111 Technical Specification Group Core Network and Terminals; Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)”, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.111/

	[3GPP TS 31.102]
	“TS 31.102 Technical Specification Smart Cards; Characteristics of the Universal Subscriber Identity Module (USIM) application”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.102/ 

	[3GPP TS 31.103]
	“TS 31.103 Technical Specification Group Core Network and Terminals; Characteristics of the IP Multimedia Services Identity Module (ISIM) application”, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.103/ 

	[3GPP TS 31.111]
	“TS 31.111 Technical Specification Group Core Network and Terminals; Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)”, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.111/

	[3GPP TS 51.011]
	“TS 51.011 Technical Specification Group Terminals; Specification of the Subscriber Identity Module-Mobile Equipment (SIM - ME) interface”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/51_series/51.011/

	[3GPP TS 51.014]
	“TS 51.014 Technical Specification Group Terminals; Specification of the SIM Application Toolkit for the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface (Release 4)”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/51_series/51.014/

	[3GPP2 C.S0023]
	“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0023, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0035]
	“CDMA Card Application Toolkit (CCAT)”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0035, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0065]
	“Cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0065, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0068]
	“ME Personalization for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0068, 
URL: http://www.3gpp2.org/

	[DMClientAPIFw v1.0]
	“Enabler Release for OMA Device Management Client API framework”, OMA-ER-DMClientAPIfw-V1_0, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org/

	[ETSI TR 102 216]
	“TR 102 216 Technical Report Smart Cards; Vocabulary for Smart Card Platform specifications”, v3.0.0, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[ETSI TS 102 221]
	“TS 102 221 Technical Specification, Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[ETSI TS 102 223]
	“TS 102 223 Technical Specification, Smart Cards; Card Application Toolkit (CAT)”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


Change 2:  Definitions
3.2 Definitions

	AID
	Application IDentifier as defined in [ETSI TR 102 216] and specified in [ETSI TS 102 221].

	Cloud Device
	Device that needs to be connected and using online services to be fully functional.

	Connection Manager
	An entity or application that manages different network connections based on user profiles associated with these connections. 

	CSIM
	A CDMA2000 Subscriber Identity Module is an application defined in [3GPP2 C.S0065] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	Device
	A device is composed of one or several modems dealing with connectivity aspects.

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.

	NAA
	Network Access Application as defined in [ETSI TR 102 216]. Examples of NAA on UICC: CSIM, ISIM, USIM.

	Profile/User Profile/Connection Profile
	The term Profile or User Profile or Connection Profile will be used to identify the information needed to establish a connection. There are two types of Connection Profiles: cellular profiles for connection to cellular and Wi-Fi profiles for connection to Wi-Fi.

	Push Service
	A service utilizing PUSH delivery mechanism that enables the mobile device to receive data traffic initiated by a dedicated server.

	R-UIM
	A Removable User Identity Module is a standalone module defined in [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appropriate security.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services provided by 2G mobile networks with the appropriate security.

	UICC
	As defined in [OMA-DICT] and whose interface is specified in [3GPP TS 31.101].

	UIM
	A User Identity Module is a module defined in [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appropriate security. The UIM can either be a removable UIM (R-UIM) or a non-removable UIM.

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.


Change 3:  Abbreviations
3.3
Abbreviations

	OMA
	Open Mobile Alliance

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 2

	AID
	Application IDentifier

	AKA
	Authentication and Key Agreement

	API
	Application Programming Interface

	APN
	Access Point Name

	CDMA
	Code Division Multiple Access

	CHAP
	Challenge Handshake Authentication Protocol

	CM
	Connection Manager

	CSIM
	CDMA2000 Subscriber Identity Module

	DM
	Device Management

	DNS
	Domain Name System

	EAP
	Extensible Authentication Protocol

	EDGE
	Enhanced Data rates for GSM Evolution

	ETSI
	European Telecommunications Standards Institute

	e-UTRAN
	evolved Universal Terrestrial Radio Access Network

	GAN
	Generic Access Network

	GERAN
	GSM EDGE Radio Access Network

	GPRS
	General Packet Radio Service

	GPS
	Global Positioning System

	GSM
	Global System for Mobile communications

	HSPA
	High Speed Packet Access

	ISIM
	IP Multimedia Services Identity Module

	LTE
	Long Term Evolution

	MAC
	Media Access Control

	MMS
	Multimedia Messaging Service

	NAA
	Network Access Application

	NDIS
	Network Driver Interface Specification

	NMEA
	National Marine Electronics Association

	ODM
	Original Device Manufacturer

	OEM
	Original Equipment Manufacturer

	OMA
	Open Mobile Alliance

	OpenCMAPI
	Open Connection Manager (CM) Application Programming Interface (API)

	PAP
	Password Authentication Protocol

	PDN
	Public Data Network

	PIN
	Personal Identification Number

	PLMN
	Public Land Mobile Network

	PRL
	Preferred Roaming List

	PSK
	PreShared Key

	PUK
	Personal Unlocking Key also called UNBLOCK PIN.

	QoS
	Quality of Service

	RAS
	Remote Access Service

	RAT
	Radio Access Technologies

	RFC
	Request For Comments

	RSSI
	Received Signal Strength Indicator

	R-UIM
	Removable User Identity Module

	SIM
	Subscriber Identity Module

	SMS
	Short Message Service

	SMS-C
	Short Message Service Center

	SSID
	Service Set Identifier

	UI
	User Interface

	UICC
	Universal Integrated Circuit card

	UIM
	User Identity Module

	UMA
	Unlicensed Mobile Access

	UMTS
	Universal Mobile Telecommunications System

	USIM
	Universal Subscriber Identity Module

	USSD
	Unstructured Supplementary Service Data

	UTRAN
	Universal Terrestrial Radio Access Network

	VPN
	Virtual Private Network

	WEP
	Wired Equivalent Privacy

	Wi-Fi
	Wireless Fidelity

	WiMAX
	Worldwide Interoperability for Microwave Access

	WISPr
	Wireless Internet Service Provider roaming

	WLAN
	Wireless Local Area Network

	WPA2
	Wi-Fi  Protected Access Version 2

	WPS
	Wireless Protected Setup

	WWAN
	Wireless Wide Area Network


Change 4:  Add the definitions for the following APIs
5.  Application Programming Interfaces (APIs) Design
5.X   PINs/PUKs Management APIs
5.X.Y CMAPI_DevSrv_GetNAA()
The CMAPI_DevSrv_GetNAA() function is used to get all the available NAAs and the corresponding Application labels.
	Prototype

	dword  CMAPI_DevSrv_GetNAAavailable  (
NAAnametype* pstNAAList, dword* dwNAAListsize)




	Parameters

	Field Name
	Mode
	Description

	pstNAAList 
	Output
	
Struct NAAnametype

{

     string * strNAAname
     string * strApplicationLabel
}

The NAA name list 
NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field.
Application Label (see [ETSI TS 102 221]) corresponding to the NAA or empty if SIM or R-UIM or if there is no Application Label available. It is recommended that the length does not exceed 32 bytes.

	
	
	

	dwNAAListsize
	Input/Output
	The number of the array pointed by the pstNAAname, if the pstNAAname is null, this will contains the number of elements in the list  

	
	
	

	
	
	



	
	
	


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.

	0X02
	The size for the pstNNAlist buffer is not sufficient, the dwNAAListsize will contain the number of the elements in the list.


5.X.Y+1 CMAPI_DevSrv_EnablePin()
The CMAPI_DevSrv_EnablePin() function is used to enable PIN protection.
	Prototype

	dword  CMAPI_DevSrv_EnablePin  (byte PinType, const string * pszPinCode , const string* pszNAAname)




	Parameters

	Field Name
	Mode
	Description

	PinType
	Input
	The type of the PIN: 0—PIN, 1—PIN2

	pszPinCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.

	pszNAAname
	Input
	NAA name to indicate which PIN will be operated
NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.
If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.

	0x02
	Wrong PIN (note: or using a specific pin_get_status function after fatal error…)

	0x03
	PIN is blocked. PUK (UNBLOCK PIN) needed (note: or using a specific pin_get_status function after fatal error…)

	0x04
	Invalid parameter(s) (note: or using a specific pin_get_status function after fatal error…)


The [ETSI TS 102 221] Status Words (see the following table as an example) defined for this function shall be available for CM Application developers into the logger:
	Status words (SW1 SW2)
	Description
	ENABLE PIN

	90 00
	
Normal ending of the command
	*

	91 XX
	
Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data
	*

	62 00
	
No information given, state of non volatile memory unchanged
	*

	63 CX
	
Command successful but after using an internal update retry routine 'X' times


Verification failed, 'X' retries remaining (For the VERIFY PIN command, SW1SW2 indicates that the command was successful but the PIN was not correct and there are 'X' retries left. For all other commands it indicates the number of internal retries performed by the card to complete the command.)
	*

	64 00
	
No information given, state of non-volatile memory unchanged
	*

	65 00
	
No information given, state of non-volatile memory changed
	*

	65 81
	
Memory problem
	*

	67 XX
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Wrong length)
	*

	68 00
	
No information given
	*

	68 81
	
Logical channel not supported
	*

	68 82
	
Secure messaging not supported
	*

	69 00
	
No information given
	*

	69 83
	
Authentication/PIN method blocked
	*

	69 84
	
Referenced data invalidated
	*

	69 89
	
Command not allowed - secure channel - security not satisfied
	*

	6A 81
	
Function not supported
	*

	6A 86
	
Incorrect parameters P1 to P2
	*

	6A 88
	
Referenced data not found
	*

	6B 00
	
Wrong parameter(s) P1-P2
	*

	6E 00
	
Class not supported
	*

	6F XX 
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Technical problem, no precise diagnosis)
	*


5.X.Y+2 CMAPI_DevSrv_DisablePin()
The CMAPI_DevSrv_DisablePin() function is used to disable PIN protection.
	Prototype

	dword  CMAPI_DevSrv_DisablePin  (byte PinType, const string * pszPinCode, byte * pbtRetry, const string* pszNAAname )




	Parameters

	Field Name
	Mode
	Description

	PinType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	pszPinCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.

	pbtRetry
	Output
	Number of attempts left

	pszNAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field.


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.

	0x02
	Wrong PIN (note: or using a specific pin_get_status function after fatal error…)

	0x03
	PIN is blocked. PUK (UNBLOCK PIN) needed (note: or using a specific pin_get_status function after fatal error…)


The [ETSI TS 102 221] Status Words (see the following table as an example) defined for this function shall be available for CM Application developers into the logger:
	Status words (SW1 SW2)
	Description
	DISABLE PIN

	90 00
	
Normal ending of the command
	*

	91 XX
	
Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data
	*

	62 00
	
No information given, state of non volatile memory unchanged
	*

	63 CX
	
Command successful but after using an internal update retry routine 'X' times


Verification failed, 'X' retries remaining (For the VERIFY PIN command, SW1SW2 indicates that the command was successful but the PIN was not correct and there are 'X' retries left. For all other commands it indicates the number of internal retries performed by the card to complete the command.)
	*

	64 00
	
No information given, state of non-volatile memory unchanged
	*

	65 00
	
No information given, state of non-volatile memory changed
	*

	65 81
	
Memory problem
	*

	67 XX
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Wrong length)
	*

	68 00
	
No information given
	*

	68 81
	
Logical channel not supported
	*

	68 82
	
Secure messaging not supported
	*

	69 00
	
No information given
	*

	69 83
	
Authentication/PIN method blocked
	*

	69 84
	
Referenced data invalidated
	*

	69 89
	
Command not allowed - secure channel - security not satisfied
	*

	6A 81
	
Function not supported
	*

	6A 86
	
Incorrect parameters P1 to P2
	*

	6A 88
	
Referenced data not found
	*

	6B 00
	
Wrong parameter(s) P1-P2
	*

	6E 00
	
Class not supported
	*

	6F XX 
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Technical problem, no precise diagnosis)
	*


5.X.Y+3 CMAPI_DevSrv_VerifyPin()
The CMAPI_DevSrv_VerifyPin() function is used to verify a PIN.
	Prototype

	dword  CMAPI_DevSrv_VerifyPin  (byte PinType, const string * pszPinCode, byte * pbtRetry,const string* pszNAAname)




	Parameters

	Field Name
	Mode
	Description

	PinType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	pszPinCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.

	pbtRetry
	Output
	Number of attempts left


	pszNAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.

	0x02
	Wrong PIN (note: or using a specific pin_get_status function after fatal error…)

	0x03
	PIN is blocked. PUK (UNBLOCK PIN) needed (note: or using a specific pin_get_status function after fatal error…)


The [ETSI TS 102 221] Status Words (see the following table as an example) defined for this function shall be available for CM Application developers into the logger:
	Status words (SW1 SW2)
	Description
	VERIFY PIN

	90 00
	
Normal ending of the command
	*

	91 XX
	
Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data
	*

	62 00
	
No information given, state of non volatile memory unchanged
	*

	63 CX
	
Command successful but after using an internal update retry routine 'X' times


Verification failed, 'X' retries remaining (For the VERIFY PIN command, SW1SW2 indicates that the command was successful but the PIN was not correct and there are 'X' retries left. For all other commands it indicates the number of internal retries performed by the card to complete the command.)
	*

	64 00
	
No information given, state of non-volatile memory unchanged
	*

	65 00
	
No information given, state of non-volatile memory changed
	*

	65 81
	
Memory problem
	*

	67 XX
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Wrong length)
	*

	68 00
	
No information given
	*

	68 81
	
Logical channel not supported
	*

	68 82
	
Secure messaging not supported
	*

	69 00
	
No information given
	*

	69 83
	
Authentication/PIN method blocked
	*

	69 84
	
Referenced data invalidated
	*

	69 89
	
Command not allowed - secure channel - security not satisfied
	*

	6A 81
	
Function not supported
	*

	6A 86
	
Incorrect parameters P1 to P2
	*

	6A 88
	
Referenced data not found
	*

	6B 00
	
Wrong parameter(s) P1-P2
	*

	6E 00
	
Class not supported
	*

	6F XX 
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Technical problem, no precise diagnosis)
	*


5.X.Y+4 CMAPI_DevSrv_UnblockPin()
The CMAPI_DevSrv_UnblockPin() function is used to unblock a PIN.
	Prototype

	dword  CMAPI_DevSrv_UnblockPin  (byte PukType, const string * pszPuk, const string * pszNewPinCode, byte * pbtRetry, const string* pszNAAname)




	Parameters

	Field Name
	Mode
	Description

	PukType
	Input
	The type of PUK: 0—PUK, 1—PUK2

	pszPuk
	Input
	PUK code, value '0' ~ '9', 8 digit length.

	pszPinCode
	Input
	New PIN code, value '0' ~ '9', 4-8 digit length.

	
pbtRetry
	Output
	
Number of attempts left


	pszNAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.

	0x02
	Wrong PUK (note: or using a specific pin_get_status function after fatal error…)

	0x03
	PUK (UNBLOCK PIN) blocked.


The [ETSI TS 102 221] Status Words (see the following table as an example) defined for this function shall be available for CM Application developers into the logger:

	Status words (SW1 SW2)
	Description
	UNBLOCK PIN

	90 00
	
Normal ending of the command
	*

	91 XX
	
Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data
	*

	62 00
	
No information given, state of non volatile memory unchanged
	*

	63 CX
	
Command successful but after using an internal update retry routine 'X' times


Verification failed, 'X' retries remaining (For the VERIFY PIN command, SW1SW2 indicates that the command was successful but the PIN was not correct and there are 'X' retries left. For all other commands it indicates the number of internal retries performed by the card to complete the command.)
	*

	64 00
	
No information given, state of non-volatile memory unchanged
	*

	65 00
	
No information given, state of non-volatile memory changed
	*

	65 81
	
Memory problem
	*

	67 XX
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Wrong length)
	*

	68 00
	
No information given
	*

	68 81
	
Logical channel not supported
	*

	68 82
	
Secure messaging not supported
	*

	69 00
	
No information given
	*

	69 83
	
Authentication/PIN method blocked
	*

	69 84
	
Referenced data invalidated
	*

	69 89
	
Command not allowed - secure channel - security not satisfied
	*

	6A 81
	
Function not supported
	*

	6A 86
	
Incorrect parameters P1 to P2
	*

	6A 88
	
Referenced data not found
	*

	6B 00
	
Wrong parameter(s) P1-P2
	*

	6E 00
	
Class not supported
	*

	6F XX 
	
The interpretation of this status word is command dependent, except for SW2 = '00' (Technical problem, no precise diagnosis)
	*


5.X.Y+5 CMAPI_DevSrv_ChangePin()
The CMAPI_DevSrv_ChangePin() function is used to change a PIN.
	Prototype

	dword  CMAPI_DevSrv_ChangePin  (byte PinType, const string * pszOldPinCode, const string * pszNewPinCode, byte * pbtRetry, const string* pszNAAname)




	Parameters

	Field Name
	Mode
	Description

	PinType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	pszOldPinCode
	Input
	Old PIN code, value '0' ~ '9', 4-8 digit length.

	pszNewPinCode
	Input
	New PIN code, value '0' ~ '9', 4-8 digit length.

	pbtRetry
	Output
	Number of attempts left

	pszNAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.

	0x02
	Wrong Old PIN (note: or using a specific pin_get_status function after fatal error…)

	0x03
	Old PIN is blocked. PUK (UNBLOCK PIN) needed (note: or using a specific pin_get_status function after fatal error…)


The [ETSI TS 102 221] Status Words (see the following table as an example) defined for this function shall be available for CM Application developers into the logger:

	Status words (SW1 SW2)
	Description
	CHANGE PIN

	90 00
	
Normal ending of the command
	*

	91 XX
	
Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data
	*

	62 00
	
No information given, state of non volatile memory unchanged
	*

	63 CX
	
Command successful but after using an internal update retry routine 'X' times


Verification failed, 'X' retries remaining (For the VERIFY PIN command, SW1SW2 indicates that the command was successful but the PIN was not correct and there are 'X' retries left. For all other commands it indicates the number of internal retries performed by the card to complete the command.)
	*

	64 00
	
No information given, state of non-volatile memory unchanged
	*

	65 00
	
No information given, state of non-volatile memory changed
	*

	65 81
	
Memory problem
	*

	67 XX
	
The interpretation of this status word is command dependent, except for SW2 = '00' (67 00: Wrong length)
	*

	68 00
	
No information given
	*

	68 81
	
Logical channel not supported
	*

	68 82
	
Secure messaging not supported
	*

	69 00
	
No information given
	*

	69 83
	
Authentication/PIN method blocked
	*

	69 84
	
Referenced data invalidated
	*

	69 89
	
Command not allowed - secure channel - security not satisfied
	*

	6A 81
	
Function not supported
	*

	6A 86
	
Incorrect parameters P1 to P2
	*

	6A 88
	
Referenced data not found
	*

	6B 00
	
Wrong parameter(s) P1-P2
	*

	6E 00
	
Class not supported
	*

	6F XX 
	
The interpretation of this status word is command dependent, except for SW2 = '00' (6F 00: Technical problem, no precise diagnosis)
	*


5.X.Y+6 CMAPI_Callback_PinPukStatus()
The CMAPI_Callback_PinPukStatus() function is used to return the status of the PINs/PUKs for all active NAAs as soon as the status changes by any OpenCMAPI applications or any other applications.
	Prototype

	qword  CMAPI_Callback_PinPukStatus  (PinPukStatustype * PinPukStatusList)



	Parameters

	Field Name
	Mode
	Description

	PinPukStatusList
	Input
	Struct PinPukStatustype
{

string * pNAAname

byte * pStatus
byte * pPIN 1 retry attempts left.
byte * pPUK 1 retry attempts left.

byte * pPIN 2 retry attempts left.

byte * pPUK 2 retry attempts left.

}

NAA name of an active NAA.
NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field.


	
	Input
	pStatus: The status of the PINs/PUKs. The field is a binary bitmask and MAY indicate multiple values.

· Bit 8 to Bit 1

· XXXXXXX0: PIN 1 not verified (PIN 1 lock feature disabled)
· XXXXXXX1: PIN 1 verified (PIN 1 lock feature enabled)
· XXXXXX0X: PIN 1 disabled
· XXXXXX1X: PIN 1 enabled
· XXXXX0XX: PIN 1 blocked
· XXXXX1XX: PIN 1 unblocked
· XXXX0XXX: PUK 1 blocked

· XXXX1XXX: PUK 1 unblocked
· XXX0XXXX: PIN 2 not verified (PIN 2 lock feature disabled)

· XXX1XXXX: PIN 2 verified (PIN 2 lock feature enabled)

· XX0XXXXX: PIN 2 disabled

· XX1XXXXX: PIN 2 enabled

· X0XXXXXX: PIN 2 blocked

· X1XXXXXX: PIN 2 unblocked
· 0XXXXXXX: PUK 2 blocked

· 1XXXXXXX: PUK 2 unblocked
byte * PIN 1 retry attempts left (in decimal format).

byte * PUK 1 retry attempts left (in decimal format).
byte * PIN 2 retry attempts left (in decimal format).
byte * PUK 2 retry attempts left (in decimal format).


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


In addition, there is a need to complete the 5.X.Y CMAPI_Callback_Register() function.
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