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1 Reason for Change

R01 is taking into account comments made during the conf call the 2nd of November 2011.
This contribution provides the APIs to implement following requirements in RD.

6.7
	Label
	Description
	Release

	CMAPI-WIFI-001
	The OpenCMAPI Enabler SHALL provide a function call to query whether the device is supporting Wi-Fi functionality or not.
	1.0

	CMAPI-WIFI-002
	The OpenCMAPI Enabler SHALL be able to enable/disable Wi-Fi radio on the device.
	1.0

	CMAPI-WIFI-003
	The OpenCMAPI Enabler SHALL provide a function call to query if Wi-Fi functionality is enabled or disabled.
	1.0

	CMAPI-WIFI-004
	The OpenCMAPI Enabler SHALL be configured to use the operator defined list of preferred SSID preconfigured in the device and/or the WSID (WLAN Specific Identifier) list in accordance with [3GPP TS 24.234] if present in the SIM/RUIM/NAA on UICC
	1.0

	CMAPI-WIFI-005
	The OpenCMAPI Enabler SHALL be able to manage Wi-Fi profile with the following fields:

· SSID

· Secured Network or OPEN Network (Open is referring to a non secured network)

· Security or authentication mechanism used

· Associated security Key if relevant
	1.0

	CMAPI-WIFI-006
	The OpenCMAPI Enabler SHALL be able to support and identify two types of Wi-Fi Network:

· Known networks which are prelisted by the operator or that have already been used/predefined by the user

· Unknown networks
	1.0

	CMAPI-WIFI-007
	The OpenCMAPI Enabler SHALL be able to access/scan to the list of available SSID and provide the type of Wi-Fi network (ex: unknown detected networks…),
	1.0

	CMAPI-WIFI-008
	The OpenCMAPI Enabler SHALL be able to force the association on a SSID, visible or not.
	1.0

	CMAPI-WIFI-009
	The OpenCMAPI Enabler SHALL be capable of storing several Wi-Fi profiles
	1.0

	CMAPI-WIFI-010
	The OpenCMAPI Enabler SHALL be able to add a Wi-Fi profile.
	1.0

	CMAPI-WIFI-011
	The OpenCMAPI Enabler SHALL be able to modify or delete only Wi-Fi profile that are not predefined by the operator.
	1.0

	CMAPI-WIFI-012
	The OpenCMAPI Enabler SHALL provide a function call to connect/disconnect to/from an Wi-Fi access point
	1.0

	CMAPI-WIFI-013
	The OpenCMAPI Enabler SHALL be able to listen to the Wi-Fi events:

· new available network 

· loss of network

· association successful on a dedicated SSID

· failure such as authentication failure, failure getting an IP address
	1.0

	CMAPI-WIFI-014
	The OpenCMAPI Enabler SHALL support automatic and manual connection modes.
	1.0

	CMAPI-WIFI-015
	The OpenCMAPI Enabler SHALL allow the user or the application using the Open CMAPI to connect to Known network or Unknown network manually.
	1.0

	CMAPI-WIFI-016
	The OpenCMAPI Enabler SHALL allow the user or the application using the Open CMAPI to connect automatically only to Known networks.
	1.0

	CMAPI-WIFI-017
	The OpenCMAPI Enabler SHALL be able to read/modify settings of the Wi-Fi  profile: 

· automatic or manual mode, 

· association priorities

· list of the favourite networks which are associated
	1.0

	CMAPI-WIFI-018
	The OpenCMAPI Enabler SHALL be able to access the detailed information of SSID, at least including :

· SSID 

· Signal strength per SSID (active or inactive SSID)

· Security or authentication mechanism used

· Known network or Unknown network
	1.0

	CMAPI-WIFI-019
	The OpenCMAPI Enabler SHALL provide a function to reset the WLAN device
	1.0

	CMAPI-WIFI-020
	If the Flight Mode is enabled, the OpenCMAPI enabler SHALL disable Wi-Fi activities.
	1.0

	CMAPI-WIFI-021
	The OpenCMAPI Enabler SHALL be able to access the information of Wi-Fi connection which is currently used. At least the following information shall be included:

· IP address

· MAC address

· Subnet address

· HTTP Proxy
	1.0

	CMAPI-WIFI-022
	The OpenCMAPI Enabler SHALL SHOULD be able to support the modification of Wi-Fi connection information, including at least: IP address, Subnet address and/or HTTP Proxy. An access control policy mechanism SHALL be put in place to protect the access to this feature.
	1.0


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add the definitions for the following APIs
5.  Application Programming Interfaces (APIs) Design
5.X   WLAN APIs
5.X.Y WLAN Network Security
	Definition WLAN Network Security

	This prototype defines an enumeration of security types for WLAN.


	Security Type
	
	                       The following security types are supported:

· 0x00000001: Open (no security)

· 0x00000002: WEP

· 0x00000004: WPA

· 0x00000008: WPA2

· 0x00000010: WPA_ENTERPRISE

· 0x00000020: WPA2_ENTERPRISE


5.X.Y WLAN Network
	Definition WLAN Network

This prototype defines a structure which describes a WLAN network

	Field Name
	Type
	Description

	pSSID
	String*
	                       The service set identifier

	pBSSID
	String*
	The basic service set identifier

	pFriendlyName
	String*
	A name used to identify this network.

	security
	dword
	The type(s) of security used for this network. See WLAN Network Security.

	mode
	dword
	Specifies if the network can be automatically connected if located.

· 0x00000000: Manual

· 0x00000001: Automatic

	hidden
	dword
	Specifies if the SSID is being actively broadcast

· 0x00000000: SSID is broadcast

· 0x00000001: SSID is hidden

	pKey
	String*
	Optional – This is only needed for items requiring a static key like WEP and PSK.


5.X.Y Located WLAN Network
	Definition Located WLAN Network

This prototype defines a structure which describes a WLAN network

	Field Name
	Type
	Description

	pNetwork
	WLAN Network*
	                       Please see WLAN Network

	rssi
	dword
	The signal strength in dBm

	known
	dword
	Identifies if this is a known network

· 0x00000000: Unknown

· 0x00000001: Known


5.X.Y WLAN Radio State

	Definition WLAN Radio State

	This prototype defines an enumeration of radio states for WLAN.



	Radio State
	
	                       The following radio states are supported:

· 0x00000001: Radio On (Full Power)

· 0x00000002: Radio On (Power Saving)- Optional

· 0x00000003: Radio Off (device still powered on)

· 0x00000004: Radio Off (Device Off including hardware switch)


5.X.Y WLAN Connected Parameters
	Definition Located WLAN Network

This prototype defines a structure which describes an existing WLAN network connection

	Field Name
	Type
	Description

	pIPAddress
	string*
	                       The IP Address

	pSubnetMask
	string*
	The subnet mask

	pHttpProxy
	string*
	The Http proxy.


5.X.Y CMAPI_WLAN_IsSupported()
The CMAPI_WLAN_IsSupported() function is used to determine if WLAN functionality is supported
	Prototype

	dword  CMAPI_WLAN_IsSupported  (dword* pStatus )



	Parameters

	Field Name
	Mode
	Description

	pStatus
	output
	                       Indicates WLAN support

0x00000001: WLAN Supported

0x00000002: WLAN NOT supported


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_WLAN_GetRadioState()

The CMAPI_WLAN_GetRadioState() function is used to retrieve WLAN radio state.
	Prototype

	dword  CMAPI_WLAN_GetRadioState  (dword pHandle, WLAN Radio State* pState )



	Parameters

	Field Name
	Mode
	Description

	pHandle
	input
	                      The device targeted

	pState
	output
	See WLAN Radio State


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_WLAN_SetRadioState()
The CMAPI_WLAN_SetRadioState() function is used to set  if WLAN functionality is supported
	Prototype

	dword  CMAPI_WLAN_SetRadioState  (dword pHandle, dword state )



	Parameters

	Field Name
	Mode
	Description

	pHandle
	input
	                      The device targeted

	state
	input
	See WLAN Radio State


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	Requested state is not supported.


5.X.Y CMAPI_WLAN_AddKnownNetwork()
The CMAPI_WLAN_AddKnownNetwork() function is used to add a network to the known network list.
	Prototype

	dword  CMAPI_WLAN_AddKnownNetwork  (dword index, WLANNetwork* pNetwork )



	Parameters

	Field Name
	Mode
	Description

	index
	input
	                       The zero based index which describes the position of the network in the known

networks list. Any existing subsequent entry will have their previous index adjusted to be one larger.

	pNetwork
	Input
	The network to add to the known networks list.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	The specified index is to large and would leave a gap in the known networks list

	0x00000003
	Index is not valid for user defined networks. Please try a higher index.


5.X.Y CMAPI_WLAN_UpdateKnownNetwork()
The CMAPI_WLAN_UpdateKnownNetwork() function is used to update an existing known network record.
	Prototype

	dword  CMAPI_WLAN_UpdateKnownNetwork  (dword index, WLANNetwork* pNetwork)



	Parameters

	Field Name
	Mode
	Description

	index
	Input
	The zero based index which describes the position of the network in the known

networks list.

	pNetwork
	Input
	The updated network info to reside at the index in the known networks list.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	No record exists at the specified index.

	0x00000003
	Predefined networks are not able to be modified.


5.X.Y CMAPI_WLAN_DeleteKnownNetwork()
The CMAPI_WLAN_DeleteKnownNetwork() function is used to remove the entry from the known networks list at the specified index.
	Prototype

	dword  CMAPI_WLAN_DeleteKnownNetwork  (dword index)



	Parameters

	Field Name
	Mode
	Description

	index
	input
	                       The index of the record to remove from the known networks list. Any

subsequent records will have their index decremented.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	No network exists at the specified index.

	0x00000003
	Predefined networks are not able to be modified


5.X.Y CMAPI_WLAN_GetKnownNetwork()
The CMAPI_WLAN_GetKnownNetwork() function is used to retrieve the known network record information
	Prototype

	dword  CMAPI_WLAN_GetKnownNetwork  (dword index, WLANNetwork* pNetwork, dword* pSize)



	Parameters

	Field Name
	Mode
	Description

	index
	Input
	                       The index of the known network to retrieve.

	pNetwork
	Output
	The known network record.

	pSize
	Input/output
	The size of the structure WLAN network structure


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	No network exists at the specified index.

	0x00000003
	The size of the network structure is not large enough pSize contains the minimum size required.


5.X.Y CMAPI_WLAN_GetScanResults()
The CMAPI_WLAN_GetScanResults() function is used to retrieve the list of available WLAN networks. Invoking this call does not force an operation on the device like scanning, it simply retrieves the most recent scan list.
	Prototype

	dword  CMAPI_WLAN_GetScanResults  (WLANNetwork* pScanList, dword* pSize, dword* pNetworks)



	Parameters

	Field Name
	Mode
	Description

	pScanList
	Output
	                       The buffer to hold the scan list entry

	pSize
	Input/Output
	Contains the number of bytes of the network buffer on input. If buffer size is not sufficient, this will contain the number of bytes needed in the structure on return.

	pNetworks
	Output
	The number of entries in the scan list


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	The buffer is insufficient. pSize contains the minimum number of bytes necessary to hold the scan list.

	0x00000003
	The scan list buffer is not large enough, pSize contains the minimum size required.


5.X.Y CMAPI_WLAN_Scan()
The CMAPI_WLAN_Scan() function is used to initiate a scan for WLAN networks. This initiates an asynchronous process to discover networks. This operation occurs asynchronously.
	Prototype

	dword  CMAPI_WLAN_Scan  (Method callback)



	Parameters

	Field Name
	Mode
	Description

	callback
	Input
	                       The method to be invoked when the scan operation completes.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_WLAN_Connect()
The CMAPI_WLAN_Connect() function is used to connect to a WLAN network. This operation occurs asynchronously.
	Prototype

	dword  CMAPI_WLAN_Connect  (WLANNetwork* pNetwork, dword associationTimeout, dword grantTimeout, Method callback )



	Parameters

	Field Name
	Mode
	Description

	pNetwork
	Input
	                       Specifies the network to connect.

	associationTimeout
	Input
	Specifies the number of milliseconds to allow an association to the network to be setup before reporting failure.

	grantTimeout
	Input
	Specifies the number of milliseconds to allow a DHCP operation to proceed before reporting failure.

	callback
	Input
	The method to call with the connection status


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_WLAN_ConnectKnownNetwork()
The CMAPI_WLAN_ConnectKnownNetwork() function is used to connect to a WLAN network in the known networks list. This operation occurs asynchronously.
	Prototype

	dword  CMAPI_WLAN_ConnectKnownNetwork  (dword index, dword associationTimeout, dword grantTimeout, Method callback )



	Parameters

	Field Name
	Mode
	Description

	index
	input
	                       The index of the network in the known networks list

	associationTimeout
	Input
	Specifies the number of milliseconds to allow an association to the network to be setup before reporting failure.

	grantTimeout
	Input
	Specifies the number of milliseconds to allow a DHCP operation to proceed before reporting failure.

	callback
	Input
	The method to call with the connection status


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	The index does not reference a valid known network.


5.X.Y CMAPI_WLAN_Disconnect()
The CMAPI_WLAN_Disconnect() function is used to disconnect any connected WLAN network.
	Prototype

	dword  CMAPI_WLAN_Disconnect  ( )



	Parameters

	Field Name
	Mode
	Description

	
	
	




	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	There is no existing WLAN connection


5.X.Y CMAPI_WLAN_GetConnectionMode()
The CMAPI_WLAN_GetConnectionMode() function is used to determine if connectivity is being actively sought by the enabler or if manual connection requests are required.
	Prototype

	dword  CMAPI_WLAN_GetConnectionMode  (dword* pMode )



	Parameters

	Field Name
	Mode
	Description

	pMode
	output
	                       Indicates connectivity mode.
0x00000001: Auto connect to known networks
0x00000002: Manual connect (known and unknown networks)
0x00000003: Manual connect (only to known networks – subject to some policies)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_WLAN_SetConnectionMode()
The CMAPI_WLAN_SetConnectionMode() function is used to change the connectivity mode. Changing connectivity mode will not affect any established connection.
	Prototype

	dword  CMAPI_WLAN_SetConnectionMode  (dword mode )



	Parameters

	Field Name
	Mode
	Description

	mode
	input
	                       Indicates connectivity mode.

0x00000001: Auto connect to known networks

0x00000002: Manual connect

	
	
	0x00000003: Manual connect (only to known networks)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	Security mode does not allow connectivity to unknown networks.


5.X.Y CMAPI_WLAN_ResetDevice()
The CMAPI_WLAN_ResetDevice() function is used to reset the device. This causes the device to be power cycled.
	Prototype

	dword  CMAPI_WLAN_ResetDevice  (dword pHandle)



	Parameters

	Field Name
	Mode
	Description

	pHandle
	input
	                      The device targeted


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_WLAN_GetConnectedParameters()
The CMAPI_WLAN_GetConnectedParameters() function is used to retrieve values related to the associated network.
	Prototype

	dword  CMAPI_WLAN_GetConnectedParameters  (WLANConnectedParameters* pParameters, dword* pParametersSize, string* pMacAddress, dword* pMacAddressSize )



	Parameters

	Field Name
	Mode
	Description

	pParameters
	Output
	                      The ip address, mask, proxy information

	pParametersSize
	Input/Output
	The size of the pParameters buffer in bytes

	pMacAddress
	Output
	The physical address of the access point

	pMacAddressSize
	Input/Output
	The size of the pMacAddress buffer in bytes


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	The pParameters buffer is not large enough. pParametersSize contains the minimum buffer length required.

	0x00000003
	The pMacAddress buffer is not large enough. pMacAddressSize contains the minimum buffer length required.


5.X.Y CMAPI_WLAN_SetConnectedParameters()
The CMAPI_WLAN_SetConnectedParameters() function is used to set various attributes of an existing connection.
	Prototype

	dword  CMAPI_WLAN_ SetConnectedParameters (WLANConnectedParameters* pParameters)



	Parameters

	Field Name
	Mode
	Description

	pParameters
	Input
	The parameters to set.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	Operation is prohibited by security policy.


5.X.Y CMAPI_WLAN_CancelOperation()
The CMAPI_WLAN_ CancelOperation () function is used to cancel any pending operation like connect or scan.

	Prototype

	dword  CMAPI_WLAN_ CancelOperation ()



	Parameters

	Field Name
	Mode
	Description

	None
	
	


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	No pending operation.


5.X.Y CMAPI_Callback_ScanComplete()
The CMAPI_Callback_ScanComplete() function is used to that a scan for WLAN networks has completed.
	Prototype

	dword  CMAPI_Callback_ScanComplete  (dword networks)



	Parameters

	Field Name
	Mode
	Description

	networks
	Input
	The number of networks in the current scan list.


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_Callback_WLANNewAvailableNetwork()
The CMAPI_Callback_WLANNewAvailableNetwork() function is used notify that a new network has been discovered.
	Prototype

	dword  CMAPI_Callback_WLANNewAvailableNetwork  (WLANNetwork* pNetwork, dword availableNetworks)



	Parameters

	Field Name
	Mode
	Description

	pNetwork
	Input
	The new network which has been located. Please see WLANNetwork

	availableNetworks
	Input
	The current number of networks in the scan list.


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_Callback_WLANNetworkDisconnected()
The CMAPI_Callback_WLANNetworkDisconnected() function is used communicate that a previously connected network has become unavailable and the WLAN device has transitioned to an unconnected state.
	Prototype

	dword  CMAPI_Callback_WLANNetworkDisconnected  ()



	Parameters

	Field Name
	Mode
	Description

	None
	
	


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_Callback_WLANConnectProgress()
The CMAPI_Callback_WLANConnectProgress() function is used communicate status as a WLAN connection is attempted.
	Prototype

	dword  CMAPI_Callback_WLANConnectProgress  (WLANNetwork* pNetwork, dword status)



	Parameters

	Field Name
	Mode
	Description

	pNetwork
	Input
	The network which this network applies to.

	status
	Input
	The status of the connection attempt:

0x00000000: Connection attempt starting
0x00000001: Attempting association

0x00000002: Association failed

0x00000003: Attempting authentication

0x00000004: Authentication failed

0x00000005: Requesting IP address

0x00000006: IP grant failed

0x00001000: Connection complete


	Return Values

	Value
	Description

	0X00
	The function succeeded. 

	0X01
	A fatal error has occurred. Consult the logger for details.


Action: To add an editor note to align the callbacks in one callback. + to do this action
Change 2:  
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