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1 Reason for Change

This contribution provides the APIs to implement following requirements in RD.

 The italicised requirements are not discussed in this document since they are contained in other TS contributions or it is not possible to address them here.
6.1.1

	Label
	Description
	Release

	CMAPI-SEC-001
	The OpenCMAPI Enabler SHALL support PINs/PUKs management
	1.0

	CMAPI-SEC-002
	The OpenCMAPI Enabler SHALL protect against potential security threats
	1.0

	CMAPI-SEC-003
	The OpenCMAPI enabler SHALL NOT support functions accessing to the UICC equivalent to following AT commands (Connected SIM) +CSIM.
	1.0

	CMAPI-SEC-004
	The OpenCMAPI Enabler SHALL support WPS with both PIN & Push-Button methods for 802.11b/g/n.
	1.0


6.1.1.1

	Label
	Description
	Release

	CMAPI-AUT-001
	The OpenCMAPI Enabler SHALL offer selectable authentication mechanisms for Cellular at least:

· PAP

· CHAP

· Automatic
	1.0

	CMAPI-AUT-002
	The OpenCMAPI Enabler SHALL support EAP SIM authentication in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-003
	The OpenCMAPI Enabler SHALL support EAP AKA authentication in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-004
	The OpenCMAPI Enabler SHALL support WPA-PSK and WPA2-PSK authentication of WLAN network.
	1.0


6.1.1.2

	Label
	Description
	Release

	CMAPI-AUTH-001
	The OpenCMAPI enabler SHALL support the authorization of the mobile users and/or an application when authenticated using authentication mechanisms, including EAP SIM, EAP AKA, WPA-PSK and WPA2-PSK.
	1.0


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add the definitions for the following APIs
5.  Application Programming Interfaces (APIs) Design
5.X   Security and Concurrency APIs
5.X.Y CMAPI_Api_Open()
The CMAPI_Api_Open() function is used to initialize the OpenCMAPI and also initialize the security context. The security request and response arguments are intentionally unspecified. This allows the OpenCMAPI implementations an opportunity to implement innovative and value added security models.
	Prototype

	dword  CMAPI_Api_Open  (dword accessLevel, byte* pSecurityRequest, dword requestSize, byte* pSecurityContext, dword* pSecurityContextSize )



	Parameters

	Field Name
	Mode
	Description

	accessLevel
	Input
	The access level requested:

· 0x00000001 – Connection Manager

· 0x00000002 – Non Connection Manager

· 0xF??????? – Reserved for proprietary access level implementation.

	pSecurityRequest
	Input
	                       The represents a proprietary means of identification and credential 

presentation to the OpenCMAPI implementation. Each OpenCMAPI vendor is able to customize the type and amount of data to be submitted.

	requestSize
	Input
	The size in bytes of the security request structure.

	pSecurityContext
	Output
	This is a buffer that the OpenCMAPI implementation returns in order to authenticate itself in future requests.

	pSecurityContextSize
	Input/Output
	Contains the size in bytes of the security response buffer.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded and the caller as been successfully authenticated.

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	The response buffer is not large enough. pResponseSize contains the minimum number of bytes required.

	0x00000003
	The authentication has been denied. Please seek proper credentials for your access level.

	0x00000004
	The security request was malformed. Please consult vendor materials and/or output log.


5.X.Y CMAPI_Api_Close()
The CMAPI_Api_Close() function is used to deallocate any internal API structures and also the security context.
	Prototype

	dword  CMAPI_Api_Close  (byte* pSecurityContext, dword securityContextSize)



	Parameters

	Field Name
	Mode
	Description

	pSecurityContext
	Input
	                       This is populated from the Api_Open function

	securityContextSize
	Input
	The size in bytes of the security context.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


Change 2:  Add the following parameters to all sensitive methods which should be secured.
This should be all OpenCMAPI methods.
	Parameters

	Field Name
	Mode
	Description

	pSecurityContext
	Input
	                       This is populated from the Api_Open function response.

	securityContextSize
	Input
	The size in bytes of the security context.


	Return Values

	Value
	Description

	0X000000??
	The security context does not provide privilege to utilize this functionality


Change 3:  Add the following return codes to all sensitive OpenCMAPI methods to support concurrency.
The following change is requested to all operations which interact with the actual device or with any shared data the OpenCMAPI may maintain between operations requested between 2 applications. This is certainly any connect, disconnect, power change.

	Return Values

	Value
	Description

	0X000000??
	The requested operation cannot currently be completed because another application is currently performing the same operation.


Change 4:  Add the definitions for the following APIs
5.X.Y CMAPI_WLAN_ConnectWPS()
The CMAPI_WLAN_ConnectWPS() function is used to initiate a connection with the WPS button push method.
	Prototype

	dword  CMAPI_WLAN_ConnectWPS  ( dword* pHandle, Method callback )



	Parameters

	Field Name
	Mode
	Description

	pHandle
	Input
	The device targeted.

	callback
	Input
	                       The WLANConnectProgress callback to invoke as the connection is proceeding


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.


5.X.Y CMAPI_WLAN_ConnectPinWPS()
The CMAPI_WLAN_ConnectPinWPS() function is used to initiate a connection with the WPS pin method.
	Prototype

	dword  CMAPI_WLAN_ConnectPinWPS  (dword* pHandle, byte* pPin, dword length, Method callback )



	Parameters

	Field Name
	Mode
	Description

	pHandle
	Input
	The device targeted.

	pPin
	Input
	                       The pin entered by the user in hexadecimal.

	length
	Input
	The length of the pin provided in bytes.

	callback
	Input
	The WLANConnectProgress callback to invoke as the connection is proceeding.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0x00000002
	The pin was malformed or incorrect size


	Definition EAP Types

	This prototype defines an enumeration of security types for EAP.


	Security Type
	
	                       The following security types are supported:

· 0x00000000: Not used.

· 0x00000004: MD5-Challenge

· 0x00000006: Generic Token Card (GTC)

· 0x00000013: EAP-TLS

· 0x00000017: LEAP

· 0x00000018: EAP SIM

· 0x00000021: EAP TTLS

· 0x00000023: EAP AKA

· 0x00000025: PEAP

· 0x00000026: EAP MS-CHAP-V2

· 0x00000043: EAP-FAST


5.X.Y WLAN Network

Extend the following definition to include EAP definitions.
	Definition WLAN Network

This prototype defines a structure which describes a WLAN network

	Field Name
	Type
	Description

	eapType
	dword
	Optional - The type of EAP used by the network.

	pEap
	byte*
	Optional - The EAP definition. This is a proprietary format implementation.

	pEapSize
	dword
	Contains the length in bytes of the EAP configuration. If not used should be set to “0”.
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