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1 Reason for Change

This CR proposes resolutions for the following OpenCMAPI CONRR comments:
	D195
	2011.12.21
	T
	5.12.1, 5.12.2, 5.12.3, 5.12.4, 5.12.5
	Source: Gemalto

Form: doc#0118R01
Comment: all notes in Return Values Descriptions (“note: or using a specific pin_get_status function after fatal error…”) are not clear enough.

Proposed Change: remove the notes or clarify them.
	Status: OPEN
F2F Barcelona 21/02/12 – CR0037 covering this comment expected


Answer: Notes Removed (as part of the Return Values & Error Codes) – see change 1

	D196
	2011.12.21
	T
	5.12.2
	Source: Gemalto

Form: doc#0118R01
Comment: The number of attempts left shall be also present for the CMAPI_DevSrv_EnablePin().

Proposed Change: 

add the output field pbtRetry in the CMAPI_DevSrv_EnablePin() function as it is already done for the other functions of this chapter.
	Status: OPEN 

F2F Barcelona 21/02/12 – CR0037 covering this comment expected


Answer: pRetry added – see change 1

	D197
	2011.12.21
	E
	5.12.2 & others
	Source: Smith Micro

Form: OMA-CONR-2011-0146

Comment: Status words table is duplicated multiple places.

Proposed Change: Move the definition to central location and reference it.
	Status: OPEN

Move definition to central part accordingly to doc#OpenCMAPI-2012-0008R01 but not referenced

+ (comments from Gemalto on R&A 20/01):

Gemalto disagrees to remove the sentence: "The [ETSI TS 102 221] Status Words (see the following table as an example) defined for this function shall be available for CM Application developers into the logger:" from chapters 5.12.2, 5.12.3, 5.12.4, 5.12.5, 5.12.6. We shall keep it and change it in: "The [ETSI TS 102 221] Status Words (see the table in §5.3.9 as an example) defined for this function shall be available for CM Application developers into the logger." 

F2F Barcelona 21/02/12 – CR0037 covering this comment expected




Answer: Status words moved to section 9 - Return Values & Error Codes – see changes 2 & 3

	D198
	2011.12.20
	Q
	5.12.3
	Source: NEC
Form: doc#CONR-2011-0141

Comment: 

Why do we need parameter ‘pbtRetry’ in the case of disabling PIN protection? I would say that it is enough to have it in ‘...VerifyPIN’ function only. 

Proposed Change:  

Remove parameter ‘pbtRetry’ from this function.    
	Status: OPEN

F2F Barcelona 21/02/12 – CR0037 covering this comment expected


Answer: pRetry is absolutely needed because it is decremented in the case the PIN presented to disable the PIN is a wrong PIN – propose to keep it

	D199
	2011.12.20
	E/Q
	5.12.2/5.12.3/5.12.4/5.12.5/5.12.6
	Source: NEC
Form: doc#CONR-2011-0141

Comment: 

Why do we need the example table from ETSI [ETSI TS 102 221] in all cases separately. We could insert this table in the Annex somewhere and just refer to it.  

Proposed Change:  

Remove the table and insert in the Annex and just refer to it whenever is applicable    
	Status: OPEN

See resolution D197

F2F Barcelona 21/02/12 – CR0037 covering this comment expected


Answer: Status words moved to section 9 - Return Values & Error Codes – see changes 2 & 3
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR and close the comments D195, D196, D197, D198 & D199.

6 Detailed Change Proposal

Change 1:  Modify PIN/PUK managements functions
7.9.2 CMAPI_DevSrv_GetNAAavailable()
The CMAPI_DevSrv_GetNAAavailable() function is used to get all the available NAAs and the corresponding Application labels.
	Prototype

	dword  CMAPI_DevSrv_GetNAAavailable (dword deviceID, NAAnametype* pNAAList, dword* NAAListsize)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pNAAList
	Output
	Struct NAAnametype

{

     UTF8* NAAname

     UTF8* ApplicationLabel

}

The NAA name list 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field.
Application Label (see [ETSI TS 102 221]) corresponding to the NAA or empty if SIM or R-UIM or if there is no Application Label available. It is recommended that the length does not exceed 32 bytes.

	NAAListsize
	Input/Output
	The number of elements in the array pointed by the NAAname, if the NAAname is null, this will contain the number of elements in the list  


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000002
	The deviceID references a non-existing device or a device which is not open

	
	

	0X00000014
	The device is not in a power state which allows this operation.

	0X11000000
	The size for the pNAAlist buffer is not sufficient, the NAAListsize will contain the number of the elements in the list.

	0X000000F1
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.

	
	


7.9.3 CMAPI_DevSrv_EnablePIN()
The CMAPI_DevSrv_EnablePIN() function is used to enable PIN protection.
	Prototype

	dword  CMAPI_DevSrv_EnablePIN (dword deviceID, byte PINType, const UTF8 PINCode , const UTF8 NAAname, byte* pRetry)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	PINType
	Input
	The type of the PIN: 0—PIN, 1—PIN2

	PINCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.

	NAAname
	Input
	NAA name to indicate which PIN will be operated
NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 

	pRetry
	Output
	Number of attempts left


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000002
	The deviceID references a non-existing device or a device which is not open

	
	

	
	

	
	

	0X00000013
	The device does not contain hardware which supports this operation.

	0X00000014
	The device is not in a power state which allows this operation.

	0X1001SW1SW2
	Wrong PIN.

	0X1002SW1SW2
	PIN is blocked. PUK (UNBLOCK PIN) needed.

	0X1007SW1SW2
	Invalid parameter(s)

	0X000000F1
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.9.4 CMAPI_DevSrv_DisablePIN()
The CMAPI_DevSrv_DisablePIN() function is used to disable PIN protection.
	Prototype

	dword  CMAPI_DevSrv_DisablePIN (dword deviceID, byte PINType, const UTF8 PINCode, const UTF8 NAAname, byte* pRetry)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	PINType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	PINCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.

	
	
	

	NAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field.

	pRetry
	Output
	Number of attempts left


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000002
	The deviceID references a non-existing device or a device which is not open

	
	

	
	

	0X00000013
	The device does not contain hardware which supports this operation.

	0X00000014
	The device is not in a power state which allows this operation.

	0X1001SW1SW2
	Wrong PIN.

	0X1002SW1SW2
	PIN is blocked. PUK (UNBLOCK PIN) needed.

	0X1007SW1SW2
	Invalid parameter(s)

	0X000000F1
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.9.5 CMAPI_DevSrv_VerifyPIN()
The CMAPI_DevSrv_VerifyPIN() function is used to verify a PIN.
	Prototype

	dword  CMAPI_DevSrv_VerifyPIN (dword deviceID, byte PINType, const UTF8 PINCode, const UTF8 NAAname, byte* pRetry)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	PINType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	PINCode
	Input
	PIN code, value '0' ~ '9', 4-8 digit length.

	
	
	

	NAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 

	pRetry
	Output
	Number of attempts left


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000002
	The deviceID references a non-existing device or a device which is not open

	
	

	
	

	0X00000013
	The device does not contain hardware which supports this operation.

	0X00000014
	The device is not in a power state which allows this operation.

	0X1001SW1SW2
	Wrong PIN.

	0X1002SW1SW2
	PIN is blocked. PUK (UNBLOCK PIN) needed.

	0X1007SW1SW2
	Invalid parameter(s)

	0X000000F1
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.9.6 CMAPI_DevSrv_UnblockPIN()
The CMAPI_DevSrv_UnblockPIN() function is used to unblock a PIN.
	Prototype

	dword  CMAPI_DevSrv_UnblockPIN (dword deviceID, byte PUKType, const UTF8 PUK, const UTF8 NewPINCode, const UTF8 NAAname, byte* pRetry)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	PUKType
	Input
	The type of PUK: 0—PUK, 1—PUK2

	PUK
	Input
	PUK code, value '0' ~ '9', 8 digit length.

	NewPINCode
	Input
	New PIN code, value '0' ~ '9', 4-8 digit length.

	
	
	

	NAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 

	pRetry
	Output
	Number of attempts left


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000002
	The deviceID references a non-existing device or a device which is not open

	
	

	
	

	0X00000013
	The device does not contain hardware which supports this operation.

	0X00000014
	The device is not in a power state which allows this operation.

	0X1005SW1SW2
	Wrong PUK.

	0X1006SW1SW2
	PUK (UNBLOCK PIN) blocked.

	0X1007SW1SW2
	Invalid parameter(s)

	0X000000F1
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.9.7 CMAPI_DevSrv_ChangePIN()
The CMAPI_DevSrv_ChangePIN() function is used to change a PIN.
	Prototype

	dword  CMAPI_DevSrv_ChangePIN (dword deviceID, byte PINType, const UTF8 OldPINCode, const UTF8 NewPINCode, const UTF8 NAAname, byte* pRetry)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	PINType
	Input
	The type of PIN: 0—PIN, 1—PIN2

	OldPINCode
	Input
	Old PIN code, value '0' ~ '9', 4-8 digit length.

	NewPINCode
	Input
	New PIN code, value '0' ~ '9', 4-8 digit length.

	
	
	

	NAAname
	Input
	NAA name to indicate which PIN will be operated 

NAA name can be: SIM, R-UIM, USIM_1, USIM_2, ..., USIM_N, CSIM_1, CSIM_2, ..., CSIM_N, ISIM_1, ISIM_2, ..., ISIM_N.

If there is no NAA name from the previous list to be associated to one or several AID values available into the UICC (see [ETSI TS 102 221]), then the AID value shall be put in this field. 

	pRetry
	Output
	Number of attempts left


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000002
	The deviceID references a non-existing device or a device which is not open

	
	

	
	

	0X00000013
	The device does not contain hardware which supports this operation.

	0X00000014
	The device is not in a power state which allows this operation.

	0X1003SW1SW2
	Wrong Old PIN.

	0X1004SW1SW2
	Old PIN is blocked. PUK (UNBLOCK PIN) needed.

	0X1007SW1SW2
	Invalid parameter(s)

	0X000000F1
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


Change 2:  Remove UICC Status words from the section 6


	
	
	

	
	
	

	
	
	

	
	
	

	
	

	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Change 3:  Add Status words chapter in Section 9
9.1 Return Values and Error Codes
The Return values and Error Codes table is used to capture the warnings, error codes and information when the Open CMAPI is running. Some additional warnings and output information can be defined depending on the implementation. 
	Return Values & Error Codes

	Value
	Description

	General Return Values & Error Codes

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000002
	Invalid Parameter

	0X00000003
	Buffer size not large enough

	0X00000004
	Invalid Operation

	0X00000005
	No service

	0X00000006
	The requested operation cannot currently be completed because another application is currently performing the same operation.

	0X00000010
	The OpenCMAPI implementation cannot perform this operation since there is currently a connection which prevents the request. NOTE: The OpenCMAPI implementation may be able to apply the change in some conditions and may return success instead of this return code in some connected conditions.

	0X00000011
	The type of data requested is not present

	0X00000012
	The buffer is not large enough to hold the required data. pSize is set to the minimum required size in bytes.

	0X00000013
	QoS unsupported

	0X00000014
	Not connected

	Device Error Codes

	0X00000100
	The pUniqueIdentifier is referencing a non-existing device

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000102
	The device is already opened.

	0X00000103
	Maximum number of device that the API can handle per client is reached (can be 1), close another open device handle.

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000105
	Radio Technology not supported by the device

	0X00000106
	The radio references a radio which the device does not support (exception, this error is not reported if the radio is set to 0xFF (all)).

	0X00000107
	System not supported by the device

	0X00000108
	The requested data is not meaningful for a 3GPP device.

	0X00000109
	The requested data is not meaningful for a 3GPP2 device.

	0X00000120
	Configuration not supported by the device

	0X00000121
	The device does not offer this capability

	0X00000122
	Not supported by the device (if a device does not support the feature)

	0X00000130
	The device is not in a power state which allows this operation.

	0X00000131
	Requested power state is not supported by the device (ex power saving)

	0X00000132
	Radio off

	0X00000133
	No IMSI available

	0X00000200
	Frequency Band buffer not large enough

	0X00000201
	Channel Number UL buffer not large enough

	0X00000202
	Channel Number DL buffer not large enough

	0X00000203
	The description buffer needs to be larger; the description length is set to the minimum number of bytes required.

	0X00000204
	The unique identifier buffer needs to be larger; the unique identifier length is set to the minimum number of bytes required.

	0X00000210
	Control Key not supported by this system (when an ID of a 3GPP2 only Control Key is sent to a 3GPP system device or when an ID of a 3GPP only Control Key is sent to a 3GPP2 system device).

	UICC Error Codes

	0X00000501
	There is no smart card support for this device

	0X00000502
	Smart card not accessible

	0X00000551
	ENVELOPE command was not sent to SIM/R-UIM/UICC as overlapping was detected.

	Profile Error Codes

	0X00002001
	The Cellular profile name does not exist

	0X00002002
	The Cellular profile name is not valid

	0X00002003
	The Cellular profile name is already existing, only happen when creating a profile with a existing name

	0X00002004
	The Cellular profile can not be updated while currently in use (connected)

	0X00002005
	A default profile has not been set for this device.

	0X00002101
	The user name is not valid

	0X00002102
	The password is not valid

	0X00002103
	The phone number is not valid

	0X00002104
	The APN is not valid

	0X00002105
	The IP Address is not valid

	0X00002106
	The primary DNS address is not valid

	0X00002107
	The secondary DNS address is not valid

	0X00002108
	The Auth type is not valid

	0X00002109
	The IPAddrType is not valid

	0X0000210A
	The profile type is not valid

	0X0000210B
	The timeout is not valid

	0X00002201
	The structure is not sufficient to hold the data, the dwCellularProfileNameListCount will contain the minimize number of elements.

	
	The type of IP address is not available.

	Network Connection Error Codes

	0X00003001
	The requested bearer is not possible

	0X00003002
	There is no connection to disconnect from

	0X00003003
	The requested operation cannot currently be completed because another application is currently performing the same operation.

	0X00003004
	There is no connecting session for cancellation

	0X00003005
	The Connection is releasing

	0X00003006
	Remote system not present

	0X00003007
	The supplied index identifies a record which does not exist.

	0X00003008
	Current APN cannot be retrieved because there is no connection.

	0X00003009
	The network identifier buffer is not large enough, pNetworkIdentifierSize holds the minimum necessary size in bytes

	0X0000300A
	The operator identifier buffer is not large enough, pOperatorIdentifierSize holds the minimum necessary size in bytes.

	CDMA 2000 Error Codes

	0X00004001
	Unrecognized session identifier.

	0X00004002
	The SPC is valid. 

	0X00004003
	The SPC is invalid.

	0X00004004
	An invalid activation code is entered.

	0X00004005
	Activation failed (other than invalid activation code).

	0X00004006
	Device cannot be activated while connected.

	0X00004007
	File does not exist at the given path.

	0X00004008
	An invalid PRL file is entered.

	0X00004009
	The specified index is too large and would leave a gap in the known networks list

	0X0000400A
	Index is not valid for user defined networks. Please try a higher index.

	0X0000400B
	No record exists at the specified index.

	SMS Error Codes

	0X00005001
	Failure of communication with device 

	0X00005002
	Timer expired without receiving response from device

	0X00005003
	Response with error indication from device

	0X00005004
	Operation NOT supported

	0X00005005
	SMS message NOT found 

	WLAN Error Codes

	0X00010001
	Predefined networks are not able to be modified.

	0X00010002
	No network exists at the specified index.

	0X00010003
	The size of the network structure is not large enough pSize contains the minimum size required.

	0X00010004
	The SSID is invalid

	0X00010005
	The BSSID is invalid

	0X00010006
	The Friendly Name is invalid

	0X00010007
	The security parameter is invalid

	0X00010008
	The mode parameter is invalid

	0X00010009
	The hidden parameter is invalid

	0X0001000A
	The key is invalid

	0X0001000B
	The EAP authentication method is invalid

	0X0001000C
	The EAP configuration is invalid

	0X00011001
	There is no existing WLAN connection

	0X00011002
	Security mode does not allow connectivity to unknown networks.

	0X00011003
	The pParameters buffer is not large enough. pParametersSize contains the minimum buffer length required.

	0X00011004
	The pMacAddress buffer is not large enough. pMacAddressSize contains the minimum buffer length required.

	0X00011005
	Operation is prohibited by security policy.

	0X00011006
	No pending operation.

	0X00011007
	The pin for WPS was malformed or incorrect size

	0X00011008
	The device is not connected

	0X00011009
	 Device (i.e.: WLAN only device that does not support NAA on UICC for authentication) does not support the requested function.

	0X00012001
	 The SSID buffer is not large enough. pSSIDSize contains the minimum required buffer size in bytes.

	0X00012002
	The BSSID buffer is not large enough. pBSSIDSize contains the minimum required buffer size in bytes.

	0X00012003
	IP Address is not currently assigned (advisable to retry call)

	0X00012004
	Authentication failure

	0X00012005
	The address buffer is not large enough, pAddressSize contains the minimum required size in bytes.

	0X00012006
	Version buffer is not large enough, pSize contains the required size in bytes.

	0X00013001
	Invalid combination  of AUTH and CIPHER

	0X00013002
	Index NOT referring to a valid known network

	0X00013003
	NO existing WLAN connection

	0X00013004
	IP address NOT valid

	0X00013005
	Subnet mask NOT valid

	0X00013006
	Operation prohibited by security policy

	PIN/PUK management Error Codes

	
	SW1 and SW2 are the Status Words provided by the SIM/R-UIM/UICC (see next chapter). If no Status Word is provided, SW1SW2 will be replaced by “0000”.

	0X1001SW1SW2
	Wrong PIN.

	0X1002SW1SW2
	PIN is blocked. PUK (UNBLOCK PIN) needed.

	0X1003SW1SW2
	Wrong Old PIN.

	0X1004SW1SW2
	Old PIN is blocked. PUK (UNBLOCK PIN) needed.

	0X1005SW1SW2
	Wrong PUK.

	0X1006SW1SW2
	PUK (UNBLOCK PIN) blocked.

	0X1007SW1SW2
	Invalid parameter(s)

	0X11000000
	The size for the pNAAlist buffer is not sufficient, the NAAListsize will contain the number of the elements in the list.

	Security Errors

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.

	0XF0000002
	The authentication failed

	0XF0000003
	The authentication has been denied. Please seek proper credentials for your access level.

	0XF0000004
	The security request was malformed. Please consult vendor materials and/or output log.


Table 1: Return Values & Error Codes

9.2 UICC Status Words

The following table is listing possible Status Words (SW1 and SW2 ) provided by the SIM/R-UIM/UICC in accordance with the [ETSI TS 102 221] Status Words list.
	Status Words

	Status words (SW1 SW2)
	Description

	90 00
	Normal ending of the command

	91 XX
	Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data

	62 00
	No information given, state of non volatile memory unchanged

	63 CX
	Command successful but after using an internal update retry routine 'X' times

Verification failed, 'X' retries remaining (For the VERIFY PIN command, SW1SW2 indicates that the command was successful but the PIN was not correct and there are 'X' retries left. For all other commands it indicates the number of internal retries performed by the card to complete the command.)

	64 00
	No information given, state of non-volatile memory unchanged

	65 00
	No information given, state of non-volatile memory changed

	65 81
	Memory problem

	67 XX
	The interpretation of this status word is command dependent, except for SW2 = '00' (Wrong length)

	68 00
	No information given

	68 81
	Logical channel not supported

	68 82
	Secure messaging not supported

	69 00
	No information given

	69 83
	Authentication/PIN method blocked

	69 84
	Referenced data invalidated

	69 89
	Command not allowed - secure channel - security not satisfied

	6A 81
	Function not supported

	6A 86
	Incorrect parameters P1 to P2

	6A 88
	Referenced data not found

	6B 00
	Wrong parameter(s) P1-P2

	6E 00
	Class not supported

	6F XX
	The interpretation of this status word is command dependent, except for SW2 = '00' (Technical problem, no precise diagnosis)


Table 3: Status Words Codes
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