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1 Reason for Change

This CR proposes a resolution for the following OpenCMAPI CONRR comments: D61, D62, D63, D112, D133, D136.
	D061
	2011.12.21
	Q
	5.4.1
	Source: Huawei

Form: doc #0147

Comment: about CMAPI_Api_Open, there are two parameters pSecurityRequest and pSecurityContext, the description of these two parameters are not clear, and what are the possible values?  

Proposed Change: give more detailed description to these parameters
	Status: OPEN


Recommend: Clarify pSecurityRequest see change 1 and reference D062 resolution for pSecurityContext.

	D062
	2011.12.20
	Q/T
	5.4.1
	Source: DTAG

Form: doc#CONR-2011-0141

Comment: 

What’s the content for pSecurityContext?

Proposed Change: 

To clarify
	Status: OPEN 


Recommend: Remove reference to pSecurityContext. See change 1,2,3,4.

The API is able to maintain the callers security context internally instead of expose it and expect the caller to supply in subsequent calls. In fact insulating this from exposure is superior since it is harder for the context to be tampered with if it is not purposely exposed.
	D063
	2011.12.20
	Q/T
	5.4.1
	Source: DTAG

Form: doc#CONR-2011-0141

Comment: 

How to input pSecurityRequest?

Proposed Change: 

To clarify
	Status: OPEN 


Recommend: Clarify see change 1

	D112
	2011.12.21
	T
	5.7.2

ALL
	Source: Smith Micro

Form: OMA-CONR-2011-0146

Comment: It is not possible to control the security access for every function.  And there is no return codes for every function to define that security model does not allow access to the function.

Proposed Change: 

Add a return code to every function  which indicates that security token does not allow access to this functionality.
	Status: OPEN


Recommend: Agreed see change 5.

	D133
	2011.12.20
	T
	5.7.8
	Source: NEC
Form: doc#CONR-2011-0141
Comment: 
Last two parameters in the Field Name column, ‘pSecurityContext’ and ‘securityContextSize’ are not part of the function ‘CMAPI_ NetConnectSrv_Disconnect_Async’.
Proposed Change:  Remove parameters ‘pSecurityContext’ and ‘securityContextSize’ from the Field Name column
	Status: OPEN


Recommend: Agreed. See change 4.

	D136
	2011.12.21
	T
	5.7.8
	Source: China Unicom
Form: doc#2011-0143R01
Comment: pSecurityContext is not present in function parameters.neither securityContextSize.
Proposed Change:  remove.
	Status: OPEN


Recommend: Agreed. See change 4.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CD OpenCMAPI group should agree this CR and close the issues.
6 Detailed Change Proposal

Change 1:  Change section 5.4.1:
5.4.1CMAPI_API_Open()

The CMAPI_API_Open() function is used to initialize the OpenCMAPI and also initialize an internal security context. The security request argument is intentionally unspecified. This allows the OpenCMAPI implementations the opportunity to implement innovative and value added security models.
The security request input serves as the credentials which authenticate the caller to the API. It is implementation specific and could consist of a buffer holding a username and password or something more complex such as a public key certificate. It is the API users responsibility to consult with the service provider in order to understand how to format the security request structure
	Prototype

	dword  CMAPI_API_Open (dword accessLevel, byte* pSecurityRequest, dword requestSize )



	Parameters

	Field Name
	Mode
	Description

	accessLevel
	Input
	The access level requested:

· 0x00000001 – Connection Manager Application
· 0x00000002 – Non Connection Manager Application
· 0xF0000000 - 0xFFFFFFFF – Reserved for proprietary access level implementation.

	pSecurityRequest
	Input
	The represents a proprietary means of identification and credential presentation to the OpenCMAPI implementation. Each OpenCMAPI vendor is able to customize the type and amount of data to be submitted.

	requestSize
	Input
	The size for the buffer in bytes of the security request structure.

	
	
	

	
	
	


	Return Values

	Value
	Description

	0X00000000
	The function succeeded and the caller as been successfully authenticated.

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	
	

	0x00000003
	The authentication has been denied. Please seek proper credentials for your access level.

	0x00000004
	The security request was malformed. Please consult vendor materials and/or output log.


Change 2:  Change section 5.4.2:

	
	


5.4.2 CMAPI_API_Close()
The CMAPI_API_Close() function is used to deallocate any internal API structures including the security context.
	Prototype

	dword  CMAPI_API_Close ( )



	Parameters

	Field Name
	Mode
	Description

	
	
	

	
	
	


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. Consult the logger for details.


Change 3:  Change section 5.7.7:

5.7.7 CMAPI_ NetConnectSrv_Connect_Async ()

The CMAPI_ NetConnectSrv_Connect_Async () function is used to connect to a network. CMAPI_ NetConnectSrv_Connect_Async is asynchronous; it initiates a connection and then returns immediately. When the connection has finished the Callback CMAPI_Callback_Connect_Async_Complete is invoked.
	Prototype

	dword  CMAPI_ NetConnectSrv_Connect_Async (dword deviceID, dword  dwConnType, CellularProfileType* pstCellularProfile )  



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	dwConnType
	Input
	The connection type: DIAL UP(RAS), NDIS

· 0x00: DIAL_UP(RAS)

· 0x01: NDIS

	pstCellularProfile
	Input
	The cellular profile information for connection 

	
	
	

	
	
	


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0X00000002
	The authentication is failed

	
	

	0X00000004
	The requested operation cannot currently be completed because another application is currently performing the same operation.


Change 4:  Change section 5.7.8:

5.7.8 CMAPI_ NetConnectSrv_Disconnect_Async()
The CMAPI_ NetConnectSrv_Disconnect_Async() function is used to disconnect from the network. CMAPI_ NetConnectSrv_Disconnect_Async is asynchronous; it initiates the disconnect operation and then returns immediately. When the disconnect operation has finished the Callback CMAPI_Callback_Disconnect_Async_Complete is invoked.
	Prototype

	dword  CMAPI_ NetConnectSrv_Disconnect_Async (dword deviceID, enum enConnType, CellularProfileType* pstCellularProfile)  



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	enConnType
	Input
	The connection type: DIAL UP (RAS), NDIS

· 0x00: DIAL_UP(RAS)

· 0x02: NDIS

	pstCellularProfile
	Input
	The profile information for disconnection

	
	
	

	
	
	


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. Consult the logger for details.

	0X00000002
	There is no connection to disconnect from

	
	

	0X00000004
	The requested operation cannot currently be completed because another application is currently performing the same operation.


Change 5:  Ensure the following return code is present for each function within section 5.5, 5.6, 5.7, 5.8, 5.9, 5.10, 5.11, 5.12, 5.13, 5.14, 5.15, 5.16, 5.17, 5.18, 5.19, 5.21, and 6.5.1 :

	
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.
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