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1 Reason for Change

R04 is based on the discussion held during the conf call the 7th of November
R03 is a proposal of rewording/refining of mainly HS2.0 requirements
R02 is based on the discussion held during the conf call the 31st of October.
R01 is based on the discussion held during the conf call the 24th of October.

This CR proposes to provide requirements related to the support of HS2.0 within OpenCMAPI v 1.1.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.

6 Detailed Change Proposal

Change 1:  Add support of HS2.0 in the WLAN section
6.7 WLAN Functional Requirements

This section identifies the requirements for interfaces related to the management of WLAN.
General Requirements

	Label
	Description
	Release

	CMAPI-WLAN-001
	The OpenCMAPI Enabler SHALL provide a function call to query whether the device is supporting WLAN functionality or not.
	1.0

	CMAPI-WLAN-002
	The OpenCMAPI Enabler SHALL be able to enable/disable WLAN radio on the device.
	1.0

	CMAPI-WLAN-003
	The OpenCMAPI Enabler SHALL provide a function call to query if WLAN functionality is enabled or disabled.
	1.0

	CMAPI-WLAN-004
	The OpenCMAPI Enabler SHALL be configured to use the operator defined list of preferred SSID preconfigured in the device and/or the WSID (WLAN Specific Identifier) list in accordance with [3GPP TS 24.234] if present in the SIM/RUIM/NAA on UICC
	1.0

	CMAPI-WLAN-005
	The OpenCMAPI Enabler SHALL be able to manage WLAN profile with the following fields:

· Networks identifiers (e.g. SSID)
· Secured Network or OPEN Network (Open is referring to a non secured network)

· Security or authentication mechanism used

· Associated security Key if relevant
	1.0

	CMAPI-WLAN-006
	The OpenCMAPI Enabler SHALL be able to support and identify two types of WLAN Network:

· Known networks which are prelisted by the operator or that have already been used/predefined by the user

· Unknown networks
	1.0

	CMAPI-WLAN-007
	The OpenCMAPI Enabler SHALL be able to access/scan to the list of available Networks Identifiers (e.g. SSID) and provide the type of WLAN network (ex: unknown detected networks…)
	1.0

	CMAPI-WLAN-008
	The OpenCMAPI Enabler SHALL be able to force the association on a specific Network identifier (e.g. SSID), visible or not.
	1.0

	CMAPI-WLAN-009
	The OpenCMAPI Enabler SHALL be capable of storing several WLAN profiles
	1.0

	CMAPI-WLAN-010
	The OpenCMAPI Enabler SHALL be able to add a WLAN profile.
	1.0

	CMAPI-WLAN-011
	The OpenCMAPI Enabler SHALL be able to modify or delete only WLAN profile that are not predefined by the operator.
	1.0

	CMAPI-WLAN-012
	The OpenCMAPI Enabler SHALL provide a function call to connect/disconnect to/from an WLAN access point
	1.0

	CMAPI-WLAN-013
	The OpenCMAPI Enabler SHALL be able to listen to the WLAN events:

· new available network 

· loss of network

· association successful on a dedicated network identifier (e.g. SSID)
· failure such as authentication failure, failure getting an IP address
	1.0

	CMAPI-WLAN-014
	The OpenCMAPI Enabler SHALL support automatic and manual connection modes.
	1.0

	CMAPI-WLAN-015
	The OpenCMAPI Enabler SHALL allow the user or the application using the Open CMAPI to connect to Known network or Unknown network manually.
	1.0

	CMAPI-WLAN-016
	The OpenCMAPI Enabler SHALL allow the user or the application using the Open CMAPI to connect automatically only to Known networks.
	1.0

	CMAPI-WLAN-017
	The OpenCMAPI Enabler SHALL be able to read/modify settings of the WLAN  profile: 

· automatic or manual mode, 

· association priorities

· list of the favourite networks which are associated
	1.0

	CMAPI-WLAN-018
	The OpenCMAPI Enabler SHALL be able to access the detailed information of SSID, at least including :

· SSID 

· Signal strength per SSID (active or inactive SSID)

· Security or authentication mechanism used

· Known network or Unknown network
	1.0

	CMAPI-WLAN-019
	The OpenCMAPI Enabler SHALL provide a function to reset the WLAN device.
	1.0

	CMAPI-WLAN-020
	If the Flight Mode is enabled, the OpenCMAPI enabler SHALL disable WLAN activities.
	1.0

	CMAPI-WLAN-021
	The OpenCMAPI Enabler SHALL be able to access the information of WLAN connection which is currently used. At least the following information shall be included:

· IP address

· MAC address

· Subnet address

· HTTP Proxy
	1.0

	CMAPI-WLAN-022
	The OpenCMAPI Enabler SHOULD be able to support the modification of WLAN connection information, including at least: IP address, Subnet address and/or HTTP Proxy. An access control policy mechanism SHALL be put in place to protect the access to this feature.
	1.0

	CMAPI-WLAN-023
	The OpenCMAPI Enabler SHALL be able to expose the WLAN Authentication types (e.g. EAP SIM) available to the Connection Manager Applications.
	1.1

	CMAPI-WLAN-024
	The OpenCMAPI Enabler SHALL be able to detect the type of security in use between the device and the Access Point (e.g. link layer security )
	1.1

	CMAPI-WLAN-025
	The OpenCMAPI Enabler SHOULD provide the capability to manage white or black lists of WLAN networks
	1.1


Table 1: General WLAN Functional Requirements
6.17.1 HS2.0 Functional Requirements

	CMAPI-HS2-001
	The OpenCMAPI Enabler SHALL provide a mechanism to query whether HS 2.0 is supported or not by the device
	1.1

	CMAPI-HS2-002
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the following ANQP and HS 2.0 ANQP elements (defined in [IEEE 802.11u]):

· Venue Name information

· Network Authentication Type information

· Roaming Consortium list

· IP Address Type Availability Information

· NAI Realm list

· 3GPP/3GPP2 Cellular Network information (only required for devices having SIM/R-UIM/NAA on UICC credentials)

· Domain Name list

· ANQP Query list

· HS Capability list

· Operator Friendly Name

· WAN Metrics

· Connection Capability

· NAI Home Realm Query

· Operating Class Indication
	1.1

	
	
· 
· 
· 
· 
· 
· 
· 
	

	CMAPI-HS2-003
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the preferred WLAN network list of the SIM/R-UIM/NAA on UICC.
	1.1

	CMAPI-HS2-004
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of  the preferred WLAN list in the Management Object tree if the Device supports OMA Device Management MO protocol (e. g. WLAN MO, ANDSF MO).
	1.1

	CMAPI-HS2-005
	If a black list of WLAN is managed by the OpenCMAPI Enabler, the OpenCMAPI enabler SHALL prevent to blacklist a WLAN present in the preferred WLAN list of the SIM/R-UIM/NAA on UICC or in the Management Object tree of the device.
	1.1

	
	
	

	CMAPI-HS2-006
	The OpenCMAPI Enabler SHALL provide a mechanism to configure two modes:

· Automatic Network Selection (default mode)

· Manual Network Selection
	1.1

	CMAPI-HS2-007
	In Automatic Mode, the OpenCMAPI Enabler SHALL provide a mechanism to associate and authenticate the device with the AP without any user action, in respect with the preferred WLAN list retrieved in priority from the SIM/USIM/R-UIM/NAA on UICC then from the Management Objects.
	1.1

	CMAPI-HS2-008
	In Automatic Mode  if several WLAN are available and present in the WLAN preferred list, the OpenCMAPI Enabler SHALL select a WLAN in respect to the priorities listed below :

1. WLAN operated by MNOs associated with the active SIM/USIM/R-UIM/NAA on UICC (The MNO acting as a Service Provider)
2. WLAN operated by Service Providers associated with the active SIM/USIM/R-UIM/NAA on UICC
3. WLAN operated by Service Providers having roaming agreement with MNOs
4. Other WLAN Service Providers
	1.1

	CMAPI-HS2-009
	The OpenCMAPI enabler SHALL provide a mechanism for reporting HS 2.0 enabled APs discovered as a result of the scanning phase.
	1.1

	CMAPI-HS2-010
	The OpenCMAPI enabler SHALL provide a mechanism for reporting the authentication methods supported by the APs.
Note:  this information is necessary in manual mode to complete the association, mutual authentication and encryption negotiation chosen by the user.
	1.1

	CMAPI-HS2-011
	The OpenCMAPI enabler SHALL provide a mechanism to compare the 3GPP/3GPP2 Cellular Information provided by the WLAN and the information related to the active SIM/USIM/R-UIM/NAA on UICC. If successful, the device automatically performs the relevant authentication sequence with the highest priority to SIM/USIM based EAP methods. .
	1.1

	
	

	


Table 2: HS2.0 Specific Functional Requirements

Change 2:  Add support of TLS/TTLS in authentication
6.1.1.1 Authentication

This section identifies the high-level authentication needs for the OpenCMAPI Enabler.


	Label
	Description
	Release

	CMAPI-AUT-001
	The OpenCMAPI Enabler SHALL offer selectable authentication mechanisms for Cellular at least:

· PAP

· CHAP

· Automatic
	1.0

	CMAPI-AUT-002
	The OpenCMAPI Enabler SHALL support EAP SIM authentication in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-003
	The OpenCMAPI Enabler SHALL support EAP AKA authentication in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-004
	The OpenCMAPI Enabler SHALL support WPA-PSK and WPA2-PSK authentication of WLAN network.
	1.0

	CMAPI-AUT-005
	The OpenCMAPI Enabler SHALL support EAP AKA’ authentication (IETF RFC 5448) in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-006
	The OpenCMAPI Enabler SHALL support EAP TLS authentication in conjunction with certificates credentials.
	1.1

	CMAPI-AUT-007
	The OpenCMAPI Enabler SHALL support EAP TTLS authentication with MSCHAP v2 in conjunction with username/password credentials.
	1.1

	CMAPI-AUT-008
	If the device supports HS2.0, the OpenCMAPI Enabler SHALL NOT use TKIP and WEP
	1.1

	CMAPI-AUT-009
	The OpenCMAPI Enabler SHALL support a mechanism to stop sending requests after a defined number of attempts in case of authentication failure
	1.1

	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
Change 3:  Add references of HS2.0 spec
	[3GPP TR 21.905]
	“TR 21.905 Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications”, 3rd Generation Partnership Project (3GPP),URL: http://www.3gpp.org/ftp/Specs/archive/21_series/21.905/

	[3GPP TS 22.011]
	“TS 22.011 Technical Specification Group Services and System Aspects; Service accessibility”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/22_series/22.011/

	[3GPP TS 22.022]
	“TS 22.022 Technical Specification Group Services and System Aspects; Personalisation of Mobile Equipment (ME), Mobile functionality specification”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/22_series/22.022/

	[3GPP TS 22.030]
	“TS 22.030 Technical Specification Group Services and System Aspects; Man-Machine Interface (MMI) of the User Equipment (UE)”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/22_series/22.030/

	[3GPP TS 24.090]
	“TS 24.090 Technical Specification Group Core Network and Terminals; Unstructured Supplementary Service Data (USSD)”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.090/

	[3GPP TS 31.101]
	“TS 31.101 Technical Specification Group Core Network and Terminals; UICC-terminal interface; Physical and logical characteristics, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.101/ 

	[3GPP TS 31.111]
	“TS 31.111 Technical Specification Group Core Network and Terminals; Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)”, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.111/

	[3GPP TS 31.102]
	“TS 31.102 Technical Specification Smart Cards; Characteristics of the Universal Subscriber Identity Module (USIM) application”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.102/ 

	[3GPP TS 31.103]
	“TS 31.103 Technical Specification Group Core Network and Terminals; Characteristics of the IP Multimedia Services Identity Module (ISIM) application”, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.103/ 

	[3GPP TS 31.111]
	“TS 31.111 Technical Specification Group Core Network and Terminals; Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)”, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.111/

	[3GPP TS 51.011]
	“TS 51.011 Technical Specification Group Terminals; Specification of the Subscriber Identity Module-Mobile Equipment (SIM - ME) interface”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/51_series/51.011/

	[3GPP TS 51.014]
	“TS 51.014 Technical Specification Group Terminals; Specification of the SIM Application Toolkit for the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface (Release 4)”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/51_series/51.014/

	[3GPP2 C.S0023]
	“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0023, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0035]
	“CDMA Card Application Toolkit (CCAT)”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0035, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0065]
	“Cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0065, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0068]
	“ME Personalization for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0068, 
URL: http://www.3gpp2.org/

	[DMClientAPIFw v1.0]
	“Enabler Release for OMA Device Management Client API framework”, OMA-ER-DMClientAPIfw-V1_0, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org/

	[ETSI TR 102 216]
	“TR 102 216 Technical Report Smart Cards; Vocabulary for Smart Card Platform specifications”, v3.0.0, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[ETSI TS 102 221]
	“TS 102 221 Technical Specification, Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[ETSI TS 102 223]
	“TS 102 223 Technical Specification, Smart Cards; Card Application Toolkit (CAT)”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL: http://www.ietf.org/rfc/rfc2119.txt

	[IEEE 802.11u]
	Part 11: Wireless LAN Medium Access Control (MMAC) and Physical Layer (PHY) Specifications Amendment 9: Interworking with External Networks, February 2011

	[RFC2759]
	Microsoft PPP CHAP Extensions, Version 2, Zorn, January 2000
URL: http://www.ietf.org/rfc/rfc2759.txt

	[RFC4186]
	Extensible Authentication Protocol Method for Global System for Mobile 32 Communications (GSM) Subscriber Identity Modules (EAP-SIM), Haverinen and 33 Salowey, January 2006 34
URL: http://www.ietf.org/rfc/rfc4186.txt

	[RFC4187]
	Extensible Authentication Protocol Method for 3rd Generation 35 Authentication and Key Agreement (EAP-AKA), Arkko and Haverinen, January 2006 36
URL: http://www.ietf.org/rfc/rfc4187.txt

	[RFC5216]
	The EAP-TLS Authentication Protocol, Simon, Aboba and Hurst, March 30 2008 31
URL: http://www.ietf.org/rfc/rfc5216.txt

	[RFC5281]
	Extensible Authentication Protocol Tunnelled Transport Layer Security, 37 Authenticated Protocol Version 0 (EAP-TTLSv0), Funk and Blake-Wilson, August 38 2008 39
URL: http://www.ietf.org/rfc/rfc5281.txt

	[RFC5448]
	Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')
URL: http://www.ietf.org/rfc/rfc5448.txt

	[Wi-Fi Alliance HS2.0 TS]
	Wi-Fi Alliance Hotspot 2.0 (Release 1) Technical Specification version 1.0
(see  https://www.wi-fi.org/knowledge-center/published-specifications)

	[Wi-Fi Alliance P2P TS]
	Wi-Fi Alliance Peer-to-Peer Technical Specification version 1.2

(see  https://www.wi-fi.org/knowledge-center/published-specifications)

	


Change 4:  Add abbreviations such as TLS/TTLS/ANQP in appropriate section

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 2

	AKA
	Authentication and Key Agreement

	AP
	Access Point

	API
	Application Programming Interface

	ANDSF
	Access Network Discovery and Selection Function

	ANQP
	Access Network Query Protocol

	APN
	Access Point Name

	CDMA
	Code Division Multiple Access

	CHAP
	Challenge Handshake Authentication Protocol

	CM
	Connection Manager

	CSIM
	CDMA2000 Subscriber Identity Module

	D2D
	Device 2 Device

	DM
	Device Management

	DNS
	Domain Name System

	EAP
	Extensible Authentication Protocol

	EDGE
	Enhanced Data rates for GSM Evolution

	ETSI
	European Telecommunications Standards Institute

	e-UTRAN
	evolved Universal Terrestrial Radio Access Network

	GAN
	Generic Access Network

	GERAN
	GSM EDGE Radio Access Network

	GNSS
	Global Navigation Satellite System

	GPRS
	General Packet Radio Service

	GPS
	Global Positioning System

	GSM
	Global System for Mobile communications

	
	

	HS
	HotSpot

	HSPA
	High Speed Packet Access

	ISIM
	IP Multimedia Services Identity Module

	LTE
	Long Term Evolution

	MAC
	Media Access Control

	MMS
	Multimedia Messaging Service

	NAA
	Network Access Application

	NAI
	Network Access Identifier

	NDIS
	Network Driver Interface Specification

	NMEA
	National Marine Electronics Association

	ODM
	Original Device Manufacturer

	OEM
	Original Equipment Manufacturer

	OMA
	Open Mobile Alliance

	OpenCMAPI
	Open Connection Manager (CM) Application Programming Interface (API)

	P2P
	Peer to Peer

	PAP
	Password Authentication Protocol

	PDN
	Public Data Network

	PIN
	Personal Identification Number

	PLMN
	Public Land Mobile Network

	PRL
	Preferred Roaming List

	PSK
	PreShared Key

	PUK
	Pin Unlocking Key

	QoS
	Quality of Service

	RAS
	Remote Access Service

	RAT
	Radio Access Technologies

	RFC
	Request For Comments

	RSSI
	Received Signal Strength Indicator

	R-UIM
	Removable User Identity Module

	SIM
	Subscriber Identity Module

	SMS
	Short Message Service

	SMS-C
	Short Message Service Center

	SSID
	Service Set Identifier

	TLS
	Transport Layer Security

	TTLS
	Tunnelled Transport Layer Security

	UI
	User Interface

	UICC
	Universal Integrated Circuit card

	UIM
	User Identity Module

	UMA
	Unlicensed Mobile Access

	UMTS
	Universal Mobile Telecommunications System

	USIM
	Universal Subscriber Identity Module

	USSD
	Unstructured Supplementary Service Data

	UTRAN
	Universal Terrestrial Radio Access Network

	VPN
	Virtual Private Network

	WEP
	Wired Equivalent Privacy

	Wi-Fi
	Wireless Fidelity

	WiMAX
	Worldwide Interoperability for Microwave Access

	WISPr
	Wireless Internet Service Provider roaming

	WLAN
	Wireless Local Area Network

	WPA2
	Wi-Fi  Protected Access Version 2

	WPS
	Wireless Protected Setup

	WWAN
	Wireless Wide Area Network
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