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1 Reason for Change

R02 is based on the discussion made during the CC the 17th Oct 2012.

R01 is the result of the discussion during the F2F meeting the 20th of September 2012.

This CR proposes requirement to support a Web Based access method within OpenCMAPI v 1.1.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.

6 Detailed Change Proposal

Change 1:  Add support of Web Api in section 6.17
6.18 WebAPI Functional Requirements

This section identifies the requirements for interfaces related to WebAPI.
6.18.21 General Requirements

	CMAPI-WEBAPI-1
	The Web API exposed through the OpenCMAPI enabler SHALL be formatted using valid HTTP 1.1 according to RFC 2616.
	

	CMAPI-WEBAPI-2
	The Web API exposed through the OpenCMAPI enabler SHALL follow the principles and constraints of REST.
	

	CMAPI-WEBAPI-3
	The Web API exposed through the OpenCMAPI enabler SHALL support multiple transactions in a single open socket. 
Note: A possible implementation is to use a configurable timeout to control how long the socket can remain idle before releasing and closing the socket resources.
	

	CMAPI-WEBAPI-4
	The Web API exposed through the OpenCMAPI enabler SHALL support asynchronous notifications instead of polling.
	

	CMAPI-WEBAPI-5
	The Web API exposed through the OpenCMAPI enabler SHALL support to be discovered by applications with a single function invocation and network exchange.
	

	CMAPI-WEBAPI-6
	The Web API exposed through the OpenCMAPI enabler SHALL provide basic information on device capabilities. 
	

	CMAPI-WEBAPI-7
	The Web API exposed through the OpenCMAPI enabler SHALL support to be used by multiple connected devices in parallel.
	


Table30: WebAPI General Functional Requirements
6.18.22 WebAPI Security Requirements

	CMAPI-WEB-SEC-1
	The Web API exposed through the OpenCMAPI enabler SHALL provide security, confidentiality, and tamper detection.
	

	CMAPI-WEB-SEC-2
	The Web API exposed through the OpenCMAPI enabler SHALL provide mutual authentication with client being assured of server identity before exchanging any secrets.
	

	CMAPI-WEB-SEC-3
	The Web API exposed through the OpenCMAPI enabler SHALL support PSK using PIN to support mutual authentication.
	

	CMAPI-WEB-SEC-4
	The Web API exposed through the OpenCMAPI enabler SHOULD provide a method to use certificates for mutual authentication. 
	

	CMAPI-WEB-SEC-5
	The Web API exposed through the OpenCMAPI enabler SHALL provide a means to automatically or manually provision the authentication credential to support PSK using PIN with method such that an intermediate key is used so PIN is never transmitted directly to server (using rfc6238)
	

	CMAPI-WEB-SEC-6
	The Web API exposed through the OpenCMAPI enabler SHOULD provide a means to automatically or manually provision the authentication credential using X.509 certificate.
	

	CMAPI-WEB-SEC-7
	The Web API exposed through the OpenCMAPI enabler SHALL operate without any additional installation packages for browser based technology.
	

	CMAPI-WEB-SEC-8
	The Web API exposed through the OpenCMAPI enabler SHALL support selection of the OpenCMAPI functionalities presented through the Web API interface.
	

	CMAPI-WEB-SEC-9
	The Web API exposed through the OpenCMAPI enabler SHALL provide a capability to record access attempts and successful logins as a means to detect unauthorized access and also attempts at unauthorized access.
	

	CMAPI-WEB-SEC-10
	The Web API exposed through the OpenCMAPI enabler SHALL not require existing internet connectivity for either client or server for authentication and authorization.
	

	CMAPI-WEB-SEC-11
	The Web API exposed through the OpenCMAPI enabler SHOULD support a tiered access to functionalities.
	


Table 31: WebAPI Security Functional Requirements
	
	
	

	
	
	

	
	

	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Change 2:  Add references for Web Api
	[RFC 6238]
	RFC 6238  http://tools.ietf.org/html/rfc6238


	[X.509 definition]
	”Internet X.509 Public Key Infrastructure Certificate and CRL Profile”, IETF, http://www.ietf.org/rfc/rfc2459.txt

	[HTTP 1.1]
	”Hypertext Transfer Protocol – HTTP/1.1”, IETF, http://www.ietf.org/rfc/rfc2616.txt

	


Change 3:  Add abbreviations in appropriate section

	PSK
	Pre-Shared Key

	REST
	Representational state transfer


Change 4:  Add HLF requirement in Security section

6.1.1 Security

This section identifies the high-level security requirements for the OpenCMAPI Enabler.


	Label
	Description
	Release

	CMAPI-SEC-001
	The OpenCMAPI Enabler SHALL support PINs/PUKs management
	1.0

	CMAPI-SEC-002
	The OpenCMAPI Enabler SHALL protect against potential security threats
	1.0

	CMAPI-SEC-003
	The OpenCMAPI enabler SHALL NOT support functions accessing to the UICC equivalent to following AT commands (Connected SIM) +CSIM.
	1.0

	CMAPI-SEC-004
	The OpenCMAPI Enabler SHALL support WPS with both PIN & Push-Button methods for 802.11b/g/n.
	1.0

	CMAPI-SEC-005
	The OpenCMAPI Enabler SHALL NOT support functions that will interfere with the Wi-Fi Direct separation of security between WLAN and Wi-Fi Direct.


	1.1

	CMAPI-SEC-006
	If the OpenCMAPI functionalities are exposed through a Web API, the OpenCMAPI Enabler SHALL support the related security requirements listed in section 6.18.2
	1.1


Table 2: High-Level Functional Requirements – Security Items
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