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1 Reason for Change

R02 is the result of the discussion held during the conf call the 6th of February 2013.
It is agreed to create a new section 6.4.2 where the related requirement will be placed as well as the requirement related to NFC capabilities.
R01 adds definition and normative reference for Secure Element.
R01 provides some use cases
This CR proposes resolutions for the following OpenCMAPI V1.1 RDRR comments:
	A024
	2012.12.10
	T
	6.4.1

CMAPI-DEV-022

	Source: Oberthur

Form: doc#CD-OpenCMAPI-2012-0185

Comment: Add new REQS in the Chapter DEV-INF.

Proposed Change: The OpenCMAPI Enabler SHALL be able to provide the information if the device has a secure element
	Status: OPEN

Conf call 19/12/12: CR to be provided by Jean-André


Devices on the market have already a Secure Element (SE) on board.

Some applications need to adapt their behaviour depending on the user interface capabilities.
Reporting d evice information allows designing application more generic.
This information is useful for application needing specific security requirement.
GlobalPlatfor gives the following definition for a SE:

“A Secure Element (SE) is a tamper resistant component which is used in a device to provide the security, confidentiality, and multiple application environment required to support various business models. Such a Secure Element may exist in any form factor such as UICC, embedded SE, smartSD, smart microSD, etc”
Use cases
Use case 1:
A user wants to send an Email. This user wants to sign this Email before to send it.

A Secure Element is available in the device and contains the necessary materials (e.g. a certificate) to sign this Email. An authorized application can use APIs to access the Secure Element, where the certificate is stored very securely in a trusted location and performs all the necessary actions.
Use case 2:
A user received an Email or a file (using NFC, WiFi (in adhoc mode), Bluetooth, etc…). This email or file is encrypted. To display the content received, an authorized application can/shall use APIs to decrypt this content. The Secure Element is able to perform all necessary actions to allow the user to display the encrypted content received
Use Case 3:
HealthCare
A user wants to store the result of medical test/data. How to store and access to those confidential data in a secure way (secured and trusted location) in his device is a key issue. Use of the Secure Element is a solution. We can imagine that the patient can hold those data and share them with his physician which is equipped with a terminal supporting the keys to establish a link and access to the SE to read the data for a diagnosis
Other use cases

Access Control to restricted areas

Payment
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR and close the technical comment A024 of the RDRR of OpenCMAPI v1.1 RD.
6 Detailed Change Proposal

Change 1:   Clause 6.4.2 Device Extended Service Functional Requirements
	CMAPI-DEVE-002
	The OpenCMAPI Enabler SHALL be able to provide the information if the device has a Secure Element.
Informational Note: for definition of Secure Element, refer to [Secure Element (SE), GP].

Potential existing mechanisms or enablers will be considered to meet this requirement during the specification phase.
	1.1


Change 2:  Clause 2.1 
Normative References

	[Secure Element (SE), GP]
	“GlobalPlatform Device Technology, Card Specification”, GlobalPlatform™, 
URL: http://www.globalplatform.org/specificationscard.asp
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