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1 Reason for Change

This CR proposes to add eSE in the Device Extended capabilities functions in the TS accordingly to the following requirements:

	CMAPI-DEVE-002
	The OpenCMAPI Enabler SHALL be able to provide the information if the device has a Secure Element.

Informational Note: For definition of Secure Element, refer to [Secure Element (SE), GP].

Potential existing mechanisms or enablers will be considered to meet this requirement during the specification phase.
	1.1


R02 : 

Reformat the CR with comments from CC
Adding References and Definitions

Adding a Call Back to updated services automatically.  

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Change paragraph section for Extended Device Services function  (section 7)
7.9 Device Extended Service APIs
This section defines a set of APIs to address extended services a device can support. In the version 1.1 of OpenCMAPI enabler, two sets of functionalities have been identified. 

· NFC (Near Field Communication)

· ESE (Embedded Secure Element)

The main goal is to expose to an application (connection or non connection application manager) what extended functionalities a device can support and not to provide a full set of APIs unless they are not specified by other standard development organizations.
Applications may need to know which services are available and enabled by the device. The openCMAPI enabler and its set of APIs functionalities is a mean to discover which services are or can be offered by a device. Therefore an application can be able to select a service among a list provided by the device through OMA APIs or other APIs from e.g. SIM Alliance and Global Platform.
Some class of services are easely identified by their AID (Application ID). Some of those AID are public and well known (e.g. Telecom, Payment). Many services exist and will exist. Those services will need security and will use mechanisms based on secure elements embedded in the device.
In addition, this function can be used to expose services which don’t need sophisticated security mechanisms.
7.9.2  CMAPI_ExtDevSrv_ESE()

The CMAPI_ExtDevSrv_ESE () function is used to provide to application information regarding ESE (Embedded Secure Element) functionalities and services available in the device.
	Prototype

	dword CMAPI_ExtDevSrv_ESE (dword deviceID, ESEServices* pESEServices, dword* pESEServicesSize )  




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pESEServices
	Output
	All ESE services supported by the device. See ESEServices structure definition

	ESEServicesSize
	Output/Input
	The size of pESEServicesSize in bytes. Will contain the minimum bytes size needed if input was insufficient,


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


Change 2:  Add Service Types supported  (section 6.2)

6.2.25 Service Type
	Definition ServiceType

	This prototype defines a Service Type in the device



	ServiceType
	dword
	Servicesqqjjjj Type of Services (this list is not exhaustive)
· 0x00000000: No Service or Unknown
· 0x00000001: Transport Services
· 0x00000002: Payment Services
· 0x00000003: Access Control Services 
· 0x00000004: Telecom Services
· 0x00000005: eHealth Services

· 0x00000006: Internet Services (Email, …)
· 0x00000007: Games Services
· 0x00000008: Secure Storage Services
· 0x00000009: PKCS#15 Services

· 0x0000000A: DRM Services

· 0x0000000B: Loyalty Services
· 0x0000000C: Identification Services

· 0x0000000D: eCars Services

0x00000009:


Change 3:  Add AID supported  (section 6.2)

6.2.26 Application IDentifier

In accordance with ISO/IEC 7816-4 [3], the AID has the following structure.

	<--------------------------- Application IDentifier (AID) ----------------------------->

	Registered application provider IDentifier

(RID)
	Proprietary application Identifier eXtension

(PIX)

	<--------------- 5 bytes ---------------->
	<--------------- ( 11 bytes -------------->


Figure x.y: AID structure

The AID consists of a Registered application provider IDentifier (RID) of 5 bytes and a Proprietary application Identifier eXtension (PIX) of up to 11 bytes.

Some RIDs are already registered by ISO/IEC according to ISO/IEC 7816-4 [3], e.g.:

· 'A000000009' for ETSI;

· 'A000000087' for the 3GPP;

· 'A000000343' for the 3GPP2.

· 'A000000412' for the OMA; (Maintain by OMA)

· 'A000000424' for the WiMAX Forum. (Maintain by WiMAX Forum)

Some others are registered by EMV (Europay, MasterCard and Visa, a global standard for inter-operation of integrated circuit cards)
	Definition of AID

	This prototype defines an AID associated to a service in the device



	AID
	byte[16]
	Servicesqqjjjj 
An AID is composed of 16 bytes maximum. 
Below common examples. 
· 0xA000000009: ETSI (RID only see ETSI 101 220 Annex A for allocated PIX)
· 0xA000000087: 3GPP
· 0xA000000343: 3GPP2
· 0xA000000412: OMA
· 0xA000000424: WiMAX Forum
· 0xA0000000031010: Visa
· 0xA0000000032010: Visa
· 0xA0000000032020: Visa
· 0xA0000000038010: Visa
· 0xA0000000041010: MasterCard
· 0xA0000000049999: MasterCard
· 0xA0000000043060: MasterCard
· 0xA0000000046000: MasterCard
· 0xA0000000050001: MasterCard
· 0xA00000002501: American Express
· 0xA0000000291010: LINK (UK) ATM network
· 0xA0000000421010: CB (France)
· 0xA0000000422010: CB (France)
· 0xA0000000651010: JCB (Japan)
· 0xA0000001211010: Dankort (Denmark)
· 0xA0000001410001: CoGeBan (Italy)
· 0xA0000001523010: Diners Club/Discover
· 0xA0000001544442: Banrisul (Brazil)
· 0xA00000022820101010: SPAN2 (Saudi Arabia)
· 0xA0000002771010: Interac (Canada)
· 0xA0000003241010: Discover
· 0xA000000333010101: China UnionPay
· 0xA000000333010102: China UnionPay
· 0xA000000333010103: China UnionPay
· 0xA000000359101002800: Girocard (ZKA Germany)

· ……

0x00000009:


At the end of the discovery procedure, the exact list of AIDs is returned.
Change 4:  Add section for Application Family Indicator  (section 6.2)

6.2.27 Application Family Indicator

It could be difficult to make a relationship between the AIDs and the services enabled by the device. An additional option to help discovering services is to read the Application Family Indicator (AFI). After selecting an Application, it is possible to get a status where this field can be used to inform what kind of application family the AID refers to.
The [ETSI 102 200] Smart Cards; ETSI numbering system for telecommunication application providers provides information on AID, RID and PIX encoding with allocated numbers for Telecom Application Providers.

The Global Platform GPC 2.2 Card Specification Amendment C (April 2013) and ISO-IEC 14443-3 also provides information related to AFI.
This information is optional but it is recommended for the enabler to read it and expose it to improve user experience.

Note : the services available may change during the life time of the device. Two solutions to solve this are possible :

1 – to use the Call Back below which can be triggered on an event (service unavailable, service remove, new service available)

2 – to recommend to include a polling mechanism in the application to call the function (every xy minutes)

Change 5:  Add a Call Back for Services Update  (section 8.3)

8.3.37 CMAPI_Callback_ESEServicesChange()

The CMAPI_Callback_ESEServicesChange() function is used to communicate changes regarding the availability of services. An updated list is provided to the application. The method used to update this list (event, trigger, polling) is out of scope of the OpenCMAPI enabler.
	Prototype

	dword CMAPI_Callback_ESEServicesChange (dword deviceID, ESEServices* pESEServices, dword* pESEServicesSize)


	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pESEServices
	Input
	All ESE services supported by the device. See ESEServices structure definition

	pESEServicesSize
	Input
	The size of pESEServicesSize in bytes.


Change 6:  Add Service Classes supported  (section 6.2)

6.2.28 ServiceClass structure

	Definition ServiceClass structure

	This prototype defines a Service Class structure

A service is defined by a Class, an AID and optionally an AFI


	Service_Type
	ServiceType
	                        ServiceType is the type of Service

	Service_AID
	AID
	                        Service_AID is the AID of the service application

	Application_Family_Ind
	dword
	The encoding of AFI is defined in ISO 14443-3 specification. This field is optional.


Change 7:  Service Classes Structure definition  (section 6.2)

6.2.29 ESE services Structure definition

	Definition ESEServices

	This prototype defines a structure of all the Services in the device and associated AID




	NumberofESE
	dword
	                       Number of active secure elements in the device

	Number of services
	dword
	                       Number of active services discovered in the device

	 ServiceClassList
	ServiceClass
	                       ServiceClassList is an array of ServiceClass


Change 8:   Add Buffer error code (section 9.1)

9.1 Return Values and Error Codes

	Return Values & Error Codes

	Value
	Description

	….
	……

	Buffer Error Codes

	
	Listing all buffer error codes

	….
	…….

	0X3000002A
	The pESEServicesSize Buffer is not large enough.


Change 9:  Add Definition of AFI, SE in the relevant section (section 3.2)

2.1 Normative References
	[ISO/IEC 14443-3]
	“ISO/IEC 14443-3. Identification cards – Contactless Integrated Circuit Cards – Proximity Cards),
URL: http://www.iso.org

	
	

	[ETSI TS 102 220]
	“TS 102 220 Smart Cards; ETSI numbering system for telecommunication application providers”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[ISO/IEC 7816-4]
	Identification cards –  Integrated Circuit Cards with contacts -  Part 4
URL: http://www.iso.org


3.2 Definitions

	
	

	AFI
	Application Family Indicator as defined in [ETSI TS 102 220] and  [ISO-IEC 14443-3]

	[Secure Element (SE), GP]
	“GlobalPlatform Device Technology, Card Specification”, GlobalPlatform™, 
URL: http://www.globalplatform.org/specificationscard.asp
“A Secure Element (SE) is a tamper resistant component which is used in a device to provide the security, confidentiality, and multiple application environment required to support various business models. Such a Secure Element may exist in any form factor such as UICC, embedded SE, smartSD, smart microSD, etc”
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