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1 Reason for Change

This CR proposes to add basic Wireless Router management functions according to the following requirements:

	CMAPI-HLF-035
	The OpenCMAPI Enabler MAY be able to support management of router functionalities of a device supporting such service

Informational Note: The requirements listed in section 6.20 will then apply as well to this functionality.
	1.1


	CMAPI-ROUT-001
	The OpenCMAPI Enabler MAY provide a mechanism to control usage (allow/deny Router Control Client) of the router service on device supporting such service
	1.1

	CMAPI-ROUT-002
	The OpenCMAPI Enabler MAY provide a mechanism to disconnect and disallow specific Router Control Clients.
	1.1

	CMAPI-ROUT-003
	The OpenCMAPI Enabler MAY provide a mechanism to configure network parameters (Ex: IP address, net mask) of the WLAN network provided.
	1.1

	CMAPI-ROUT-004
	The OpenCMAPI Enabler MAY provide a mechanism to configure security parameters (Ex: Open, WPA, WPA2) of the WLAN network provided by the Router Device.
	1.1

	CMAPI-ROUT-005
	The OpenCMAPI Enabler MAY provide a recovery mode such that the WLAN network returns to a well-known state. This recovery ability SHALL be protected through a password mechanism at the minimum.
	1.1


These functions will be proposed for both CMAPI-1 and CMAPI-3.  This CR only addresses CMAPI-1.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add new section for CMAPI-1 Wireless Router functions
6.18 Wireless Router APIs
This section describes APIs related to controlling a wireless router and managing its connected devices.  APIs are included for router configuration, setting policies and restrictions on connected devices, and administrator security.
6.18.0 CMAPI_Router_GetConfiguration()

The CMAPI_Router_GetConfiguration () function is used to read the configuration values of the router (ssid, users, security, etc).
	Prototype

	dword CMAPI_Router_GetConfiguration (dword deviceID, RouterConfigType* pRouterConfig, dword* pRouterConfigSize)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pRouterConfig
	Output
	Configuration values of the router. See RouterConfigType definition

	pRouterConfigSize
	Input/Output
	The size of pRouterConfig in bytes. Will contain the minimum byte size needed if input was insufficient.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000029
	The pRouterConfig buffer is not large enough

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.1 CMAPI_Router_SetConfiguration()

The CMAPI_Router_SetConfiguration () function is used to write the configuration values of the router (ssid, users, security, etc).

	Prototype

	dword CMAPI_Router_SetConfiguration (dword deviceID, RouterConfigType* pRouterConfig)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pRouterConfig
	Input
	Configuration values of the router. See RouterConfigType definition


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000029
	The pRouterConfig value(s) are incorrect

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.2 CMAPI_Router_GetDevices()
The CMAPI_Router_GetDevices () function is used to retrieve a list of devices connected to the router.  The list contains records with connected device information.
	Prototype

	
dword CMAPI_Router_GetDevices (dword deviceID, ConnectedDevType* pConDevList, dword* pConDevListSize, word* pConDevListElements) 



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pConDevList
	Output
	The list of connected devices. See ConnectedDevType for details of the returned data.

	pConDevListSize
	Input/Output
	The number of bytes in the pConDevList buffer.

	pConDevListElements
	Output
	The number of elements in the connected device list.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000006
	The pConDevList buffer is not large enough

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.3 CMAPI_Router_GetPolicies()
The CMAPI_Router_GetPolicies () function is used to retrieve a list of policies within the router.  The list contains records with policy information.

	Prototype

	
dword CMAPI_Router_GetPolicies (dword deviceID, PolicyType* pPolicyList, dword* pPolicyListSize, word* pPolicyListElements) 



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pPolicyList
	Output
	The list of policies. The list contains the default policy and optional user policies.  See PolicyType for details of the returned data.

	pPolicyListSize
	Input/Output
	The number of bytes in the pPolicyList buffer.

	pPolicyListElements
	Output
	The number of elements in the policy list.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000006
	The pPolicyList buffer is not large enough

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.4 CMAPI_Router_SetPolicy()

The CMAPI_Router_SetPolicy () function is used to add or update a policy to the router policies.  See PolicyType for a description of policy parameters.
	Prototype

	dword CMAPI_Router_SetPolicy (dword deviceID, PolicyType* pPolicy)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pPolicy
	Input
	A router policy. See PolicyType definition


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000029
	The pPolicy value(s) are incorrect

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.5 CMAPI_Router_DeletePolicy()

The CMAPI_Router_DeletePolicy () function is used to delete a policy from the router policies.  See PolicyType for a description of policy parameters.

	Prototype

	dword CMAPI_Router_DeletePolicy (dword deviceID, PolicyType* pPolicy)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pPolicy
	Input
	A router policy. See PolicyType definition


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000029
	The pPolicy value(s) are incorrect

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.6 CMAPI_Router_GetRestrictions()
The CMAPI_Router_GetRestrictions () function is used to retrieve a list of connected device restrictions within the router.  The list contains records with blacklisted and blocked information.

	Prototype

	
dword CMAPI_Router_GetRestrictions (dword deviceID, RestrictType* pRestrictList, dword* pRestrictListSize, word* pRestrictListElements) 



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pRestrictList
	Output
	The list of restrictions. See RestrictType for details of the returned data.

	pRestrictListSize
	Input/Output
	The number of bytes in the pRestrictList buffer.

	pRestrictListElements
	Output
	The number of elements in the restriction list.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000006
	The pRestrictList buffer is not large enough

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.7 CMAPI_Router_SetRestriction()

The CMAPI_Router_SetRestriction () function is used to add or update a connected device restriction to the router.  See RestrictType for a description of restriction parameters.

	Prototype

	dword CMAPI_Router_SetRestriction (dword deviceID, RestrictType* pRestrict)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pRestrict
	Input
	A router restriction. See RestrictType definition


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000029
	The pRestrict value(s) are incorrect

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.8 CMAPI_Router_DeleteRestriction()

The CMAPI_Router_DeleteRestriction () function is used to remove a connected device restriction.  See RestrictType for a description of restriction parameters.

	Prototype

	dword CMAPI_Router_DeleteRestriction (dword deviceID, RestrictType* pRestrict)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pRestrict
	Input
	A router restriction. See RestrictType definition


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000029
	The pRestrict value(s) are incorrect

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.9 CMAPI_Router_SetAdminPassword()

The CMAPI_Router_SetAdminPassword () function is used to update the router administrator password.
	Prototype

	dword CMAPI_Router_SetAdminPassword (dword deviceID, UTF8* pAdminPass)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pAdminPass
	Input
	The administrator password


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.10 CMAPI_Router_VerifyAdminPassword()

The CMAPI_Router_VerifyAdminPassword () function is used to verify the router administrator password and to report the number of failed access attempts.
	Prototype

	dword CMAPI_Router_VerifyAdminPassword (dword deviceID, UTF8* pAdminPass, dword* pFailedAttempts)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned

	pAdminPass
	Input
	The administrator password

	pFailedAttempts
	Output
	The number of failed password verification attempts


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0x00000002
	The password is incorrect.

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.18.11 CMAPI_Router_ResetToDefaults()

The CMAPI_Router_ResetToDefaults () function returns the router to factory default settings.

	Prototype

	dword CMAPI_Router_ResetToDefaults (dword deviceID)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the router device concerned


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


Change 2:  Add new DataTypes section for Wireless Router types

6.18.12 RouterConfigType
	Definition RouterConfigType

	This prototype defines a structure for router configuration data



	Field Name
	Type
	Description

	ssid
	UTF8*
	The Broadcast WiFi SSID (network name) of the router

	bssid
	UTF8*
	The BSSID (MAC address) of the router

	security
	dword
	An bitmapped value of supported wireless security types:
· 0x00000000: None
· 0x00000001: WEP
· 0x00000002: WPA-TKIP
· 0x00000004: WPA-AES
· 0x00000008: WPA2-TKIP

· 0x00000010: WPA2-AES 

	numDevices
	dword
	The number of connected devices on the network

	maxDevices
	dword
	The maximum number of connected devices

	isShared
	byte
	Indicates whether the network is shared:
· 0x00: Not shared
· 0x01: Shared

	modes
	dword
	A bitmapped value of supported WiFi physical layer standards:
· 0x00000000: None
· 0x00000001: 802.11a
· 0x00000002: 802.11b
· 0x00000004: 802.11g
· 0x00000008: 802.11n

· 0x00000010: 802.11ac

· 0x00000020: 802.11ad

	channel
	dword
	WiFi channel used.  A value of 0 means automatic channel selection isused.

	visible
	byte
	Indicates whether the network is visible:

· 0x00: Not visible (no SSID is broadcast)
· 0x01: Visible

	key
	UTF8*
	The WEP or WPA security key.

	DHCPState
	byte
	Indicates whether DHCP is enabled:

· 0x00: Disabled
· 0x01: Enabled

	DHCPAddress
	UTF8*
	The IP Address of the DHCP server in the router

	DHCPMask
	UTF8*
	The subnet mask for IP addresses 

	DHCPRangeStart
	UTF8*
	The start of the DHCP IP address range

	DHCPRangeEnd
	UTF8*
	The end of the DHCP IP address range

	DHCPDefaultLease
	dword
	The default time in seconds that a client may keep an IP address

	DHCPMaxLease
	dword
	The maximum time in seconds that a client may keep an IP address


6.18.13 ConnectedDevType
	Definition ConnectedDevType

	This prototype defines an information structure for devices which connect to the router.



	Field Name
	Type
	Description

	name
	UTF8*
	The friendly name of the device

	MACAddress
	UTF8*
	The MAC address of the device

	IPAddress
	UTF8*
	The IPv4 address of the device

	IPv6Address
	UTF8*
	The IPv6 address of the device

	connectTime
	dword
	The number of milliseconds the device has been connected to the router

	txBytes
	qword
	The number of bytes transmitted during this session

	rxBytes
	qword
	The number of bytes received during this session


6.18.14 PolicyType
	Definition PolicyType

	This prototype defines an information structure for router policies toward devices



	Field Name
	Type
	Description

	MACAddress
	UTF8*
	The MAC address of a device

	username
	UTF8*
	The username associated with this device

	txBpsLimit
	dword
	Maximum allowed transmission rate for this device.  A value of 0 means no maximum.

	rxBpsLimit
	dword
	Maximum allowed receive rate for this device.  A value of 0 means no maximum.

	txBytesPolicy
	qword
	The number of bytes transmitted since the policy went into effect.  Must be set to zero each time a policy is put into effect or reset.

	rxBytesPolicy
	qword
	The number of bytes received since the policy went into effect.  Must be set to zero each time a policy is put into effect or reset.

	rxtxBytesLimit
	qword
	Maximum bytes allowed to be transmitted and received by this device.  A value of 0 means no maximum.

	txBytesLimit
	qword
	Maximum bytes allowed to be transmitted by this device.  A value of 0 means no maximum.

	rxBytesLimit
	qword
	Maximum bytes allowed to be received by this device.  A value of 0 means no maximum.

	recurring
	byte
	Indicates whether a policy is one-time or recurring.  A recurring policy is used to disable and enable a policy over a specified interval.
· 0x00: One-time policy
· 0x01: Recurring policy

	toStartTime
	dword
	The start time of the first active session of the policy, in minutes, counting from now. This value decreases by 1 every minute until the policy is either expired (recurring=false), or until the policy is reset (recurring=true) in which case it resets to 0. Note that toStartTime will be negative while the policy is active.

	duration
	dword
	The number of minutes this policy is applied. A value of 0 means infinite.

	downTime
	dword
	If recurring is set to true, this value is the timespan in minutes between two consecutive active policy sessions when the policy is not active 

	connectTimeLimit
	dword
	Maximum number of minutes this device can be connected during an active policy session.

	roamingBlock
	byte
	Indicates whether this device is blocked from using data while the router is roaming on another WWAN network:
· 0x00: Not blocked while roaming

· 0x01: Blocked while roaming

	blocked
	byte
	Indicates whether this device is currently blocked due to the policy:

· 0x00: Not blocked

· 0x01: Blocked


6.18.15 RestrictType
	Definition PolicyType

	This prototype defines an information structure for connected device restrictions



	Field Name
	Type
	Description

	MACAddress
	UTF8*
	The MAC address of a device

	restriction
	dword
	The type of restriction:

Indicates whether the network is shared:

· 0x00000001: Blocked (can’t use data)
· 0x00000002: Blacklisted (can’t connect to router)
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