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1. Scope

This specification defines a RESTful Device API for the Open Connection Management using HTTP protocol bindings, based on [OpenCMAPI_TS], through which connection management services are made available to different applications. I.e. it and provides the CMAPI-3 interface (also called OpenCMAPI WebAPI) of to the architecture described in [OpenCMAPI-AD].
The specification addresses the requirements enumerated in [OpenCMAPI-RD].
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3. Terminology and Conventions

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

Definitions
For the purpose of this TS, all definitions from the OMA Dictionary apply [OMADICT].
	Long Polling
	A variation of the traditional polling technique, where the server does not reply to a request unless a particular event, status or timeout has occurred. Once the server has sent a response, it closes the connection, and typically the client immediately sends a new request. This allows the emulation of an information push from a server to a client.

	
	


3.3
Abbreviations

	ACR
	Anonymous Customer Reference

	API
	Application Programming Interface

	CRUD
	Create, Read, Update, Delete

	HTTP
	HyperText Transfer Protocol

	JSON
	JavaScript Object Notation

	MIME
	Multipurpose Internet Mail Extensions

	OMA
	Open Mobile Alliance

	REST
	REpresentational State Transfer

	SCR
	Static Conformance Requirements

	SIP
	Session Initiation Protocol

	TS
	Technical Specification

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	WP
	White Paper

	XML
	eXtensible Markup Language

	XSD
	XML Schema Definition

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

The Technical Specification of the RESTful Device API for Open Connection Management contains HTTP protocol bindings for the [OpenCMAPI_TS] specification, using the REST architectural style. The specification provides resource definitions, the HTTP verbs applicable for each of these resources, and the element data structures, as well as support material including flow diagrams and examples using the supported message body format (i.e. JSON). 
Version 1.0
Void. 

Version 1.1 is the first version which was produced of this document.
Version 1.1

Version 1.1 of this specification supports the following operations:
· Version 1.1 of the RESTful Device API for Open CM API specification addresses the following aspects:

· Security and concurrency control function, e.g. access control and authorization

· Device Discovery & Device Handling

· Device Services

· Cellular Network Connection Management

· PIN/PUK Management

· Interaction with the UICC

· WLAN connection management

· Information Status handling

· Statistics handling

· GNSS handling

· SMS&USSD management

· Push Data service management

· Callbacks & Registration/Deregistration to receive callbacks

· Additional Information Status functions

· Phone Book /Contacts management support

· Support of Hotspot 2.0

· Support of P2P (or D2D as known in 3GPP) Direct connection

· Router Management support

5. Open Connection Manager Web Interface CMAPI-3
5.1 Introduction

CMAPI-3 is a RESTful implementation of the OpenCMAPI enabler used to give Web-based applications access to CMAPI using the HTTP 1.1 protocol [RFC2616].  It implements CMAPI functionality using JSON as the underlying communication interface [RFC4627].  JSON is used because it is an open standard which is easily readable and language-independent.

This section explains how to translate CMAPI functions into the HTTP headers and JSON messages in the HTTP BODY which constitute the requests, responses, and notifications of CMAPI-3.  A number of different programming languages could be used to generate and process these messages.  

See [Guidelines_RESTful_NetAPIs] for a description of the principles used in defining RESTful APIs.

URL Variables Considerations
The following applies to all resources defined in this specification regardless of the representation format (i.e. XML or JSON):
· Reserved characters in URL variables (parts of a URL denoted below by a name in curly brackets) MUST be percent-encoded according to [RFC3986]. Note that this always applies, no matter whether the URL is used as a Request URL or inside the representation of a resource (such as in “resourceURL” and “link” elements).
· If a user identifier (e.g. address, participantAddress, etc.) of type anyURI is in the form of an MSISDN, it MUST be defined as a global number according to [RFC3966] (e.g. tel:+19585550100). The use of characters other than digits and the leading “+” sign SHOULD be avoided in order to ensure uniqueness of the resource URL. This applies regardless of whether the user identifier appears in a URL variable or in a parameter in the body of an HTTP message.
· If an equipment identifier of type anyURI is in the form of a SIP URI, it MUST be defined according to [RFC3261].
· If a user identifier (e.g. address, userId, etc) of type anyURI is in the form of an Anonymous Customer Reference (ACR), it MUST be defined according to [IETF_ACR_draft], i.e. it MUST include the protocol prefix 'acr:' followed by the ACR.
· The ACR ‘authorization’ is a supported reserved keyword, and MUST NOT be assigned as an ACR to any particular end user. See Error! Reference source not found. for details regarding the use of this reserved keyword.

The following request URL variables are common for all HTTP methods:

	Name
	Description

	serverRoot
	Server base url: hostname+port+base path. Port and base path are OPTIONAL. 
Example: example.com/exampleAPI
{cmapi.device|localhost}???

	apiVersion
	Version of the API client wants to use.The "apiVersion" URL variable SHALL have the value v1 to indicate that the API corresponds to this version of this specification. See [REST_Device_Common] which specifies the semantics of this variable.


Table 1: URL variables
HTTP and JSON Schema Construction

Each OpenCMAPI function can be directly translated into an HTTP request and JSON schema which defines the CMAPI-3 interface.  For communication occurring from an application to a device, an HTTP request including the HTTP header with a JSON request schema is defined.  Conversely, for communication occurring from a device to an application an HTTP header with a JSON response schema is defined.

To represent a CMAPI-3 function, the following steps are taken:

· Form the HTTP Request

· Determine the HTTP method for the desired CRUD operation

· Convert the function name into a URI [RFC3986] as described in [Guidelines_RESTful_NetAPIs]

· Construct the HTTP 1.1 header

· Add data content, type, size, and host identifiers as described in the HTTP Header section below

· Construct the JSON schema

· Place the function’s input parameters into the JSON request schema using JSON data types

· Place the function’s output and return values into the JSON response schema using JSON data types

To accomplish asynchronous notifications and callbacks as done in CMAPI-2, a message ID parameter is used in both the request and response schemas for handling notifications.  A special message ID value of 0 in the response schema is used to denote a server notification which can be used to invoke a callback function depending on the implementation.

Editorial Note: For further study, to clarify the uniqueness of the message ID and potentially to revise the JSON schema for notification to include the explicit name of the notification and revise the chapter above to take into account CMAPI-1 as well. 

Editorial Note: For further study, to investigate the binding of notifications for example either one mandatory binding or a set of optional bindings with binding discovery methods.

HTTP Request

The HTTP request used for the desired CRUD operation is in the following format:

{POST|GET|PUT|DELETE} {URI} HTTP/1.1

GET is used for functions which read data from a device

POST or PUT are used for functions which write data to a device

DELETE is used for functions which delete data on a device

The format of a CMAPI-3 URI is as follows:

/{Functional-Domain}/{API-Version}/{Function}

Therefore, a function in OpenCMAPI 1.1 called CMAPI_DevSrv_GetDeviceData() would have the following URI:


/DevSrv/v1/DeviceData

A function in OpenCMAPI 1.1 called CMAPI_DevSrv_SetDeviceData() would have the same URI:


/DevSrv/v1/DeviceData

The resulting HTTP requests for the 2 functions are:

GET /DevSrv/v1/DeviceData HTTP/1.1

and

POST /DevSrv/v1/DeviceData HTTP/1.1

HTTP Request Header

The HTTP header format of CMAPI-3 request is described below.


Content-Type: application/json


Accept: application/json


Content-Length: {nnnn}


Host: {cmapi.device|localhost}

Editorial Note: For further study, to clarify the discovery part of external device and the use of localhost and the need for a dedicated port for OpenCMAPI as other OMA enablers are already using localhost and dedicated ports and to decide if we add “CMAPI_” in front of all function group names like CMAPI_DevSrv instead of DevSrv
JSON Data Types

The JSON data types are:

· string

· Used for all UTF8* parameters in CMAPI

· integer

· Used for all byte, word, dword, and qword parameters in CMAPI

· number

· Used for all floating-point parameters in CMAPI

· array

· Used for all non-string arrays in CMAPI

· Object

· Used for all data structure types in CMAPI

There are no size restrictions on JSON data types.

JSON Request Schema Definition

The following is a general definition of the CMAPI-3 JSON request schema.  A specific example of a CMAPI-1 function conversion is shown in the informative section of this document.

Below a JSON object is defined which encapsulates an OpenCMAPI object.  The OpenCMAPI object contains a message-id parameter and some number of parameters 1..n each of which contain some number of properties 1..n.   The fields shown in italics with brackets represent variables which change depending on the API.

{

    "type": "object",

    "properties": {

        "OpenCMAPI": {

            "type": "object",

            "required": true,

            "properties": {

                "message-id": {

                    "type": "integer",

                    "required": true

                },

                "[Param 1]": {

                    "type": "[JSON array Data Type]",

                    "description": "[Some Description.]",

                    "items": {

                        "type": "object",

                        "properties": {

                            "[property 1]": {

                                "type": "[JSON Data Type]",

                                "required": true

                            },

                            "[property n]": {

                                "type": "[JSON Data Type]",

                                "required": true

                            }

                        }

                    }

                },

                "[Param n]": {

                    "type": "object",

                    "properties": {

                        "[property 1]": {

                            "type": "[JSON Data Type]",

                            "description": "[Some Description]",

                            "required": true

                        },

                        "[property n]": {

                            "type": "[JSON Data Type]",

                            "description": "[Some Description]",

                            "required": true

                        }

                    }

                }

            }

        }

    }

}

HTTP Response

The format of an HTTP OK response is as follows:

HTTP/1.1 200 OK

Editorial Note: for further study, to decide if we use other 2xx codes.
Editorial Note: error codes will be provided through a dedicated CR.
HTTP Response Header

The header format of an HTTP response is as follows:


Content-Type: application/json


Content-Length: {nnnn}

JSON Response Schema Definition

The following is a general definition of the CMAPI-3 JSON response schema.  A specific example of a CMAPI-1 conversion is shown in the informative section of this document.

Below a JSON object is defined which encapsulates an OpenCMAPI object.  The OpenCMAPI object contains a message-id parameter and some number of parameters 1..n each of which contain some number of properties 1..n.   The fields shown in italics with brackets represent variables which change depending on the API.

{

    "type": "object",

    "properties": {

        "OpenCMAPI": {

            "type": "object",

            "required": true,

            "properties": {

                "message-id": {

                    "type": "integer",

                    "required": true

                },

                "[Param 1]": {

                    "type": "[JSON array Data Type]",

                    "description": "[Some Description.]",

                    "items": {

                        "type": "object",

                        "properties": {

                            "[property 1]": {

                                "type": "[JSON Data Type]",

                                "required": true

                            },

                            "[property n]": {

                                "type": "[JSON Data Type]",

                                "required": true

                            }

                        }

                    }

                },

                "[Param n]": {

                    "type": "object",

                    "properties": {

                        "[property 1]": {

                            "type": "[JSON Data Type]",

                            "description": "[Some Description]",

                            "required": true

                        },

                        "[property n]": {

                            "type": "[JSON Data Type]",

                            "description": "[Some Description]",

                            "required": true

                        }

                    }

                }

            }

        }

    }

}

API Management

Device Discovery APIs

Cellular Network Management APIs

Resources Summary

Resource: CMAPI

Additional request URL variables

GET

Example: example (Informative)

PUT

Example: example (Informative)
POST

Example: Example: example (Informative

DELETE

Example: Example: example (Informative
Connection Management APIs

Network Management APIs

CDMA2000 APIs

Device Service APIs

PINs/PUKs Management APIs

UICC Management APIs

WLAN APIs

Statistics APIs

Information Status APIs

SMS Management APIs

USSD Management APIs

Contact Management APIs

GNSS APIs

Data Push Service Management APIs

P2P Direct Connection APIs

Router Management APIs

Callback APIs
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. Example of JSON schemas for CMAPI-3    
(Informative)>

The following is an example representing CMAPI_Network_GetRFInfo() using CMAPI-3 requests and responses.  The definition of CMAPI_Network_GetRFInfo() is found in section 7.4.1 of this document.

The HTTP header is constructed as follows:

GET /Network/v1/RFInfo HTTP/1.1


Content-Type: application/json


Accept: application/json


Content-Length: {nnnn}


Host: {cmapi.device|localhost}

Then the JSON request schema is created using JSON data types for input parameters of the API, adding the message ID, and the URI which was just created.  For this function, the only input parameter is a device ID which is an integer, along with a description.

{

    "type": "object",

    "properties": {

        "OpenCMAPI": {

            "type": "object",

            "required": true,

            "properties": {

                "message-id": {

                    "type": "integer",

                    "required": true

                },

                "params": {

                    "type": "object",

                    "properties": {

                        "deviceID": {

                            "type": "integer",

                            "description": "The ID of the device concerned",

                            "required": true

                        }

                    }

                }

            }

        }

    }

}

For the GetRFInfo() response, first the HTTP header is constructed:

HTTP/1.1 200 OK


Content-Type: application/json


Content-Length: {nnnn}

Editorial Note: for further study, to decide if we use other 2xx codes.
Finally, the JSON response schema is created.  The message-id field is required to match the response to the original get request.  CMAPI_Network_GetRFInfo() has several pieces of output data.    RFInfoType is a structure containing a mixed array of RF information.  There are 3 integer values and 2 string values.

{

    "type": "object",

    "properties": {

        "OpenCMAPI": {

            "type": "object",

            "required": true,

            "properties": {

                "message-id": {

                    "type": "integer",

                    "required": true

                },

                "RFInfoType": {

                    "type": "array",

                    "description": "The List of RF Information.",

                    "items": {

                        "type": "object",

                        "properties": {

                            "maxDataRateUL": {

                                "type": "integer",

                                "required": true

                            },

                            "maxDataRateDL": {

                                "type": "integer",

                                "required": true

                            },

                            "frequencyBand": {

                                "type": "string",

                                "required": true

                            },

                            "channelNumberUL": {

                                "type": "string",

                                "required": true

                            },

                            "channelNumberDL": {

                                "type": "string",

                                "required": true

                            }

                        }

                    }

                }

            }

        }

    }

}
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