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1 Reason for Change

R02 is the result of the discussion held during the conf call the 6th of November 2013.
R01 is the result of the discussion held during the conf call the 16th October and is providing additional bug fixes in WLAN.
This CR proposes to provide bug fixes in the TS for OpenCMAPI 1.0 for Wlan
The changes proposed are the following:

1. Add parameters for WLANNetwork


dword    quality; //this is the AP signal quality, and it will be used to display a valid network list.




dword    isKeyProtected;  to indicate if the network is key protected or not



dword    EncryptionType; to indicate the type of Encryption used                          

UTF8* pNetworkKey: the Network Key

dword    keyIndex;   //This is necessary to EAP or none authentication network. A value between 1 and 4, refers to the position of the matching key stored in the access point
Change 1 also contains modification of WLANSecurityType in the structure as it was not  correctly presented

2. CMAPI_Callback_WLANNewAvailableNetwork()
Suggestion: The function is used to notify that a new network has been discovered. This callback function can be executed while the count of available networks has changed so we should add the dwCount to this API and then caller can call CMAPI_WLAN_GetScanResults to get network list.

Field Name
Mode
Description

deviceID
Input
The ID of the device concerned

awCount
Input
The Count of WLAN networks. (new added)

pNetwork
Input
The new network which has been located. Please see WLANNetwork
awcount is useful as the callback can only inform about new AP/Wlan Network but do not cover the cases of AP disappearing or AP settings changed. It is recommended to use CMAPI_WLAN_GetScanResults to get network list if the awCount has changed.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add/modify parameters for WLANNetwork
WLANSecurityType

	Definition WLANSecurityType

	This prototype defines an enumeration of security types for WLAN.




	WLANSecurityType
	Dword
	                       The following security types are supported:

· 0x00000001: Open (no security)

· 0x00000002: WEP

· 0x00000004: WPA

· 0x00000008: WPA2

· 0x00000010: WPA_ENTERPRISE

· 0x00000020: WPA2_ENTERPRISE


WLANNetwork

	Definition WLANNetwork

	This prototype defines a structure which describes a WLAN network




	Field Name
	Type
	Description

	pSSID
	UTF8*
	The service set identifier

	pBSSID
	UTF8*
	The basic service set identifier

	pFriendlyName
	UTF8*
	Optional - A name used to identify this network. If not filled, then the name used will be the SSID.

	
	
	

	mode
	Dword
	Specifies if the network can be automatically connected if located.

· 0x00000000: Manual

· 0x00000001: Automatic

	Hidden
	Dword
	Specifies if the SSID is being actively broadcast

· 0x00000000: SSID is broadcast

· 0x00000001: SSID is hidden

	
	
	

	pSecurityType
	WLANSecurityType*
	The type of security used for this network. See WLANSecurityType

	
	
	
· 
· 

	
	
	

	
	
	

	
	
	

	pKey
	UTF8*
	Optional – This is only needed for items requiring a static key like WEP and PSK.

	EAPAuthenticationMethod
	dword
	Optional - The EAP Authentication Method used by the network.

	pEap
	byte*
	Optional - The EAP definition. This could be a proprietary format implementation of the Buffer (to be checked)

	pEapSize
	dword
	Contains the length in bytes of the EAP configuration. If not used should be set to “0”.

	pEncryptionType
	WLANEncryptionType*
	The Encryption Type for WLAN – See WLANEncryptionType definition

	keyIndex
	dword
	Key index - Position of the matching key stored in the Access point/Wireless Router:

· 0x00000001: 1
· 0x00000002: 2
· 0x00000003: 3
· 0x00000004: 4

	pNetworkKey
	UTF8*
	Network Key to connect to WLAN Access Point or Wireless router (If not used should be set to “0”)


Located_WLANNetwork

	Definition Located_WLANNetwork

	This prototype defines a structure which describes a WLAN network.



	Field Name
	Type
	Description

	Network
	WLANNetwork*
	Please see WLANNetwork

	rssi
	dword
	The signal strength in dBm

	known
	dword
	Identifies if this is a known network

· 0x00000000: Unknown

· 0x00000001: Known (Known networks are networks SSID or networks identifiers prelisted by the operator or that have already been used/predefined by the user)


EAPAuthenticationMethod

	Definition EAPAuthenticationMethod

	This prototype defines an enumeration of the most commonly EAP authentication methods supported.




	EAPAuthenticationMethod
	dword
	The following EAP Authentication methods are supported (in decimal format accordingly to IANA Extensible Authentication Protocol (EAP) Registry list):

· 4: MD5-Challenge

· 6: Generic Token Card (GTC)

· 13: EAP-TLS

· 17: LEAP

· 18: EAP-SIM

· 21: EAP-TTLS

· 23: EAP-AKA

· 25: PEAP

· 29: EAP MS-CHAP-V2

· 43: EAP-FAST

· 47: EAP-PSK

· 49: EAP-IKEv2

· 50: EAP-AKA’




Change 2:  Add dwcount input in CMAPI_Callback_WLANNewAvailableNetwork()
CMAPI_Callback_WLANNewAvailableNetwork()

The CMAPI_Callback_WLANNewAvailableNetwork() function is used to notify that a new network has been discovered. It is recommended to use CMAPI_WLAN_GetScanResults to get network list if the awCount has not just increased of 1 increment compared to previous result.
	Prototype

	dword CMAPI_Callback_WLANNewAvailableNetwork (dword deviceID, dword awCount, Located_WLANNetwork* pNetwork)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	awCount
	Input
	The number of WLAN networks available.

	pNetwork
	Input
	The new network which has been located. Please see Located_WLANNetwork


Change 3:  Add WLANEncryptionType as data structure
WLANEncryptionType
	Definition WLANEncryptionType

	This prototype defines an enumeration of Encryption types for WLAN.




	WLANEncryptionType
	dword
	The following encryption types are supported:

· 0x00000001: none 

· 0x00000002: WEP

· 0x00000004: TKIP
· 0x00000008: AES/CCMP


Change 4:  Add new Wlan Error Codes & to reference it in the functions
	WLAN Error Codes

	0X00010001
	No network exists at the specified index.

	0X00010002
	Predefined networks are not able to be modified.

	0X00010004
	The SSID is invalid

	0X00010005
	The BSSID is invalid

	0X00010006
	The Friendly Name is invalid

	0X00010007
	The security parameter is invalid

	0X00010008
	The mode parameter is invalid

	0X00010009
	The hidden parameter is invalid

	0X0001000A
	The key is invalid

	0X0001000B
	The EAP authentication method is invalid

	0X0001000C
	The EAP configuration is invalid

	0X0001000D
	The Wlan Encryption Type is invalid

	0X00011001
	There is no existing WLAN connection

	0X00011002
	Security mode does not allow connectivity to unknown networks.

	0X00011005
	Operation is prohibited by security policy.

	0X00011006
	No pending operation.

	0X00011007
	The pin for WPS was malformed or incorrect size

	0X00011008
	The device is not connected

	0X00011009
	 Device (i.e.: WLAN only device that does not support NAA on UICC for authentication) does not support the requested function.

	0X00012001
	The SSID does not reference a valid known network.

	0X00012002
	The BSSID does not reference a valid known network

	0X00012003
	IP Address is not currently assigned (advisable to retry call)

	0X00012004
	Authentication failure

	0X00013001
	Invalid combination of AUTH and CIPHER

	0X00013002
	Index NOT referring to a valid known network

	0X00013003
	NO existing WLAN connection

	0X00013004
	IP address NOT valid

	0X00013005
	Subnet mask NOT valid

	0X00013006
	Operation prohibited by security policy

	0X00013007
	The specified index is to large and would leave a gap in the known networks list

	0X00013008
	Index is not valid for user defined networks. Please try a higher index.

	0X00013009
	The mode is invalid

	0X0001300A
	The address is invalid

	0X0001300B
	The subnet mask is invalid

	0X0001300C
	The http proxy is invalid

	0X0001300D
	The mac address is invalid

	0X0001300E
	The default gateway is invalid
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