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	OMA-TS-OpenCMAPI-V1_1-20140422-D
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 0: New Functionality
 FORMCHECKBOX 
 1: Major Change

 2: Bug Fix
 3: Editorial

	Source:
	Thierry Berisot, Deutsche Telekom AG, thierry.berisot@telekom.de

	Replaces:
	n/a


1 Reason for Change

This CR proposes to new functions to the WLAN section of the TS in order to resolve the following CONR comments against the CMAPI RD & TS:
	A040
	2014.02.14
	T
	CMAPI- WLAN-025
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A041
	2014.02.14
	T
	CMAPI- WLAN-026
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED
19/02/2014: CR to be done in the TS
Done in CR38

	A042
	2014.02.14
	T
	CMAPI- WLAN-027
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Done in CR35

	A043
	2014.02.14
	T
	CMAPI- WLAN-028
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Done in CR35

	A044
	2014.02.14
	T
	CMAPI- WLAN-029
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A045
	2014.02.14
	T
	CMAPI- WLAN-030
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A046
	2014.02.14
	T
	CMAPI- WLAN-031
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A048
	2014.02.14
	T
	CMAPI-HS2-002

CMAPI-HS2-003

CMAPI-HS2-005
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

These requirements have not been met

Proposed Change: 

Remove the requirements or enhance the TS to meet them
	Status: OPEN 
19/02/2014: CR to be done in the TS
Partially covered in Changes 1 & 2

	A049
	2014.02.12
	T
	6.8
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

To recheck if ANDSF is covered as well in all requirements

 Proposed Change: 

To check and potentially adapt some requirements
	Status: OPEN
19/02/2014: to rediscuss


	C016
	2014.02.12
	T
	6.2.13 & 6.2.14
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

WLANNetwork structure is including signal strength parameters but as well Located_WLANNetwork with RSSI. 

Proposed Change: 

To modify WLANNetwork structure in line with Located_WLANNetwork (probably to remove signal strength from WLANNetwork)
	Status: CLOSED
18/02/2014: in principle agreed but need a CR creating a RSSI structure
Done in CR35

	C022
	2014.02.12
	T
	7.12
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

Wlan section is not complete and not all requirements are addressed.

 Proposed Change: 

To complete Wlan section in line with requirements
	Status: OPEN 
20/02/2014: CR will be needed


Wlan requirements not supported yet
General WLAN Functional Requirements

	Label
	Description
	Release

	CMAPI-WLAN-024
	The OpenCMAPI Enabler SHALL be able to detect the type of security in use between the device and the access point (e.g. link layer security )
	1.1

	CMAPI- WLAN-025
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the preferred WLAN network list and WLAN parameters of the SIM/R-UIM/NAA on UICC.

Informational Note: [3GPP TS 31.102] defines EF/DF related to PLMN and WLAN lists for the Operator and the User. E.G.:  EFOWSIDL (Operator controlled WLAN Specific IDentifier List), EFUWSIDL (User controlled WLAN Specific IDentifier List) EFHWSIDL (Home I-WLAN Specific Identifier List).
	1.1

	CMAPI- WLAN-026
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the preferred WLAN list in the Management Object tree if the Device supports OMA Device Management MO protocol (i.e. I-WLAN MO, Hotspot 2.0 MO [Wi-Fi Alliance HS2.0 TS], ANDSF MO [3GPP TS 24.312]).
	1.1

	CMAPI-WLAN-027
	The OpenCMAPI Enabler SHOULD be able to manage white or black lists of WLAN networks
	1.1

	CMAPI- WLAN-028
	If a black list of WLAN is managed by the OpenCMAPI Enabler, the OpenCMAPI enabler SHALL prevent to blacklist a WLAN present in the preferred WLAN list of the SIM/R-UIM/NAA on UICC or in the Management Object tree of the device.
	1.1

	CMAPI- WLAN-029
	The OpenCMAPI Enabler SHALL provide a mechanism to configure two modes:

· Automatic Network Selection (default mode)

· Manual Network Selection
	1.1

	CMAPI- WLAN-030
	In Automatic Mode, the OpenCMAPI Enabler SHALL provide a mechanism to associate and authenticate the device with the AP without any user action, in respect with the preferred WLAN list retrieved in priority from the SIM/USIM/R-UIM/NAA on UICC then from the Management Objects.
	1.1

	CMAPI- WLAN-031
	In Automatic Mode  if several WLAN are available and present in the WLAN preferred list, the OpenCMAPI Enabler SHALL select a WLAN in respect to the priorities and rules defined in the [3GPP TS 31.102], [3GPP TS 24.234], [3GPP TS 23.234] specifications.
	1.1


Table 1: General WLAN Functional Requirements

HS2.0 Functional Requirements

	CMAPI-HS2-002
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the following ANQP and HS 2.0 ANQP elements (defined in [IEEE 802.11u]):

· Venue Name information

· Network Authentication Type information

· Roaming Consortium list

· IP Address Type Availability Information

· NAI Realm list

· 3GPP/3GPP2 Cellular Network information (only required for devices having SIM/R-UIM/NAA on UICC credentials)

· Domain Name list

· ANQP Query list

· HS Capability list

· Operator Friendly Name

· WAN Metrics

· Connection Capability

· NAI Home Realm Query

· Operating Class Indication
	1.1

	CMAPI-HS2-003
	The OpenCMAPI enabler SHALL provide a mechanism for reporting HS 2.0 enabled APs discovered as a result of the scanning phase.
	1.1

	CMAPI-HS2-004
	The OpenCMAPI enabler SHALL provide a mechanism for reporting the authentication methods supported by the APs.

Informational Note:  this information is necessary in manual mode to complete the association, mutual authentication and encryption negotiation chosen by the user.
	1.1

	CMAPI-HS2-005
	The OpenCMAPI enabler SHALL provide a mechanism to compare the 3GPP/3GPP2 Cellular Information provided by the WLAN and the information related to the active SIM/USIM/R-UIM/NAA on UICC. If successful, the device automatically performs the relevant authentication sequence with the highest priority to SIM/USIM based EAP methods. .
	1.1


Table 2: HS2.0 Specific Functional Requirements

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Add references

	[ETSI TS 102 223]
	“TS 102 223 Technical Specification, Smart Cards; Card Application Toolkit (CAT)”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[GP, SE Access Control]
	“GlobalPlatform Device Technology, Secure Element Access Control”, GlobalPlatform™, 
URL: http://www.globalplatform.org/specificationsdevice.asp

	[IEEE 802.11-2012]
	“Telecommunications and information exchange between systems Local and metropolitan area networks--Specific requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications”, IEEE Standard for Information technology
URL: http://standards.ieee.org/about/get/802/802.11.html

	[ISO/IEC 14443-3]
	“ISO/IEC 14443-3. Identification cards – Contactless Integrated Circuit Cards – Proximity Cards)”, ISO
URL: http://www.iso.org

	[ISO/IEC 7816-4]
	“Identification cards –  Integrated Circuit Cards with contacts -  Part 4”, ISO
URL: http://www.iso.org


Change 2:  Add Abbreviations
	ESN
	Electronic Serial Number

	ESSID
	Extended Service Set Identification

	ETSI
	European Telecommunications Standards Institute

	
	

	HCR
	High Chip Rate

	HESSID
	Homogeneous Extended Service Set Identification

	HS
	HotSpot

	
	

	OEM
	Original Equipment Manufacturer

	OI
	Organizational Identifier

	OMA
	Open Mobile Alliance

	OpenCMAPI
	Open Connection Manager (CM) Application Programming Interface (API)


	SN
	Sequence Number

	SP
	Service Provider

	SPC
	Service Programming Code

	SSID
	Service Set Identifier

	SSP
	Subscription Service Provider

	TDD
	Time Division Duplex

	TLS
	Transport Layer Security


Change 3:  Add Interworking Structures in section 6

6.2.29 VenueGroup
The following table is listing Venue Group Code and description in accordance with the [IEEE 802.11-2012].

	Venue Group

	Venue Group Code
	Description

	0
	Unspecified

	1
	Assembly

	2
	Business

	3
	Educational

	4
	Factory and Industrial

	5
	Institutional

	6
	Mercantile

	7
	Residential

	8
	Storage

	9
	Utility and Miscellaneous

	10
	Vehicular

	11
	Outdoor

	12
	Personal Network

	13 – 255
	Reserved


Table 3: Venue Group 
6.2.30 VenueType
The following table is listing Venue Type Code and Description in accordance with the [IEEE 802.11-2012].

	Venue Type

	Venue Group
	Venue Type Code
	Description

	0
	0
	Unspecified

	0
	1 - 255
	Reserved

	1
	0
	Unspecified Assembly

	1
	1
	Arena

	1
	2
	Stadium

	1
	3
	Passenger Terminal (e.g., airport, bus, ferry, train station)

	1
	4
	Amphitheater

	1
	5
	Amusement Park

	1
	6
	Place of Worship

	1
	7
	Convention Center

	1
	8
	Library

	1
	9
	Museum

	1
	10
	Restaurant

	1
	11
	Theater

	1
	12
	Bar

	1
	13
	Coffee Shop

	1
	14
	Zoo or Aquarium

	1
	15
	Emergency Coordination Center

	1
	16 - 255
	Reserved

	2
	0
	Unspecified Business

	2
	1
	Doctor or Dentist office

	2
	2
	Bank

	2
	3
	Fire Station

	2
	4
	Police Station

	2
	6
	Post Office

	2
	7
	Professional Office

	2
	8
	Research and Development Facility

	2
	9
	Attorney Office

	2
	10 – 255
	Reserved

	3
	0
	Unspecified Educational

	3
	1
	School, Primary

	3
	2
	School, Secondary

	3
	3
	University or College

	3
	4-255
	Reserved

	4
	0
	Unspecified Factory and Industrial

	4
	1
	Factory

	4
	2 – 255
	Reserved

	5
	0
	Unspecified Institutional

	5
	1
	Hospital

	5
	2
	Long-Term Care Facility (e.g., Nursing home, Hospice, etc.)

	5
	3
	Alcohol and Drug Re-habilitation Center

	5
	4
	Group Home

	5
	5
	Prison or Jail

	5
	6 – 255
	Reserved

	6
	0
	Unspecified Mercantile

	6
	1
	Retail Store

	6
	2
	Grocery Market

	6
	3
	Automotive Service Station

	6
	4
	Shopping Mall

	6
	5
	Gas Station

	6
	6 – 255
	Reserved

	7
	0
	Unspecified Residential

	7
	1
	Hotel or Motel

	7
	2
	Dormitory

	7
	3
	Boarding House

	7
	4 – 255
	Reserved

	8
	0 – 255
	Reserved

	9
	0 – 255
	Reserved

	10
	0
	Unspecified Vehicular

	10
	1
	Automobile or Truck

	10
	2
	Airplane

	10
	3
	Bus

	10
	4
	Ferry

	10
	5
	Ship or Boat

	10
	6
	Train

	10
	7
	Motor Bike

	10
	8 – 255
	Reserved

	11
	0
	Unspecified Outdoor

	11
	1
	Muni-mesh Network

	11
	2
	City Park

	11
	3
	Rest Area

	11
	4
	Traffic Control

	11
	5– 255
	Reserved

	12
	0
	Reserved


Table 4: Venue Type 
6.2.31 VenueInfo
	Definition VenueInfo

	This prototype defines a structure which provides the information about a venue.



	Field Name
	Type
	Description

	VenueGroup
	Byte
	Venue Group in accordance with the corresponding table

	VenueType
	Byte
	Venue Type in accordance with the corresponding table


6.2.32 OI

	Definition OI

	This prototype defines an enumeration of OI (Organizational Identifier).



	OI
	UTF8*
	Organizational Identifier (OI) of the Service Provider and Roaming consortiums.

Globally unique identifier assigned by the IEEE – similar to the first half of a MAC address. 

OI is a lowercase ASCII hexadecimal characters only with no white space and no preceding “0x”, e.g., “506f9a” (often 24 bits in length, but can also be 36 bits)


6.2.33 IE
	Definition IE

	This prototype defines a structure which provides the IE (Interworking Element) in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	Byte
	Unique value for each information element. 
For interworking element, the value is 107

	Length
	Byte
	Length of the Interworking Element.  
Value is 1 plus the sum of the lengths of each optional field present in the element.

	AccessNetworkOptions
	Byte
	Bit 0 to 3: Access Network Type field set by the AP to advertise its Access Network Type:

· 0 - Private network 

· 1 - Private network with guest access 

· 2 - Chargeable public net-work 

· 3 - Free public network 

· 4 - Personal Device Net-work 

· 5 - Emergency Services Only Network 

· 6 to 13 - Reserved 

· 14 - Test or experimental 

· 15 - Wildcard

Bit 4 - the Internet field:

· Set to 1 to indicate the AP provides connectivity to the Internet;

· Set to 0 to indicate that it is unspecified whether the network provides connectivity to the Internet. 

Bit 5 – the Additional Step Required for Access (ASRA) field:

· Set to 1 by the AP to indicate that the network requires a further step for access.

Bit 6  – the ESR (Emergency Services Reachable) field:

· Set to 1 by the AP to indicate that emergency services are reachable through the AP;

· Set to 0 to indicate that it is unspecified whether emergency services are reachable. 

Bit 7  – the UESA (Unauthenticated Emergency Service Accessible) field. 

· Set to 1 to indicate that higher layer unauthenticated emergency services are reachable through this AP;

· Set to 0 indicating that no unauthenticated emergency services are reachable through this AP. 

	VenueInformation
	VenueInfo
	Optional

Venue Info field is a 2 bytes field that provides information describing the venue containing Venue Group and Venue Type subfields (see VenueInfo structure)

	HESSID
	Byte[6]
	Optional

The HESSID (Homogeneous ESS ID ) is a 6 bytes MAC address that identifies the homogeneous ESS. 

The HESSID value shall be identical to one of the BSSIDs in the homogeneous ESS. 

Unique identifier that in conjunction with the SSID, may be used to provide network identification for an SSPN.


6.2.34 APE
	Definition APE

	This prototype defines a structure which provides the APE (Advertisement Protocol Element) in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	Byte
	For Advertisement Protocol information element, the value is 108

	Length
	Byte
	Length of the Advertisement Protocol Element.  
Value is 1 plus the sum of the lengths of each optional field present in the element.

	APT#1
	APT
	Advertisement Protocol Tuple 1

	APT#2
	APT
	Optional – Advertisement Protocol Tuple 2

	
	
	

	APT#n
	APT
	Optional – Advertisement Protocol Tuple n


6.2.35 RCE
	Definition RCE

	This prototype defines a structure which provides the RCE (Roaming Consortium Element) in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	Byte
	For roaming consortium information element, the value is 111

	Length
	Byte
	Length of the Roaming Consortium Element.  
Value is 1 plus the sum of the lengths of each optional field present in the element.

	NumberANQPOIs
	Byte
	Number of ANQP OIs field: Number of additional roaming consortium organization identifiers (OIs) obtainable via ANQP. 

· Value of 0 indicating that no additional OIs will be returned in response to a ANQP query for the Roaming Consortium list.

· Value of 255 indicating that 255 or more additional OIs are obtainable via ANQP.

	OI#1and#2Lengths
	Byte
	The OI #1 and #2 Lengths field 
· Bit 0 to Bit 3 – value of the OI #1 Length subfield is the length in bytes of the OI #1 field.

· Bit 4 to Bit 7 – value of the OI #2 Length subfield is the length in bytes of the OI #2 field. If the OI #2 field is not present, the value of the OI #2 Length subfield is set to zero.

	OI#1
	OI
	Each OI identifies a roaming consortium (group of Subscription Service Providers (SSP) with inter-SSP roaming agreement) or a single Service Provider. 

The value of the OI(s) in Roaming Consortium Element are equal to the value of the first 3 OIs in the Roaming Consortium List in response to a ANQP Query. The remainder are available through a ANQP Query.
If fewer than 3 values are defined in the Roaming Consortium List, then only as many OIs as defined in the table are populated in this element.

	OI#2
	OI
	Optional

	OI#3
	OI
	Optional


6.2.36 NetworkDiscoveryElements
	Definition NetworkDiscoveryElements

	This prototype defines a structure which provides the information elements related to the network discovery in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	PasspointIndicationElement
	Byte
	Indicate support and compliance with HS2.0 certification

	InterworkingElement
	IE
	Identifies the interworking service capabilities of the AP

	AdvertisementProtocolElement
	APE
	Identifies the AP’s support of particular advertisement protocols (e.g. ANQP)

	RoamingConsortiumElement
	RCE
	Identifies the service providers or roaming partners supported by the AP


Change 4:  Modify WlanNetwork

WLANNetwork

	Definition WLANNetwork

	This prototype defines a structure which describes a WLAN network




	Field Name
	Type
	Description

	pSSID
	UTF8*
	The service set identifier

	NetworkInformation
	NetworkDiscoveryElements*
	Optional – only if the AP is supporting Hotspot 2.0 this field is provided and the other fields are mot used then

	pBSSID
	UTF8*
	The basic service set identifier

	pFriendlyName
	UTF8*
	Optional - A name used to identify this network. If not filled, then the name used will be the SSID.

	mode
	dword
	Specifies if the network can be automatically connected if located.

· 0x00000000: Manual

· 0x00000001: Automatic

	hidden
	dword
	Specifies if the SSID is being actively broadcast

· 0x00000000: SSID is broadcast

· 0x00000001: SSID is hidden

	securityType
	WLANSecurityType
	The type(s) of security used for this network. See WLANSecurityType

	EAPAuthenticationMethod
	dword
	Optional - The EAP Authentication Method used by the network.

	EAP
	byte
	Optional - The EAP definition. This could be a proprietary format implementation of the Buffer (to be checked)

	EAPSize
	dword
	Contains the length in bytes of the EAP configuration. If not used should be set to “0”.

	EncryptionType
	WLANEncryptionType
	The Encryption Type for WLAN – See WLANEncryptionType definition

	keyIndex
	dword
	Key index - Position of the matching key stored in the Access point/Wireless Router:

· 0x00000001: 1

· 0x00000002: 2

· 0x00000003: 3

· 0x00000004: 4

	pNetworkKey
	UTF8*
	Network Key to connect to WLAN Access Point or Wireless router (If not used should be set to “0”)
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