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1 Reason for Change

R01 is the result of the discussion held during the conf call the 20/05/2014.

This CR proposes to new functions to the WLAN section of the TS in order to resolve the following CONR comments against the CMAPI RD & TS:
	A040
	2014.02.14
	T
	CMAPI- WLAN-025
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A041
	2014.02.14
	T
	CMAPI- WLAN-026
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED
19/02/2014: CR to be done in the TS
Done in CR38

	A042
	2014.02.14
	T
	CMAPI- WLAN-027
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Done in CR35

	A043
	2014.02.14
	T
	CMAPI- WLAN-028
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Done in CR35

	A044
	2014.02.14
	T
	CMAPI- WLAN-029
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A045
	2014.02.14
	T
	CMAPI- WLAN-030
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A046
	2014.02.14
	T
	CMAPI- WLAN-031
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: OPEN 
19/02/2014: CR to be done in the TS

	A048
	2014.02.14
	T
	CMAPI-HS2-002

CMAPI-HS2-003

CMAPI-HS2-005
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

These requirements have not been met

Proposed Change: 

Remove the requirements or enhance the TS to meet them
	Status: OPEN 
19/02/2014: CR to be done in the TS
Partially covered in Changes 1 & 2

	A049
	2014.02.12
	T
	6.8
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

To recheck if ANDSF is covered as well in all requirements

 Proposed Change: 

To check and potentially adapt some requirements
	Status: OPEN
19/02/2014: to rediscuss


	C016
	2014.02.12
	T
	6.2.13 & 6.2.14
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

WLANNetwork structure is including signal strength parameters but as well Located_WLANNetwork with RSSI. 

Proposed Change: 

To modify WLANNetwork structure in line with Located_WLANNetwork (probably to remove signal strength from WLANNetwork)
	Status: CLOSED
18/02/2014: in principle agreed but need a CR creating a RSSI structure
Done in CR35

	C022
	2014.02.12
	T
	7.12
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

Wlan section is not complete and not all requirements are addressed.

 Proposed Change: 

To complete Wlan section in line with requirements
	Status: OPEN 
20/02/2014: CR will be needed


Wlan requirements not supported yet
General WLAN Functional Requirements

	Label
	Description
	Release

	CMAPI-WLAN-024
	The OpenCMAPI Enabler SHALL be able to detect the type of security in use between the device and the access point (e.g. link layer security )
	1.1

	CMAPI- WLAN-025
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the preferred WLAN network list and WLAN parameters of the SIM/R-UIM/NAA on UICC.

Informational Note: [3GPP TS 31.102] defines EF/DF related to PLMN and WLAN lists for the Operator and the User. E.G.:  EFOWSIDL (Operator controlled WLAN Specific IDentifier List), EFUWSIDL (User controlled WLAN Specific IDentifier List) EFHWSIDL (Home I-WLAN Specific Identifier List).
	1.1

	CMAPI- WLAN-026
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the preferred WLAN list in the Management Object tree if the Device supports OMA Device Management MO protocol (i.e. I-WLAN MO, Hotspot 2.0 MO [Wi-Fi Alliance HS2.0 TS], ANDSF MO [3GPP TS 24.312]).
	1.1

	CMAPI-WLAN-027
	The OpenCMAPI Enabler SHOULD be able to manage white or black lists of WLAN networks
	1.1

	CMAPI- WLAN-028
	If a black list of WLAN is managed by the OpenCMAPI Enabler, the OpenCMAPI enabler SHALL prevent to blacklist a WLAN present in the preferred WLAN list of the SIM/R-UIM/NAA on UICC or in the Management Object tree of the device.
	1.1

	CMAPI- WLAN-029
	The OpenCMAPI Enabler SHALL provide a mechanism to configure two modes:

· Automatic Network Selection (default mode)

· Manual Network Selection
	1.1

	CMAPI- WLAN-030
	In Automatic Mode, the OpenCMAPI Enabler SHALL provide a mechanism to associate and authenticate the device with the AP without any user action, in respect with the preferred WLAN list retrieved in priority from the SIM/USIM/R-UIM/NAA on UICC then from the Management Objects.
	1.1

	CMAPI- WLAN-031
	In Automatic Mode  if several WLAN are available and present in the WLAN preferred list, the OpenCMAPI Enabler SHALL select a WLAN in respect to the priorities and rules defined in the [3GPP TS 31.102], [3GPP TS 24.234], [3GPP TS 23.234] specifications.
	1.1


Table 1: General WLAN Functional Requirements

HS2.0 Functional Requirements

	CMAPI-HS2-002
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the following ANQP and HS 2.0 ANQP elements (defined in [IEEE 802.11u]):

· Venue Name information

· Network Authentication Type information

· Roaming Consortium list

· IP Address Type Availability Information

· NAI Realm list

· 3GPP/3GPP2 Cellular Network information (only required for devices having SIM/R-UIM/NAA on UICC credentials)

· Domain Name list

· HS 2.0 ANQP Query list

· HS 2.0 Capability list

· Operator Friendly Name

· WAN Metrics

· Connection Capability

· NAI Home Realm Query

· Operating Class Indication – not relevant for OpenCMAPI 1.1
Note: The following  HS 2.0 ANQP elements are required to be supported by the mobile device but are not relevant for OpenCMAPI 1.1
· OSU providers List

· Icon Request

· Icon Binary File
	1.1

	CMAPI-HS2-003
	The OpenCMAPI enabler SHALL provide a mechanism for reporting HS 2.0 enabled APs discovered as a result of the scanning phase.
	1.1

	CMAPI-HS2-004
	The OpenCMAPI enabler SHALL provide a mechanism for reporting the authentication methods supported by the APs.

Informational Note:  this information is necessary in manual mode to complete the association, mutual authentication and encryption negotiation chosen by the user.
	1.1

	CMAPI-HS2-005
	The OpenCMAPI enabler SHALL provide a mechanism to compare the 3GPP/3GPP2 Cellular Information provided by the WLAN and the information related to the active SIM/USIM/R-UIM/NAA on UICC. If successful, the device automatically performs the relevant authentication sequence with the highest priority to SIM/USIM based EAP methods. .
	1.1


Table 2: HS2.0 Specific Functional Requirements

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Add references

	[ETSI TS 102 223]
	“TS 102 223 Technical Specification, Smart Cards; Card Application Toolkit (CAT)”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[GP, SE Access Control]
	“GlobalPlatform Device Technology, Secure Element Access Control”, GlobalPlatform™, 
URL: http://www.globalplatform.org/specificationsdevice.asp

	[IEEE 802.11-2012]
	“Telecommunications and information exchange between systems Local and metropolitan area networks--Specific requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications”, IEEE Standard for Information technology
URL: http://standards.ieee.org/about/get/802/802.11.html

	[ISO/IEC 14443-3]
	“ISO/IEC 14443-3. Identification cards – Contactless Integrated Circuit Cards – Proximity Cards)”, ISO
URL: http://www.iso.org

	[ISO/IEC 7816-4]
	“Identification cards –  Integrated Circuit Cards with contacts -  Part 4”, ISO
URL: http://www.iso.org

	[Wi-Fi Alliance HS2.0 TS]
	Hotspot 2.0 (Release 2) Technical Specification version 1.0.0, Wi-Fi Alliance Technical Committee Hotspot 2.0 Technical Task Group

URL: https://www.wi-fi.org/hotspot-20-technical-specification R2 -v100
Note: Final spec expected in June/July 14 – Exact naming to be checked and updated


Change 2:  Modify Interworking Structures in section 6
6.2.29 QRI

	Definition QRI

	This prototype defines a structure which provides the Query Response Info in accordance with [IEEE 802.11-2012].



	Query Response Length
	Bit[256]
	Maximum number of bytes will be transmitted in the Query Response
A value of zero is not permitted. A value of 0x7F means the maximum limit enforced is determined by the maximum allowable number of fragments in the GAS Query Response

	PAME-BI
	Bit[2]
	Bit 7, the Pre-Association Message Exchange BSSID Independent (PAME-BI)
Used by an AP to indicate whether the Advertisement server will return a Query Response which is independent of the BSSID used for the GAS frame exchange. 
· Set to 0 indicating that the Query Response may be dependent on the BSSID
· Set to 1 indicating that the Query Response is independent of the BSSID


6.2.30 APT

	Definition APT

	This prototype defines a structure which provides the Advertisement Protocol Tuple in accordance with [IEEE 802.11-2012].




	Field Name
	Type
	Description

	QueryResponseInfo
	QRI
	The Query Response Info

	AdvertisementProtocolID
	byte
	Advertisement Protocol ID: 
0 - Access Network Query Protocol

1 - MIH Information Service

2 - MIH Command and Event Services Capability Discovery
3 - Emergency Alert System (EAS)

4 - Location-to-Service Translation Protocol
5-220 - Reserved
221 - Vendor Specific

222-255 – Reserved 
For the purpose of OpenCMAPI version 1.1, only Advertisement Protocol ID value set to 0 (Access Network Query Protocol) is relevant


6.2.31 APE

	Definition APE

	This prototype defines a structure which provides the APE (Advertisement Protocol Element) in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	bytebyte
	For Advertisement Protocol information element, the value is 108

	Length
	bytebyte
	Length of the Advertisement Protocol Element.  
Value is 1 plus the sum of the lengths of each optional field present in the element.

	APT#1
	APT
	Advertisement Protocol Tuple 1

	APT#2
	APT
	Optional – Advertisement Protocol Tuple 2

	
	
	

	APT#n
	APT
	Optional – Advertisement Protocol Tuple n


Change 3:  Add HSIndicationElement & Modify NetworkDiscoveryElement
6.2.32 HS20IE
	Definition HS20IE

	This prototype defines a structure which provides the HS2.0 Indication Element in accordance with [Wi-Fi Alliance HS2.0 TS] & [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	byte
	For HS 2.0 Indication Element, the value is 221

	Length
	byte
	Length of the HS 2.0 Indication Element.  
Value is set to 5 or 7. 

Note: in Release 2 of [Wi-Fi Alliance HS2.0 TS], the PPS MO ID field or the ANQP Domain ID field (mutually exclusive) is included in the HS2.0 Indication Element.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x10.

	HotspotConfiguration
	byte
	Hotspot Configuration field:

Bit 0: DGAF (Downstream Group-Addressed Forwarding) Disabled:
· For an Access Point:
· Set to 1 when the AP is not forwarding downstream group-addressed frames 
· Set to 0 Otherwise
· For a mobile device,
· Set to 0 when the HS2.0 Indication element is included in a (re)association request frame
Bit 1: The PPS MO ID Present
· Set to 1 when the PPS MO ID field is present in the HS2.0 indication element
· Set to 0 Otherwise

Bit 2: The ANQP Domain ID Present
· Set to 1 when the ANQP Domain ID field is present in the HS2.0 indication element
· Set to 0 Otherwise
Bit 3: Reserved
Bit 4 to Bit 7: Release Number identifying the HS2.0 release capability:
· 0 – Release 1
· 1 – Release 2

· 2 to 15 - Reserved

	PPSMOID
	word
	Optional – PPS MO ID indicating the current version of the PerProviderSubscription MO provisioned to the mobile device.  APs do not include this field when the HS2.0 Indication element is used in Beacon or Probe response frames. 

	ANQPDomainID
	word
	Optional – ANQP Domain ID indicating the ANQP Domain ID of the AP.  
ANQP Domain ID value is 0 signifies that the AP has unique ANQP information in one or more of its ANQP elements or Hotspot 2.0 vendor-specific ANQP elements, or has not been implemented with means of knowing whether its ANQP information is unique.


6.2.33 NetworkDiscoveryElements

	Definition NetworkDiscoveryElements

	This prototype defines a structure which provides the information elements related to the network discovery in accordance with [IEEE 802.11-2012] & [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	PasspointIndicationElement
	byteHS20IE
	Indicate support and compliance with HS2.0 certification

	InterworkingElement
	IE
	Identifies the interworking service capabilities of the AP

	AdvertisementProtocolElement
	APE
	Identifies the AP’s support of particular advertisement protocols (e.g. ANQP)

	RoamingConsortiumElement
	RCE
	Identifies the service providers or roaming partners supported by the AP


Change 4:  Add ANQP structures in section 6
6.2.34 ANQPInfoID

The following table is listing the Info ID value of the ANQP elements in accordance with [IEEE 802.11-2012].

	ANQP Info ID

	Info ID
	ANQP Element Name

	0
1-255
1
2
3
4
5
6

7
8
9
10
11
12-255

256

257

258

259

260

261

262

263

264

265

266

267

268

269

270

271

272– 56796

56797

56798 – 65535
	Reserved
HS2.0 ANQP Info ID accordance with [Wi-Fi Alliance HS2.0 TS]
HS Query List

HS Capability List

Operator Friendly Name
WAN Metrics
Connection Capability
NAI Home Realm Query
Operator Class Indication
OSU providers List
Reserved
Icon Request
Icon Binary File
Reserved
ANQP Query List

ANQP Capability List

Venue Name

Emergency Call Number

Network Authentication Type

Roaming Consortium

IP Address Type Availability

NAI Realm

3GPP Cellular Network

AP Geospatial Location

AP Civic Location

AP Location Public Identifier URI

Domain Name

Emergency Alert Identifier URI

TDLS Capability
Emergency NAI

Reserved

ANQP Vendor Specific

Reserved


Table 3: ANQP Info ID 
6.2.35 ANQPQList
	Definition ANQPQList

	This prototype defines a structure which provides the list of elements queried in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	256

	Length
	word
	The Length value is equal to 2 times the number of ANQP Query ID fields.

	ANQPQueryID#1
	word
	Each ANQP Query ID field value is corresponding to a InfoID from the ANQP Info ID table

	
	
	

	ANQPQueryID#N
	word
	Optional


6.2.36 ANQPCList

	Definition ANQPCList

	This prototype defines a structure which provides the list of elements supported in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	257

	Length
	word
	The Length value is equal to 2 times the number of ANQP Capability fields following the Length field plus the sum of the lengths of the ANQP Vendor Specific lists.

	ANQPCapability#1
	word
	ANQP Capability supported by the AP

Each ANQP capability field value is corresponding to a InfoID from the ANQP Info ID table
The Info ID for ANQP Capability List element is always included in the ANQP Capability List element returned

	
	
	

	ANQPCapability#N
	word
	Optional

	ANQPVendor-Specificelement #1
	word
	Optional
When an ANQP Vendor Specific element is present in the ANQP Capability List element, the ANQP Vendor Specific element contains the capabilities of that vendor-specific query protocol.
The ANQP Vendor Specific element is defined in Vendor Specific element

	
	
	

	ANQPVendor-Specificelement #N
	word
	Optional


6.2.37 VND

	Definition VND

	This prototype defines a structure which describes the Venue Name Duple in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	word
	Value is equal to 3 plus the number of octets in the Venue Name field.

	LanguageCode
	byte[3]
	Language used in the Venue Name field encoded as ISO-14962-1997 . The Language Code field is a two or three character language code selected from ISO-639.

A two character language code has 0 (“null” in ISO-14962-1997) appended to make it 3 bytes in length.

	VenueName
	UTF8*
	Venue’s name. The maximum length of this field is 252 bytes.


6.2.38 VenueNameANQPElement
	Definition VenueNameANQPQElement

	This prototype defines a structure which describes the Venue Name ANQP element in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	258

	Length
	word
	The Length value is equal to 2 plus the number of bytes in Venue Name Duple fields. 

	Venue_Info
	VenueInfo
	Venue Info as defined in VenueInfo

	VenueNameDuple#1
	VND
	Optional

	
	
	

	VenueNameDuple#N
	VND
	Optional


6.2.39 NAT

	Definition NAT

	This prototype defines a structure which describes the Network Authentication Type in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	NetworkAuthenticationTypeIndicator
	word
	Network Authentication Type Indicator:
· 0 - Acceptance of terms and conditions

· 1 - On-line enrollment supported

· 2 - http/https redirection

· 3 - DNS redirection

· 4 – 255
 - Reserved

	RURLLength
	dword
	Re-direct URL Length

	RURL
	UTF8*
	Re-direct URL


6.2.40 NetworkAuthenticationTypeANQPElement
	Definition NetworkAuthenticationTypeANQPElement

	This prototype defines a structure which describes the list of Network Authentication Types supported when ASRA is set to 1 in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	260

	Length
	word
	The Length value is equal to the number and size of the Network Authentication Type Units.

	NetworkAuthenticationType#1
	NAT
	Optional

	
	
	

	NetworkAuthenticationType#N
	NAT
	Optional


6.2.41 OIDuple

	Definition OIDuple

	This prototype defines a structure which describes a OI (Organizational Identifier) duple in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	byte
	The Length value is equal to number of bytes in the OI field

	OID
	OI
	Identifies a roaming consortium (group of SSPs with inter-SSP roaming agreement) or a single SSP.


6.2.42 RoamingConsortium

	Definition RoamingConsortium

	This prototype defines a structure which provides a list of roaming consortium and/or Service Providers identifiers whose networks are accessible though the AP in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	261

	Length
	word
	The Length value is equal to the number and size of OI Duple fields.

	OIDuple#1
	OIDuple*
	Optional - OIs (Organizational Identifiers) contained within the Roaming Consortium element  are also included in this ANQP-element.

	
	
	

	OIDuple#N
	OIDuple*
	Optional


6.2.43 Authentication Parameter types List
The following table is listing the possible values for the Authentication Parameter types in accordance with [IEEE 802.11-2012].
	Authentication Parameter types

	ID
	Authentication Information
	Description
	Length (bytes)

	0
	Reserved
	
	

	1
	Expanded EAP Method 
	Expanded EAP Method Subfield
Not supported by OpenCMAPI
	7

	2
	Non-EAP Inner Authentication Type
	Enum (0 - Reserved, 1 - PAP, 2 - CHAP, 
3 - MSCHAP, 4 - MSCHAPV2) 
	1

	3
	Inner Authentication EAP Method Type
	Value drawn from IANA EAP Method Type Numbers
	1

	4
	Expanded Inner EAP Method 
	Expanded EAP Method Subfield
Not supported by OpenCMAPI
	7

	5
	Credential Type
	Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - Hardware Token, 5 - Softoken, 6 - Certificate, 7 - username/password, 8 - none*, 9 - Reserved, 10 - Vendor Specific)

*none means server-side authentication only
	1

	6
	Tunneled EAP Method Credential Type
	Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - Hardware Token, 5 - Softoken, 6 - Certificate, 7 - username/password, 8 - Reserved, 9 - Anonymous, 10 - Vendor Specific)
	1

	7 – 220
	Reserved
	
	

	221
	Vendor Specific
	Variable
Not supported by OpenCMAPI
	Variable

	222 – 255
	Reserved
	
	


Table 3: Authentication Parameter types List
6.2.44 AuthParam

	Definition AuthParam

	This prototype defines a structure which describes an Authorisation Parameter in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ID
	byte
	Indicates the type of authentication information provided (see Table 3: Authentication Parameter types List).

	Length
	byte
	The Length value is equal to the length of the Authentication Parameter Value field.

	AuthenticationParameterValue
	UTF8*
	The Authentication Parameter Value indicated by the ID.


6.2.45 EAPM

	Definition EAPM

	This prototype defines a structure which describes an EAP Method in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	byte
	The Length value is equal to 2 plus the length of the Authentication Parameter fields.

	EAP Method
	byte
	The EAP method is set to the EAP Type value as given in IANA EAP Method Type Numbers.

	AuthenticationParameterCount
	byte
	The Authentication Parameter Count indicates how many additional Authentication Parameter fields are specified for the supported EAP Method. 
If the Authentication Parameters Count field is 0, there are no Authentication Parameters fields present, meaning no additional Authentication Parameters are specified for the EAP Method.

	AuthenticationParameter#1
	AuthParam*
	Optional – Authentication Parameter 1

	
	
	

	AuthenticationParameter#N
	AuthParam*
	Optional


6.2.46 NAIR
	Definition NAIR

	This prototype defines a structure which describes a NAI (Network Access Identifier) Realm data in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	NAIRDFLength
	word
	NAI Realm Data Field Length

The Length value is equal to 3 plus the length of the NAI Realm field plus the sum of the lengths of the EAP Method fields.

	NAIREncoding
	byte
	NAI Realm Encoding
Bit 0 - The NAI Realm Encoding Type:

· Set to 0 to indicate that the NAI Realm in the NAI Realm field is formatted in accordance with IETF RFC 4282.
· Set to 1 to indicate it is a UTF-8 formatted character string that is not formatted in accordance with IETF RFC 4282.
Bit 1 to 7: Reserved

	NAIRLength
	byte
	NAI Realm Length equal to the length of the NAI Realm field.

	NAIRealm
	UTF8*
	NAI Realm list – one or more NAI Realms formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding field. 
If there is more than one NAI Realm in this field, the NAI Realms are delimited by a semi-colon character (i.e., “;”, which is encoded in UTF-8 format as 0x3B). 
All the realms included in the NAI Realm field support all the EAP methods identified by the EAP Method fields, if present. The maximum length of this field is 255 octets.

	EAPMethodCount
	byte
	EAP Method Count – indicating the number of EAP methods fields for the NAI realm. 
If the count is 0, there is no EAP method information provided for the NAI realm.

	EAPMethod#1
	EAPM
	Optional - Each EAP Method field contains a set of Authentication Parameters associated with the EAP-Method.

	
	
	

	EAPMethod#N
	EAPM
	Optional


6.2.47 NAIRealmList
	Definition NAIRealmList

	This prototype defines a structure which describes a NAI (Network Access Identifier) Realm List in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	263

	Length
	word
	The Length value is equal to 2 plus the total length of the NAI Realm Data fields.

	NAIRealmCount
	word
	Specifies the number of NAI realms included in the NAI Realm list.

	NAIRealmData#1
	NAIR*
	Optional - NAI Realm Data

	
	
	

	NAIRealmData#N
	NAIR*
	Optional


6.2.48 3GPPCellularNetworkElement
	Definition 3GPPCellularNetworkElement

	This prototype defines a structure which describes a 3GPP Cellular Network Element in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	264

	Length
	word
	The Length value is equal to the length of the Payload field.

	payload
	variable
	Variable
3GPP Cellular Network ANQP Element contains cellular information such as network advertisement information e.g., network codes and country codes to assist a 3GPP non-AP STA in selecting an AP to access 3GPP networks.


6.2.49 DomainNameField
	Definition DomainNameField

	This prototype defines a structure which describes a Domain Name Field in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	byte
	The Length value is equal to the length in byte of the Domain Name field

	DomainName
	UTF8*
	Domain name compliant with the “Preferred Name Syntax” as defined in IETF RFC 1035. 
The maximum length of this field is 255 bytes.


6.2.50 DomainNameList
	Definition DomainNameList

	This prototype defines a structure which provides a list of one or more domain names of the entity operating the IEEE 802.11 access network in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	268

	Length
	word
	The Length value is equal to the number and size of the Domain Name Fields.

	DomainNamefield#1
	DomainNamefield*
	Optional – Domain Name Field

	
	
	

	DomainNamefield#N
	DomainNamefield*
	Optional


Change 5:  Add HS2.0 ANQP structures in section 6
6.2.51 HSQueryList
	Definition HSQueryList

	This prototype defines a structure which provides the HS2.0 Query List in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 1 to identify the HS2.0 ANQP-element: HS Query List

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	HSElementSubtype#1
	word
	Each HS2.0 ANQP Query ID field value is corresponding to a InfoID from the ANQP Info ID table (value from 1 to 255 for HS2.0 ANQP Elements).
Including a Subtype in the HS Query list indicates that the mobile device performing the GAS Query Request is requesting that the HS2.0 element corresponding to that Subtype be returned in the GAS Query Response. 
The Subtypes included in the HS Query list shall be ordered by monotonically increasing Subtype value.

	HSElementSubtype#2
	word
	Optional

	
	
	

	HSElementSubtype#N
	word
	Optional


6.2.52 HSCapabilityList

	Definition HSCapabilityList

	This prototype defines a structure which provides the HS2.0 Capability List in accordance with [Wi-Fi Alliance HS2.0 TS]. The HS Capability list element is returned in response to a GAS Query Request. When a mobile device  discovers a HS2.0 AP, the mobile device can assume that mandatory HS2.0 ANQP-elements are supported by the HS2.0 AP.



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 2 to identify the HS2.0 ANQP-element: HS Capability List

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	HSCapability#1
	word
	HS2.0 ANQP Capability supported by the AP.
Each HS2.0 ANQP capability field value is corresponding to a InfoID from the ANQP Info ID table (value from 1 to 255 for the HS2.0 ANQP elements)

If included in the HS Capability list response, it indicates that a query request for that Subtype will return the requested HS element. 
The Info ID for HS2.0 ANQP Capability List element is always included in the HS Capability List element returned in a GAS Query Response.
The list does not include any duplicate Subtypes. The Subtypes returned in the HS Capability list are ordered by increasing Subtype value.

	HSCapability#2
	word
	Optional

	
	
	

	HSCapability#N
	word
	Optional


6.2.53 OperatorFriendlyName
	Definition OperatorFriendlyName

	This prototype defines a structure which provides the Operator Friendly Name in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 3 to identify the HS2.0 ANQP-element: Operator Friendly Name

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	OperatorName
	VND*
	Operator Name Duple field is identical to the Venue Name Duple except that the Operator Name replaces the Venue Name in the Venue Name field.


6.2.54 WANMetrics
	Definition WANMetrics

	This prototype defines a structure which provides the WAN Metrics in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 4 to identify the HS2.0 ANQP-element: WAN Metrics

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	WANInfo
	byte
	WAN Info:
Bit 0 to Bit 1 – Link Status (indicates the status of the WAN link):  
· 0 – Reserved

· 1 – Link up

· 2 – Link down

· 3 – Link in test state
Bit 2 – Symmetric Link:

· Set to 0 to indicate that the uplink speed is different from the downlink speed.

· Set to 1 to indicate that the WAN link has the same link speed in the uplink and downlink direction
Bit 3 – At Capacity:

· Set to 1 to indicate that the WAN link is at capacity and no additional mobile devices will be permitted to associate to the AP
· Set to 0 to indicate otherwise
Bit 4 to Bit 7 – Reserved: set to 0 on transmission and ignored on reception

	DownlinkSpeed
	dword
	Downlink Speed – Estimated value of the WAN Backhaul link current downlink speed in kilobits per second.  
For backhaul links that do not vary in speed or those for which no accurate estimation can be made, this attribute contains the nominal speed.  
The maximum value reported by this field is 4,294,967,296 kbps (approximately 4.2Tbit/s); if the backhaul downlink speed is greater than this value, the maximum value is reported.  
The downlink speed value is set to 0 when the downlink speed is unknown.

	UplinkSpeed
	dword
	Uplink Speed – Estimated value of the WAN Backhaul link's current uplink speed in kilobits per second.  
For backhaul links that do not vary in speed or those for which no accurate estimation can be made, this attribute contains the nominal speed.  
The maximum value reported by this field is 4,294,967,296 kbps (approximately 4.2Tbit/s); if the backhaul uplink speed is greater than this value, the maximum value is reported.  
The uplink speed value is set to 0 when the uplink speed is unknown.

	DownlinkLoad
	byte
	Downlink Load – current percentage loading of the downlink WAN connection, scaled linearly with 255 representing 100%, as measured over an interval the duration of which is reported in Load Measurement Duration.  
In cases where the downlink load is unknown to the AP, the value is set to zero.

	UplinkLoad
	byte
	Uplink Load – current percentage loading of the uplink WAN connection, scaled linearly with 255 representing 100%, as measured over an interval the duration of which is reported in Load Measurement Duration.  
In cases where the uplink load is unknown to the AP, the value is set to zero.

	LMD
	word
	LMD (Load Measurement Duration) – duration over which the Downlink Load and Uplink Load have been measured, in tenths of a second. 
Where the actual load measurement duration is greater than the maximum value, the maximum value will be reported.  
The LMD is set to 0 when neither the uplink nor downlink load can be computed.  When the uplink and downlink loads are computed over different intervals, the maximum interval is reported


6.2.55 ProtoPortTuple List
The following table is listing the possible values of ProtoPortTuple in accordance with [Wi-Fi Alliance HS2.0 TS].

	ProtoPortTuple

	IP Protocol Value
	Port Number Value
	Description

	1
	0
	ICMP, used for diagnostics

	6
	20
	FTP

	6
	22
	SSH

	6
	80
	HTTP

	6
	443
	Used by HTTPS and TLS VPNs

	6
	1723
	Used by Point to Point Tunneling Protocol VPNs

	6
	5060
	VoIP

	17
	500
	Used by IKEv2 (IPSec VPN)

	17
	5060
	VoIP

	17
	4500
	May be used by IKEv2 (IPSec VPN)

	50
	0
	ESP, used by IPSec VPNs


Table 3: ProtoPortTuple List
6.2.56 HS20ProtoPortTuple
	Definition HS20ProtoPortTuple

	This prototype defines a structure which describes status of IP Protocol and port Number in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	IPProtocol
	byte
	IP protocol field in IPv4 packets or the next header field in IPv6 packets.

	PortNumber
	word
	Port Number – destination port number used in conjunction with the protocol defined by the IP Protocol field.  When port numbers are not used in conjunction with an IP Protocol, the Port Number field is reserved.

	Status
	byte
	Indicates the status of the port:

· 0 – Closed

· 1 – Open

· 2 – Unknown

· 3-255 – Reserved


6.2.57 ConnectionCapability
	Definition ConnectionCapability

	This prototype defines a structure which provides the connection status within the hotspot of the most commonly used communications protocols and ports in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 5 to identify the HS2.0 ANQP-element: Connection Capability

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	ProtoPortTuple#1
	HS20ProtoPortTuple
	Connection status of communications IP protocol and port.  

	ProtoPortTuple#2
	HS20ProtoPortTuple
	Optional

	
	
	

	ProtoPortTuple#N
	HS20ProtoPortTuple
	Optional


6.2.58 NAIHRNameData
	Definition NAIHRNameData

	This prototype defines a structure which describes the NAI Home Realm Name Data in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	NAIRealmEncoding
	word
	NAI Realm Encoding in accordance with [IEEE 802.11-2012]
Bit 0 - The NAI Realm Encoding Type:

· Set to 0 to indicate that the NAI Realm in the NAI Realm field is formatted in accordance with IETF RFC 4282.

· Set to 1 to indicate it is a UTF-8 formatted character string that is not formatted in accordance with IETF RFC 4282.

Bit 1 to 7: Reserved

	NAIHomeRealmNameLength
	word
	Length of the NAI Realm Name field.

	NAIHomeRealmName
	UTF8*
	NAI Home Realm Name: one or more NAI Home Realms formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding field. 

If there is more than one NAI Realm in this field, the NAI Realms are delimited by a semi-colon character (i.e., “;”, which is encoded in UTF-8 format as 0x3B). 

The maximum length of this sub-field is 255 octets.

Mobile device implementations should be aware that home realms are transmitted in this element without confidentiality protection.  Mobile devices are not required to use the NAI Home Realm Query element.


6.2.59 NAIHomeRealmQuery
	Definition NAIHomeRealmQuery

	This prototype defines a structure which provides the NAI Home Realm Query in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 6 to identify the HS2.0 ANQP-element: NAI Home Realm Query

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	NAIHomeRealmCount
	byte
	NAI Home Realm Count indicates the number of NAI Home Realm Name Data fields included in the NAI Home Realm Query.

	NAIHRNameData#1
	NAIHRNameData
	NAI Home Realm Name Data 1

	NAIHRNameData#2
	NAIHRNameData
	Optional

	
	
	

	NAIHRNameData#N
	NAIHRNameData
	Optional
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