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1 Reason for Change

R01 is the result of the discussion held during the conf call the 12/08/14.

This CR proposes to new functions to the WLAN section of the TS in order to resolve the following CONR comments against the CMAPI RD & TS:
	A040
	2014.02.14
	T
	CMAPI- WLAN-025
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED
19/02/2014: CR to be done in the TS
Done in CR55R01

	A041
	2014.02.14
	T
	CMAPI- WLAN-026
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED
19/02/2014: CR to be done in the TS
Done in CR38R01

	A042
	2014.02.14
	T
	CMAPI- WLAN-027
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Done in CR35R02

	A043
	2014.02.14
	T
	CMAPI- WLAN-028
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Done in CR35R02

	A044
	2014.02.14
	T
	CMAPI- WLAN-029
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED
19/02/2014: CR to be done in the TS
Done in CR58

	A045
	2014.02.14
	T
	CMAPI- WLAN-030
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Partially done in CR58 and completed in present CR (CR59)

	A046
	2014.02.14
	T
	CMAPI- WLAN-031
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

Has this requirement been met?

 Proposed Change: 

If we have not met this requirement, remove it or enhance the TS to meet it
	Status: CLOSED 
19/02/2014: CR to be done in the TS
Done in present CR (CR59)

	A048
	2014.02.14
	T
	CMAPI-HS2-002

CMAPI-HS2-003

CMAPI-HS2-005
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

These requirements have not been met

Proposed Change: 

Remove the requirements or enhance the TS to meet them
	Status: OPEN 
19/02/2014: CR to be done in the TS
Partially Done in CR40R01 &CR55R01 – to be completed with changes in this CR

	A049
	2014.02.12
	T
	6.8
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

To recheck if ANDSF is covered as well in all requirements

 Proposed Change: 

To check and potentially adapt some requirements
	Status: CLOSED
19/02/2014: to rediscuss
Done in CR42


	C016
	2014.02.12
	T
	6.2.13 & 6.2.14
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

WLANNetwork structure is including signal strength parameters but as well Located_WLANNetwork with RSSI. 

Proposed Change: 

To modify WLANNetwork structure in line with Located_WLANNetwork (probably to remove signal strength from WLANNetwork)
	Status: CLOSED
18/02/2014: in principle agreed but need a CR creating a RSSI structure
Done in CR35R02

	C022
	2014.02.12
	T
	7.12
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

Wlan section is not complete and not all requirements are addressed.

 Proposed Change: 

To complete Wlan section in line with requirements
	Status: CLOSED 
20/02/2014: CR will be needed
Final CR on WLAN before mini Informal CONR for WLAN



Wlan requirements not supported yet
General WLAN Functional Requirements

	Label
	Description
	Release

	CMAPI-WLAN-024
	The OpenCMAPI Enabler SHALL be able to detect the type of security in use between the device and the access point (e.g. link layer security )
	1.1

	CMAPI- WLAN-025
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the preferred WLAN network list and WLAN parameters of the SIM/R-UIM/NAA on UICC.

Informational Note: [3GPP TS 31.102] defines EF/DF related to PLMN and WLAN lists for the Operator and the User. E.G.:  EFOWSIDL (Operator controlled WLAN Specific IDentifier List), EFUWSIDL (User controlled WLAN Specific IDentifier List) EFHWSIDL (Home I-WLAN Specific Identifier List).
	1.1

	CMAPI- WLAN-026
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the preferred WLAN list in the Management Object tree if the Device supports OMA Device Management MO protocol (i.e. I-WLAN MO, Hotspot 2.0 MO [Wi-Fi Alliance HS2.0 TS], ANDSF MO [3GPP TS 24.312]).
	1.1

	CMAPI-WLAN-027
	The OpenCMAPI Enabler SHOULD be able to manage white or black lists of WLAN networks
	1.1

	CMAPI- WLAN-028
	If a black list of WLAN is managed by the OpenCMAPI Enabler, the OpenCMAPI enabler SHALL prevent to blacklist a WLAN present in the preferred WLAN list of the SIM/R-UIM/NAA on UICC or in the Management Object tree of the device.
	1.1

	CMAPI- WLAN-029
	The OpenCMAPI Enabler SHALL provide a mechanism to configure two modes:

· Automatic Network Selection (default mode)

· Manual Network Selection
	1.1

	CMAPI- WLAN-030
	In Automatic Mode, the OpenCMAPI Enabler SHALL provide a mechanism to associate and authenticate the device with the AP without any user action, in respect with the preferred WLAN list retrieved in priority from the SIM/USIM/R-UIM/NAA on UICC then from the Management Objects.
	1.1

	CMAPI- WLAN-031
	In Automatic Mode  if several WLAN are available and present in the WLAN preferred list, the OpenCMAPI Enabler SHALL select a WLAN in respect to the priorities and rules defined in the [3GPP TS 31.102], [3GPP TS 24.234], [3GPP TS 23.234] specifications.
	1.1


Table 1: General WLAN Functional Requirements

HS2.0 Functional Requirements

	CMAPI-HS2-002
	The OpenCMAPI Enabler SHALL provide a mechanism for retrieval of the following ANQP and HS 2.0 ANQP elements (defined in [IEEE 802.11u]):

· Venue Name information

· Network Authentication Type information

· Roaming Consortium list

· IP Address Type Availability Information

· NAI Realm list

· 3GPP/3GPP2 Cellular Network information (only required for devices having SIM/R-UIM/NAA on UICC credentials)

· Domain Name list

· HS ANQP Query list

· HS Capability list

· Operator Friendly Name

· WAN Metrics

· Connection Capability

· NAI Home Realm Query

· Operating Class Indication
· OSU providers List

· Icon Request

· Icon Binary File
	1.1

	CMAPI-HS2-003
	The OpenCMAPI enabler SHALL provide a mechanism for reporting HS 2.0 enabled APs discovered as a result of the scanning phase.
	1.1

	CMAPI-HS2-004
	The OpenCMAPI enabler SHALL provide a mechanism for reporting the authentication methods supported by the APs.

Informational Note:  this information is necessary in manual mode to complete the association, mutual authentication and encryption negotiation chosen by the user.
	1.1

	CMAPI-HS2-005
	The OpenCMAPI enabler SHALL provide a mechanism to compare the 3GPP/3GPP2 Cellular Information provided by the WLAN and the information related to the active SIM/USIM/R-UIM/NAA on UICC. If successful, the device automatically performs the relevant authentication sequence with the highest priority to SIM/USIM based EAP methods. 
	1.1


Table 2: HS2.0 Specific Functional Requirements

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Change some Structures in section 6 for HS2.0 MO
6.2.29 SCredential

	Definition SCredential

	This prototype defines a structure providing the credentials of the subscription. 
(Note: Exactly one of the "UsernamePassword", "DigitalCertificate" or "SIM" is present – This is always assured by the Subscription Server).



	Field Name
	Type
	Description

	CreationDate
	UTF8*
	Date and time (UTC) when the credential was either created or last updated

The date and time is formatted as YYYY-MM-DDTHH:MM:SSZ

This adheres to ISO 8601

	ExpirationDate
	UTF8*
	Optional - Date and time (UTC) that the credentials will expire. (if not present, there is no pre-determined expiration time and date)

The date and time is formatted as YYYY-MM-DDTHH:MM:SSZ

This adheres to ISO 8601

	UsernamePassword
	UnPw*
	Optional - Username and password values of the credential.

	DigitalCertificate
	Certificate*
	Optional - Information related to the certificate credential.

	Realm
	UTF8*
	The Realm associated with the credential.  
(Note: OpenCMAPI determines if it should be able to successfully authenticate to a hotspot by comparing the realms returned in the NAI Realm ANQP-element with this realm)

	CheckAAAServerCertStatus
	boolean
	Optional - Indicates whether the device must check the AAA server certificate’s revocation status during EAP authentication (i.e., for EAP methods which employ a AAA server certificate).
· If the field CheckAAAServerCertStatus is present and set to true, then then mobile devices shall use CSP as defined in section 7.7.3.2 to check the AAA server certificate’s revocation status during EAP authentication;
· If the field CheckAAAServerCertStatus is not present or is present and set to false then mobile devices shall not require the AAA server certificate's revocation status to be available at the time of authentication. 

	SIM
	SIMCredential*
	Optional - information related to the SIM credential.


6.2.30 Certificate

	Definition Certificate

	This prototype defines a structure which provides information related to the certificate credential.



	Field Name
	Type
	Description

	CertificateType
	UTF8*
	Certificate type.  The value is selected from the following enumerations: “802.1ar” or “x509v3”.

	CertSHA256Fingerprint
	UTF8*
	SHA-256 fingerprint of the certificate credential for a subscription. This parameter specifies the Issuer Distinguished Name in the certificate credential. In conjunction with the certificate serial number, it uniquely identifies a certificate.

This parameter is formatted as follows (defined in XML regular expression syntax): [a-f0-9]{64} i.e. 64 lowercase hexadecimal characters. The SHA-256 fingerprint is calculated over the X.509 ASN.1 DER encoded certificate.


6.2.31 ANQPQueryList

	Definition ANQPQueryList

	This prototype defines a structure which provides the list of elements queried in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	256

	Length
	word
	The Length value is equal to 2 times the number of ANQP Query ID fields.

	ANQPQueryID#1
	word
	Each ANQP Query ID field value is corresponding to a InfoID from the ANQP Info ID table

	
	
	

	ANQPQueryID#N
	word
	Optional


6.2.32 ANQPCapabilityList

	Definition ANQPCapabilityList

	This prototype defines a structure which provides the list of elements supported in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	257

	Length
	word
	The Length value is equal to 2 times the number of ANQP Capability fields following the Length field plus the sum of the lengths of the ANQP Vendor Specific lists.

	ANQPCapability#1
	word
	ANQP Capability supported by the AP

Each ANQP capability field value is corresponding to a InfoID from the ANQP Info ID table

The Info ID for ANQP Capability List element is always included in the ANQP Capability List element returned

	
	
	

	ANQPCapability#N
	word
	Optional

	ANQPVendor-Specificelement #1
	word
	Optional

When an ANQP Vendor Specific element is present in the ANQP Capability List element, the ANQP Vendor Specific element contains the capabilities of that vendor-specific query protocol.
The ANQP Vendor Specific element is defined in Vendor Specific element

	
	
	

	ANQPVendor-Specificelement #N
	word
	Optional


Change 2:  Change Located WLAN Network
6.2.33 Located_WLANNetwork

	Definition Located_WLANNetwork

	This prototype defines a structure which describes a located WLAN network.




	Field Name
	Type
	Description

	Network
	WLANNetwork
	Please see WLANNetwork

	frequency
	dword
	The frequency of the channel used between the device and the access point (in Mhz)

	signalStrength
	RSSI*
	The signal strength of the network

	timestamp
	UTF8*
	The Timestamp of the last time the network was located. The time format should follow: YYYY-MM-DD HH:MM:SS+HH:MM (-HH:MM). Adheres to ISO 8601


Change 3:  Change WLANNetwork 
6.2.34 WLANNetwork

	Definition WLANNetwork

	This prototype defines a structure which describes a WLAN network




	Field Name
	Type
	Description

	pSSID
	UTF8*
	The service set identifier

	pBSSID
	UTF8*
	The basic service set identifier

	HS2NetworkInformation
	NetworkDiscoveryElements*
	Optional – only if the AP is supporting Hotspot 2.0 this field is provided

	pFriendlyName
	UTF8*
	Optional - A name used to identify this network. If not filled, then the name used will be the SSID.

	mode
	dword
	Specifies if the network can be automatically connected if located.

· 0x00000000: Manual

· 0x00000001: Automatic (any network provided by operator policies i.e. ANDSF or HS2.0 has this field set to Automatic)

	hidden
	dword
	Specifies if the SSID is being actively broadcast

· 0x00000000: SSID is broadcast

· 0x00000001: SSID is hidden

	securityType
	WLANSecurityType
	The type(s) of security used for this network. See WLANSecurityType

	EAPAuthenticationMethod
	dword
	Optional - The EAP Authentication Method used by the network.

	EAP
	byte
	Optional - The EAP definition. This could be a proprietary format implementation of the Buffer (to be checked)

	EAPSize
	dword
	Contains the length in bytes of the EAP configuration. If not used should be set to “0”.

	EncryptionType
	WLANEncryptionType
	The Encryption Type for WLAN – See WLANEncryptionType definition

	keyIndex
	dword
	Key index - Position of the matching key stored in the Access point/Wireless Router:

· 0x00000001: 1

· 0x00000002: 2

· 0x00000003: 3

· 0x00000004: 4

	pNetworkKey
	UTF8*
	Network Key to connect to WLAN Access Point or Wireless router (If not used should be set to “0”)

	Known
	dword
	Identifies if this is a known network

· 0x00000000: Unknown (default value)
· 0x00000001: Known (Known networks are networks SSID or networks identifiers prelisted by the operator or that have already been used/predefined)

	FirstTimeConnection
	dword
	Identifies if the network has already been connected to:
· 0x00000000: Unknown or never connected (default value)
· 0x00000001: Already Connected to once

	Preference
	WLANPreferences*
	User and Operator preferences


6.2.35 
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Change 4:  Add function to Get ANQP information

6.2.37 CMAPI_WLAN_GetANQP()

The CMAPI_WLAN_GetANQP() function is used to get the ANQP information including HS2.0 ANQP.

	Prototype

	dword CMAPI_WLAN_GetANQP (dword deviceID, dword dialogToken, APE* AdvertisementProtocolElement, word queryRequestlength, ANQPQueryList* ANQPQL, HSQueryList* HSQL, word responselength, ANQPCapabilityList* ANQPCL, HSCapabilityList* HSCL, var* ANQPQResponse, var* HSQResponse)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	dialogToken
	Input
	Used for matching action responses with action requests in case of multiple concurrent actions (it is the responsibility of the CM Application to use different numbers in this case).

	AdvertisementProtocolElement
	Input
	The Advertisement Protocol Element as defined in the structure APE with the Advertisement Protocol ID set to 0 (ANQP).

	queryRequestlength
	Input
	The Query Request length corresponding to the total number of bytes for the Query List ANQP element and the HS Query List.

	ANQPQL
	Input
	The Query List ANQP element

	HSQL
	Input
	The HS Query List

	responselength
	Output
	The length of the response corresponding to the total number of bytes for the ANQP capabilities and responses to the queries.

	ANQPCL
	Output
	The ANQP capabilities of the AP

	HSCL
	Output
	The ANQP HS2.0 capabilities of the AP

	ANQPQResponse
	Output
	The response to the Query List ANQP element(s) requested. The length is depending of the elements required (see structures for ANQP)

	HSQResponse
	Output
	The response to the HS Query List element(s) requested. The length is depending of the elements required (see structures for ANQP)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000xxx
	The Advertisement Protocol Element is invalid

	0X30000xxx
	The Query List ANQP element is invalid

	0X30000xxx
	The HS Query List is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


Change 5:  Change text in section 7.12

6.3 WLAN APIs
6.3.29 WLAN connection introduction

With the introduction of Hotspot 2.0 ([Wi-Fi Alliance HS2.0 TS] also known as Passpoint), Wi-Fi Access Points are offering more information to the terminal and are allowing it to automatically connect to them in a secure and easy way.
In addition, 3GPP ANDSF (Access Network Discovery and Selection Function [3GPP TS 24.312]) purpose is to assist the terminal to discover non-3GPP access networks – such as WLAN Networks – that can be used in addition to 3GPP access networks and to provide the terminal with rules defining policies related to connection to these networks.

Both of these technologies are providing different rules and policies attached to them through Management Objects that can be provided to the SIM/R-UIM/NAA on UICC or to the Management Object tree of the terminal if the terminal supports OMA Device Management MO protocol.

When both technologies (MO) are present in the terminal, the user and operator settings will be used to determine which technologies is preferred and which WLAN operator subscription should be used. The user settings has priority over operator settings.

If ANDSF (resp. HS2.0) is preferred, then selection on networks to be connected to will be done accordingly to the policies present within the ANDSF MO (resp. HS2.0 MO) and then, if no connection was found meeting the criteria of these policies, accordingly to the policies present within the HS2.0 MO (resp. ANDSF MO). In case of several subscriptions for either HS2.0 or ANDSF, the respective default subscriptions can be found in the user settings.

If ANDSF only is selected, then selection on networks to be connected to will be done accordingly to the policies present only within the ANDSF MO and the policies (including restricted networks) present within the HS2.0 MO should not be considered at all.
If no preferences is specified then both policies of ANDSF and HS2.0 are used to select network. In case of networks having same priority value in both lists, the network within ANDSF list has priority on the network on HS2.0 list.
6.3.30 WLAN Network Lists Management

5.2.1.1 Known and Unknown WLAN Networks

A Known WLAN network is a Network (SSID, networks identifiers) that has already been used or predefined by the user or prelisted by the operator within the terminal or within the SIM/R-UIM/NAA on UICC or through any operator policy (MO).

If the network is Known, it will belong to the Known Network List.

All other WLAN networks (for example new network not already listed) are considered as Unknown.

5.2.1.2 User Preferences Lists
An user can manage Known networks and organized them in 2 lists (exclusive of each other):

· User Preferred Network List: List of the WLAN Networks the user would like to have automatic connection to or that are preferred to use (for example, Home WLAN) – corresponding to the User Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102]) – Each network belonging to this list has a priority affected by the user (by default, the priority value of a network in the User Preferred Network List is 0 - unknown)).
· BlackList: WLAN Network the user has decided it cannot be connected to – Manually or Automatically.

5.2.1.3 Operator Preferences Lists
Through the policies enabled in the SIM/R-UIM/NAA on UICC or in the Management Object tree of the device if the Device supports OMA Device Management MO protocol (i.e. Hotspot 2.0 MO [Wi-Fi Alliance HS2.0 TS], ANDSF MO [3GPP TS 24.312]), an operator or Home Service Provider can provide 2 different lists related to WLAN networks:

· Operator Preferred Network List: List of the WLAN Networks preferred by the operator and for which automatic connection can be done (SSID of the Home Service provider, roaming partners) – corresponding to the Operator Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102] – Each network belonging to this list has a priority affected by the operator (by default, the priority value of a network in the User Preferred Network List is 0 – Unknown ). A Network listed in the Operator Preferred Network List cannot belong to the Blacklist.

· Restricted or Excluded Network List: List of SSIDs not preferred by the Operator or Home Service Provider. A network belonging to this list cannot be connected automatically to except if it belongs to the User Preferred Network List and it can be selected manually by the user.

Any network belonging to one of the lists is considered as Known and belongs to the Known Network List.

Note: To be completed - how to address the Home WLAN specific Identifier List from 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102]
5.2.1.4 List management and priorities

The user preference list has higher priority than the operator preference list.

 The fact that a network belongs to one of the preference lists (either user or operator) has impacts and is influencing the connection: 

· In Manual Connection mode, all networks with the exception of the networks belonging to the Blacklist can be connected to. If there is a need to establish a connection to a network belonging to the Blacklist, this network needs first to be removed from the blacklist.

· In Automatic Mode, the User Preferred Network List has priority over the Operator Preferred Network List. 
· When networks are discovered, the OpenCMAPI will compare them with the User Preferred Network List and, if several matches are found, will connect (associate) with the WLAN Network having the highest priority in this list. 
· If no match was found within the User Preferred Network List then the Operator Preferred Network List and the Excluded Network List as well as priorities and rules defined in [3GPP TS 31.102], [3GPP TS 24.234], [3GPP TS 23.234] will be used to evaluate possible match. If a network belongs to the Excluded Network List, automatic connection to it will not be possible. The discovered network list is filtered based on implementation dependent criteria (minimum RSSI level…) and matching credentials then accordingly to the Operator Preferred Network List, and, if several matches are found, will associate with the WLAN Network having the highest priority in this list.
6.3.31 Automatic/Manual Connection to WLAN

5.2.1.5 Connection Modes
Two modes of selection are existing for connection to WLAN: 
· Automatic Network Selection (default mode)
· Manual Network Selection
Both are based first on the user preferences then on the operator preferences.

5.2.1.6 Manual Mode
In manual mode, the device cannot automatically connect to an Access Point. It needs to be connected manually.
Two options are possible:
· Manual connection to all networks (known and unknown networks) – it is the general case.
· Manual connection only to known networks (this is subject to dedicated policies – For example a corporate allowing only to connect to a list of dedicated networks)

5.2.1.7 Automatic Mode

In Automatic Mode, the device can only connect to a known Network – the device is associated and authenticated automatically (without user interaction) to a WLAN Network based on the priorities defined above.

The Network selection process in Automatic Mode follows the algorithms below. 
First, the user preferences including user preferred network list are used to associate and connect automatically if there is a match.
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Figure 1: WLAN Automatic Connection – User preferences
The following table is listing the steps corresponding to the WLAN Automatic Connection part 1.
	WLAN Automatic Connection

	Steps
	Description

	1
	On start-up, the CM Application initiates a scan through the CMAPI_WLAN_Scan_Async() function and the result is reported in callback CMAPI_Callback_ScanWLANComplete().

	2
	The CM Application proceeds to criteria check for example mobility. If the criteria are met, the process can proceed further.

	3
	Comparison between the discovered networks with User preferred networks list. If a match is found, the OpenCMAPI authenticates and associates directly with WLAN AP having the highest user priority (the relevant authentication sequence is done with the highest priority to SIM/USIM based EAP methods).

	4
	The Network Selection process can start


Table 2: Steps related to WLAN Automatic Connection – User Preferences
If there is no match in the User Preferred List, then the Network selection process in Automatic Mode follows the algorithm below:
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Figure 1: WLAN Automatic Connection - Network Selection
The following table is listing the steps corresponding to the Network Selection:
	WLAN Automatic Connection

	Steps
	Description

	5
	CM Application proceeds to querying the ANQP information of all HS2.0 networks identified. In particular, the CM Application can obtain the 3GPP/3GPP2 Cellular Information provided by the WLAN.

	6
	The AP corresponding to a blacklisted network are filtered out

	7
	The AP not matching implementation dependent criteria such as the minimum RSSI level are filtered out. 

	8
	The remaining discovered networks are compared with the preferred list from the SIM/USIM/R-UIM/NAA on UICC. If a match is found, the OpenCMAPI authenticates and associates directly with WLAN AP having the highest priority (the relevant authentication sequence is done with the highest priority to SIM/USIM based EAP methods).
If a match is found but the network with the highest priority was never connected to and the related user setting is set to “No Automatic Connection to WLAN  if it is first time connection to the WLAN Network” then the CM Application shall be prompted to a manual connection to this network.

	9
	Then, the remaining discovered networks are filtered for realms matching the user’s credentials. APs whose NAI Realm, 3GPP Cellular Network and OIs do not match user credentials (optionally including credential types) are excluded.
If a match is found, the OpenCMAPI authenticates and associates directly with WLAN AP having the highest priority (the relevant authentication sequence is done with the highest priority to SIM/USIM based EAP methods).
If a match is found but the network with the highest priority was never connected to and the related user setting is set to “No Automatic Connection to WLAN  if it is first time connection to the WLAN Network” then the CM Application shall be prompted to a manual connection to this network.


Table 2: Steps related to WLAN Automatic Connection – Network Selection
6.3.32 CMAPI_WLAN_IsSupported()

The CMAPI_WLAN_IsSupported() function is used to determine if WLAN functionality is supported

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2014 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 17)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20140101-I]

© 2014 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 17)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20140101-I]

