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	Dieter Gludovacz, Deutsche Telekom AG, dieter.gludovacz@t-mobile.at
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1 Reason for Change

This CR proposes some change to the RD in order to resolve following CONR comment against the RD. The other two comments can be closed without a change.
	A057
	2014.02.14
	T
	6.18.2
	Source: QUALCOMM

Form: doc#CONR-2014-0005

Comment: 

These requirements have not been met

Proposed Change: 

Remove the requirements or enhance the TS to meet them
	Status: 
Closed by this CR.

	B019
	2014.02.13
	Q
	5.3.2.3


	Source: DTAG

Form: doc#CONR-2014-0004

Comment: “Any particular security mechanism relevant to OpenCMAPI enabler is addressed in the [OpenCMAPI-TS].”, true?
Proposed Change: 
	Status: Closed 

No change needed.

	C032
	2014.02.13
	Q/T
	?
	Source: DTAG

Form: doc#CONR-2014-0004

Comment: 

Is security addressed properly?

 Proposed Change: 
	Status: 
Closed

No change needed.


2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD OpenCMAPI SWG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  RD
Security

This section identifies the high-level security requirements for the OpenCMAPI Enabler.


	Label
	Description
	Release

	CMAPI-SEC-001
	The OpenCMAPI Enabler SHALL support PINs/PUKs management
	1.0

	CMAPI-SEC-002
	The OpenCMAPI Enabler SHALL protect against potential security threats
	1.0

	CMAPI-SEC-003
	The OpenCMAPI enabler SHALL NOT support functions accessing to the UICC equivalent to following AT commands (Connected SIM) +CSIM.
	1.0

	CMAPI-SEC-004
	The OpenCMAPI Enabler SHALL support WPS with both PIN & Push-Button methods for 802.11b/g/n.
	1.0

	CMAPI-SEC-005
	The OpenCMAPI Enabler SHOULD ensure that security of Wi-Fi Direct and WLAN are kept separate and SHALL NOT impact each other.
	Future Release


Table 1: High-Level Functional Requirements – Security Items

5.3.2.1 Authentication

This section identifies the high-level authentication needs for the OpenCMAPI Enabler.


	Label
	Description
	Release

	CMAPI-AUT-001
	The OpenCMAPI Enabler SHALL offer selectable authentication mechanisms for Cellular at least:

· PAP

· CHAP [RFC2759]

· Automatic
	1.0

	CMAPI-AUT-002
	The OpenCMAPI Enabler SHALL support EAP SIM authentication [RFC4186] in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-003
	The OpenCMAPI Enabler SHALL support EAP AKA authentication [RFC4187] in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-004
	The OpenCMAPI Enabler SHALL support WPA-PSK and WPA2-PSK authentication of WLAN network.
	1.0

	CMAPI-AUT-005
	The OpenCMAPI Enabler SHALL support EAP AKA’ authentication [RFC5448] in conjunction with WPA2-E key management using the SIM/RUIM or UICC application credentials.
	1.0

	CMAPI-AUT-006
	The OpenCMAPI Enabler SHALL support EAP TLS authentication [RFC5216] in conjunction with certificates credentials.
	1.1

	CMAPI-AUT-007
	The OpenCMAPI Enabler SHALL support EAP TTLS authentication [RFC5281] with MSCHAP v2 in conjunction with username/password credentials.
	1.1

	CMAPI-AUT-008
	If the device supports Hotspot 2.0, the OpenCMAPI Enabler SHALL NOT use TKIP and WEP
	1.1

	CMAPI-AUT-009
	The OpenCMAPI Enabler SHALL support a mechanism to stop sending access requests after a defined number of attempts in case of WLAN authentication failure. This mechanism SHALL be activable and deactivable.
	Future Release


Table 2: High-Level Functional Requirements – Authentication Items
5.3.2.2 Authorization

This section identifies the high-level authorisation needs for the OpenCMAPI Enabler 
	Label
	Description
	Release

	CMAPI-AUTH-001
	The OpenCMAPI enabler SHALL support the authorization of the mobile users and/or an application when authenticated using authentication mechanisms, including EAP SIM, EAP AKA, WPA-PSK and WPA2-PSK.
	1.0


Table 3: High-Level Functional Requirements – Authorization Items

Change 2:  section

WebAPI Security Requirements
7.14.41 WebAPI Security Requirements

	CMAPI-WEB-SEC-001
	The WebAPI feature of the OpenCMAPI enabler SHALL provide a mechanism for security, confidentiality and integrity protection.
	Future Release

	CMAPI-WEB-SEC-002
	The WebAPI feature of the OpenCMAPI enabler SHALL provide a mechanism for mutual authentication between client and server. 
	Future Release

	CMAPI-WEB-SEC-003
	The WebAPI feature of the OpenCMAPI enabler SHALL provide a mechanism for detecting and preventing unauthorized access.
	Future Release

	CMAPI-WEB-SEC-004
	The WebAPI feature of the OpenCMAPI enabler SHOULD be able to support authentication and authorization for either client or server with or without internet connectivity established.
	Future Release


Table 4: WebAPI Security Functional Requirements
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