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6. Design Convention and data structure definitions
6.12 Design convention

Throughout the document, the following design convention and terms will be used to denote absolute sizes of memory:

· All memory is caller allocated. The API will never allocate memory and return it through a function call which needs to be cleaned up

· Data returned through callbacks is valid only for the duration of the call and never needs to be cleaned up by the API user.

· boolean type is 4 bytes. Zero means false, Any non-zero value means true.

· byte will be used to denote 8 bit data values, 
· word will be used to denote 2 byte values, 
· dword will be used to denote 2 word values, 
· qword will be used to denote 2 dword values,

· dqword will be used to denote 2 qword values,

· byte parameter [256] will indicate a 256 bytes long parameters,
· bit parameter [2] will indicate a 2 bit long parameters,
· UTF8 will be used to represent a buffer with UTF8 data and null terminating symbol. When the buffer is referenced in a structure or function it shall be referenced by a pointer and will appear as UTF8*.
· The API is responsible to convert all data strings received from the device into UTF8.
· For every parameter designated as “input” only, const should be applied.
· a function pointer (or function*) is as a variable containing the address of a function.
· All structure definitions within this specification will be finite in size. This will serve to allow the caller to allocate a single block of memory for each passed in parameter. Any variable length data (like UTF8 strings) will reside after the finite structure(s) in memory and a pointer will be used to indicate where UTF8 strings and other finite structures reside. Either the caller or callee will layout the structures in this memory, depending on if the values are input or output. The caller will layout the memory where there is some data input and the callee will be responsible to layout (or re-layout) the memory when the data is output (or input/output). In either output case, the callee will signal insufficient size with a return code and indicate the necessary minimum size with the corresponding size parameter.

· Structure fields should be aligned on a byte boundary (i.e. # pragma pack (push 1)).

· Little endian shall be used by the application.
· On a given host, only one instance of the OpenCMAPI Enabler SHOULD be running at a time. All applications, using the OpenCMAPI Enabler SHOULD use and register with this instance.
6.13 Generic Data Type Definitions
6.14 WLAN Data Type Definitions

6.14.1 WLANEncryptionType

	Definition WLANEncryptionType

	This prototype defines an enumeration of Encryption types for WLAN

Note: If the device supports HS2.0, some Encryption types like WEP & TKIP are not allowed


	WLANEncryptionType
	dword
	The following encryption types are supported:

· 0x00000001: none 

· 0x00000002: WEP

· 0x00000004: TKIP

· 0x00000008: AES/CCMP


6.14.2 WLANSecurityType

	Definition WLANSecurityType

	This prototype defines an enumeration of security types for WLAN.




	WLANSecurityType
	dword
	                       The following security types are supported:

· 0x00000001: Open (no security)

· 0x00000002: WEP

· 0x00000004: WPA

· 0x00000008: WPA2

· 0x00000010: WPA_ENTERPRISE

· 0x00000020: WPA2_ENTERPRISE


6.14.3 EAPAuthenticationMethod

	Definition EAPAuthenticationMethod

	This prototype defines an enumeration of the most commonly EAP authentication methods supported.




	EAPAuthenticationMethod
	dword
	The following EAP Authentication methods are supported (in decimal format accordingly to IANA Extensible Authentication Protocol (EAP) Registry list):

· 4: MD5-Challenge

· 6: Generic Token Card (GTC)

· 13: EAP-TLS

· 17: LEAP

· 18: EAP-SIM

· 21: EAP-TTLS

· 23: EAP-AKA

· 25: PEAP

· 29: EAP MS-CHAP-V2

· 43: EAP-FAST

· 47: EAP-PSK

· 49: EAP-IKEv2

· 50: EAP-AKA’




6.14.4 RSSI
	Definition RSSI

	This prototype defines a structure which describes a RSSI signal strength information.



	Field Name
	Type
	Description

	signalStrengthRaw
	dword
	The signal strength value in dBm

	signalStrengthPercent
	dword
	The signal strength as a percentage - SHOULD be adjusted to device capabilities.

	signalQualityPercent
	dword
	The signal quality as a percentage - SHOULD be adjusted to device capabilities.


6.14.5 WLANNetwork

	Definition WLANNetwork

	This prototype defines a structure which describes a WLAN network




	Field Name
	Type
	Description

	pSSID
	UTF8*
	The service set identifier

	pBSSID
	UTF8*
	The basic service set identifier

	HS2NetworkInformation
	NetworkDiscoveryElements*
	Optional – only if the AP is supporting Hotspot 2.0 this field is provided

	pFriendlyName
	UTF8*
	Optional - A name used to identify this network. If not filled, then the name used will be the SSID.

	mode
	dword
	Specifies if the network can be automatically connected if located.

· 0x00000000: Manual

· 0x00000001: Automatic (any network provided by operator policies i.e. ANDSF or HS2.0 has this field set to Automatic)

	hidden
	dword
	Specifies if the SSID is being actively broadcast

· 0x00000000: SSID is broadcast

· 0x00000001: SSID is hidden

	securityType
	WLANSecurityType
	The type(s) of security used for this network. See WLANSecurityType

	EAPAuthenticationMethod
	dword
	Optional - The EAP Authentication Method used by the network.

	EAP
	byte
	Optional - The EAP definition. This could be a proprietary format implementation of the Buffer (to be checked)

	EAPSize
	dword
	Contains the length in bytes of the EAP configuration. If not used should be set to “0”.

	EncryptionType
	WLANEncryptionType
	The Encryption Type for WLAN – See WLANEncryptionType definition

	keyIndex
	dword
	Key index - Position of the matching key stored in the Access point/Wireless Router:

· 0x00000001: 1

· 0x00000002: 2

· 0x00000003: 3

· 0x00000004: 4

	pNetworkKey
	UTF8*
	Network Key to connect to WLAN Access Point or Wireless router (If not used should be set to “0”)

	Known
	dword
	Identifies if this is a known network

· 0x00000000: Unknown (default value)
· 0x00000001: Known (Known networks are networks SSID or networks identifiers prelisted by the operator or that have already been used/predefined)

	FirstTimeConnection
	dword
	Identifies if the network has already been connected to:
· 0x00000000: Unknown or never connected (default value)
· 0x00000001: Already Connected to once

	Preference
	WLANPreferences*
	User and Operator preferences


6.14.6 Located_WLANNetwork

	Definition Located_WLANNetwork

	This prototype defines a structure which describes a located WLAN network.




	Field Name
	Type
	Description

	Network
	WLANNetwork
	Please see WLANNetwork

	frequency
	dword
	The frequency of the channel used between the device and the access point (in Mhz)

	signalStrength
	RSSI*
	The signal strength of the network

	timestamp
	UTF8*
	The Timestamp of the last time the network was located. The time format should follow: YYYY-MM-DD HH:MM:SS+HH:MM (-HH:MM). Adheres to ISO 8601


6.14.7 WLANPreferences
	Definition WLANPreferences

	This prototype defines a structure which describes the user and operator preferences attached to this network.


	UserPreference
	dword
	Identifies in which user lists the network belongs to:
· 0x00000000: Unknown (default value)
· 0x00000001: User Preferred Network – corresponding to the User Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102]) 

· 0x00000002: Network Blacklisted (belongs to blacklist – Network cannot be connected to)

	UserPreferencePriority
	byte
	Priority of the network if belongs to User Preferred Network List (if not filled, default priority value of 0 (unknown)). Corresponding as well to the priorities associated to the User Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102])

The lower the value, the higher the priority. (0 excluded – meaning unknown)

	OperatorPreference
	dword
	Identifies in which Operator list the network belongs to:
· 0x00000000: Unknown (default value)
· 0x00000001: Operator Preferred Network -corresponding to the Operator Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102])

· 0x00000002: Restricted or Excluded Network (cannot connect automatically but can be selected by user)

	OperatorPreferencePriority
	byte
	Priority of the network if belongs to Operator Preferred Network List (if not filled, default priority value of 0 (unknown)).

Corresponding as well to the priorities associated to the User Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102])

The lower the value, the higher the priority. (0 excluded – meaning unknown)


6.14.8 AutoConnectionSettings
	Definition AutoConnectionSettings

	This prototype defines a structure which describes the different settings for auto connection to WLAN.



	Field Name
	Type
	Description

	FirstTimeConnection
	dword
	Specifies if Automatic Connection to WLAN  is  allowed for first time Connection:
· 0x00000000: No Automatic Connection to WLAN  if it is first time connection to the WLAN Network

· 0x00000001: Automatic Connection to WLAN allowed even if first time

	MobilitySettings
	dword
	Specifies the mobility conditions under which Automatic Connection to WLAN is allowed (bitmap):
· 0x00000000: No preference (i.e. do not apply)

· 0x00000001: Device is in Idle

· 0x00000002: Device is in stationary mode

· 0x00000004: Walking

· 0x00000008: Running

· 0x00000010: In moving vehicle (car, train, airplane...)

· 0x00000020: Moving but pattern unknown

	BatterySettings
	dword
	(Optional) Specifies the lower value of the battery level in percentage under which Automatic Connection to WLAN is not allowed anymore.

0xFFFFFFFF not provided


6.14.9 WLANOperatorSettings
	Definition WLANOperatorSettings

	This prototype defines a structure which describes WLAN Operator Settings



	Field Name
	Type
	Description

	OffloadSupported
	dword
	Specifies if WLAN offload is supported:
· 0x00000000: WLAN Offload not supported

· 0x00000001: WLAN Offload Supported for all services

· 0x00000002: WLAN Offload Not supported for all services

	OperatorSetting
	dword
	Specifies the operator settings regarding which WLAN policies should apply:
· 0x00000000: Not specified – no preferences between ANDSF & HS2.0

· 0x00000001: ANDSF Preferred (default)

· 0x00000002: HS2.0 Preferred

· 0x00000003: ANDSF Only

Any other value is interpreted as default value (ANDSF preferred)


6.14.10 WLANUserSettings
	Definition WLANOperatorSettings

	This prototype defines a structure which describes WLAN User Settings



	Field Name
	Type
	Description

	AutomaticConnection
	dword
	Specifies which type of Connection mode is preferred by the user:
· 0x00000000: Manual Only – no Automatic Connection to WLAN

· 0x00000001: WLAN Preferred – Automatic Connection to WLAN allowed

· 0x00000002: Automatic Connection to WLAN under conditions

	AutomaticConnectionOptions
	AutoConnectionSettings*
	Optional (if the Automatic Connection under condition is selected by the user)

	
HS20DefaultSubscription
	UTF8*
	Name of the default HS2.0 WLAN operator subscription

	ANDSFDefaultSubscription
	UTF8*
	Optional – Name of the default ANDSF WLAN operator subscription – in case of dual SIM

	UserSetting
	dword
	Specifies the user settings regarding which WLAN policies should apply:
· 0x00000000: No preference (i.e. operator settings applies)

· 0x00000001: Cellular Preferred (i.e. ANDSF preferred)

· 0x00000002: WLAN subscription preferred (i.e. HS2.0 Preferred)

Any other value means no preferences (equal to 0x00000000)


6.14.11 EF_UWSIDL

	Definition EF_UWSIDL

	This prototype defines a structure (in accordance with [3GPP TS 31.102]) which provides the user preferred list of WLAN specific identifier (WSID) from the SIM/R-UIM/NAA on UICC for WLAN selection in priority order. 



	Field Name
	Type
	Description

	Length
	byte
	Length of the WSID – number of bytes of the following field containing the WSID.

	WSID
	UTF8*
	WSIDs – User preferred list of WLAN specific identifiers (WSID) as defined in [3GPP TS 24.234] organised in priority order (first record indicates the highest priority and the nth record indicates the lowest). 

Unused bytes are set to 'FF' and are not used either as a part of the value or for length calculation.


6.14.12 EF_OWSIDL

	Definition EF_OWSIDL

	This prototype defines a structure (in accordance with [3GPP TS 31.102]) which provides the operator preferred list of WLAN specific identifier (WSID) from the SIM/R-UIM/NAA on UICC for WLAN selection in priority order. 



	Field Name
	Type
	Description

	Length
	byte
	Length of the WSID – number of bytes of the following field containing the WSID.

	WSID
	UTF8*
	WSIDs – Operator preferred list of WLAN specific identifiers (WSID) as defined in [3GPP TS 24.234] organised in priority order (first record indicates the highest priority and the nth record indicates the lowest). 

Unused bytes are set to 'FF' and are not used either as a part of the value or for length calculation.


6.15 ANQP Data Type Definitions

6.15.1 ANQPInfoID

	Definition ANQPInfoID

	This prototype defines an enumeration of Info ID value of the ANQP elements in accordance with [IEEE 802.11-2012]



	ANQPInfoID
	word
	INFO ID and ANQP Element name:
· 1-255:  HS2.0 ANQP Info ID accordance with [Wi-Fi Alliance HS2.0 TS]
· 1: HS Query List

· 2: HS Capability List

· 3: Operator Friendly Name
· 4:  WAN Metrics
· 5:  Connection Capability
· 6 : NAI Home Realm Query
· 7: Operator Class Indication
· 8: OSU providers List
· 9 : Reserved
· 10:  Icon Request
· 11:  Icon Binary File
· 12-255:  Reserved

· 256: ANQP Query List

· 257: ANQP Capability List

· 258:  Venue Name

· 259 : Emergency Call Number

· 260:  Network Authentication Type

· 261:  Roaming Consortium

· 262:  IP Address Type Availability

· 263:  NAI Realm

· 264: 3GPP Cellular Network

· 265:  AP Geospatial Location

· 266:  AP Civic Location

· 267:  AP Location Public Identifier URI

· 268:  Domain Name

· 269:  Emergency Alert Identifier URI

· 270:  TDLS Capability
· 271:  Emergency NAI

· 272– 56796:  Reserved

· 56797:  ANQP Vendor Specific

· 56798 – 65535: Reserved



	

	
	

	
































	



































6.15.2 ANQPQueryList

	Definition ANQPQueryList

	This prototype defines a structure which provides the list of elements queried in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	256

	Length
	word
	The Length value is equal to 2 times the number of ANQP Query ID fields.

	ANQPQueryIDs
	ANQPInfoID*
	Each ANQP Query ID field value is corresponding to a InfoID from the ANQP Info ID table

	
	
	

	
	
	


6.15.3 ANQPCapabilityList

	Definition ANQPCapabilityList

	This prototype defines a structure which provides the list of elements supported in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	257

	Length
	word
	The Length value is equal to 2 times the number of ANQP Capability fields following the Length field plus the sum of the lengths of the ANQP Vendor Specific lists.

	ANQPCapabilities
	ANQPInfoID*
	ANQP Capabilities supported by the AP

Each ANQP capability field value is corresponding to a InfoID from the ANQP Info ID table

The Info ID for ANQP Capability List element is always included in the ANQP Capability List element returned

	
	
	

	
	
	

	ANQPVendor-Specificelements
	ANQPInfoID
	Optional

When an ANQP Vendor Specific element is present in the ANQP Capability List element, the ANQP Vendor Specific element contains the capabilities of that vendor-specific query protocol.
The ANQP Vendor Specific element is defined in Vendor Specific element

	
	
	

	
	
	


6.15.4 VenueNameDuple
	Definition VenueNameDuple

	This prototype defines a structure which describes the Venue Name Duple in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	word
	Value is equal to 3 plus the number of octets in the Venue Name field.

	LanguageCode
	byte[3]
	Language used in the Venue Name field encoded as ISO-14962-1997 . The Language Code field is a two or three character language code selected from ISO-639.

A two character language code has 0 (“null” in ISO-14962-1997) appended to make it 3 bytes in length.

	VenueName
	UTF8*
	Venue’s name. The maximum length of this field is 252 bytes.


6.15.5 VenueNameANQPElement

	Definition VenueNameANQPQElement

	This prototype defines a structure which describes the Venue Name ANQP element in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	258

	Length
	word
	The Length value is equal to 2 plus the number of bytes in Venue Name Duple fields. 

	Venue_Info
	VenueInfo*
	Venue Info as defined in VenueInfo

	VenueNameDuples
	VenueNameDuple*
	Optional – Venue Name Duples

	
	
	

	
	
	


6.15.6 NetworkAuthenticationType
	Definition NetworkAuthenticationType

	This prototype defines a structure which describes the Network Authentication Type in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	NetworkAuthenticationTypeIndicator
	word
	Network Authentication Type Indicator:

· 0 - Acceptance of terms and conditions

· 1 - On-line enrollment supported

· 2 - http/https redirection

· 3 - DNS redirection

· 4 – 255
 - Reserved

	RURLLength
	dword
	Re-direct URL Length

	RURL
	UTF8*
	Re-direct URL


6.15.7 NetworkAuthenticationTypeANQPElement
	Definition NetworkAuthenticationTypeANQPElement

	This prototype defines a structure which describes the list of Network Authentication Types supported when ASRA is set to 1 in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	260

	Length
	word
	The Length value is equal to the number and size of the Network Authentication Type Units.

	NetworkAuthenticationTypes
	NetworkAuthenticationType*
	Optional - the list of Network Authentication Types supported when ASRA is set to 1

	
	
	

	
	
	


6.15.8 OIDuple

	Definition OIDuple

	This prototype defines a structure which describes a OI (Organizational Identifier) duple in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	byte
	The Length value is equal to number of bytes in the OI field

	OID
	OI
	Identifies a roaming consortium (group of SSPs with inter-SSP roaming agreement) or a single SSP.


6.15.9 RoamingConsortium

	Definition RoamingConsortium

	This prototype defines a structure which provides a list of roaming consortium and/or Service Providers identifiers whose networks are accessible though the AP in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	261

	Length
	word
	The Length value is equal to the number and size of OI Duple fields.

	OIDuples
	OIDuple*
	Optional – List of OIs (Organizational Identifiers) contained within the Roaming Consortium element  are also included in this ANQP-element.

	
	
	

	
	
	


6.15.10 Authentication Parameter types List

The following table is listing the possible values for the Authentication Parameter types in accordance with [IEEE 802.11-2012].
	Authentication Parameter types

	ID
	Authentication Information
	Description
	Length (bytes)

	0
	Reserved
	
	

	1
	Expanded EAP Method 
	Expanded EAP Method Subfield
Not supported by OpenCMAPI
	7

	2
	Non-EAP Inner Authentication Type
	Enum (0 - Reserved, 1 - PAP, 2 - CHAP, 
3 - MSCHAP, 4 - MSCHAPV2) 
	1

	3
	Inner Authentication EAP Method Type
	Value drawn from IANA EAP Method Type Numbers
	1

	4
	Expanded Inner EAP Method 
	Expanded EAP Method Subfield
Not supported by OpenCMAPI
	7

	5
	Credential Type
	Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - Hardware Token, 5 - Softoken, 6 - Certificate, 7 - username/password, 8 - none*, 9 - Reserved, 10 - Vendor Specific)

*none means server-side authentication only
	1

	6
	Tunneled EAP Method Credential Type
	Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - Hardware Token, 5 - Softoken, 6 - Certificate, 7 - username/password, 8 - Reserved, 9 - Anonymous, 10 - Vendor Specific)
	1

	7 – 220
	Reserved
	
	

	221
	Vendor Specific
	Variable
Not supported by OpenCMAPI
	Variable

	222 – 255
	Reserved
	
	


Table 4: Authentication Parameter types List
6.15.11 AuthParam

	Definition AuthParam

	This prototype defines a structure which describes an Authorisation Parameter in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ID
	byte
	Indicates the type of authentication information provided (see Table 3: Authentication Parameter types List).

	Length
	byte
	The Length value is equal to the length of the Authentication Parameter Value field.

	AuthenticationParameterValue
	UTF8*
	The Authentication Parameter Value indicated by the ID.


6.15.12 EAPMethod
	Definition EAPMethod

	This prototype defines a structure which describes an EAP Method in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	byte
	The Length value is equal to 2 plus the length of the Authentication Parameter fields.

	EAPM
	byte
	The EAP method is set to the EAP Type value as given in IANA EAP Method Type Numbers.

	AuthenticationParameterCount
	byte
	The Authentication Parameter Count indicates how many additional Authentication Parameter fields are specified for the supported EAP Method. 
If the Authentication Parameters Count field is 0, there are no Authentication Parameters fields present, meaning no additional Authentication Parameters are specified for the EAP Method.

	AuthenticationParameters
	AuthParam*
	Optional – List of Authentication Parameters

	
	
	

	
	
	


6.15.13 NAIR

	Definition NAIR

	This prototype defines a structure which describes a NAI (Network Access Identifier) Realm data in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	NAIRDFLength
	word
	NAI Realm Data Field Length

The Length value is equal to 3 plus the length of the NAI Realm field plus the sum of the lengths of the EAP Method fields.

	NAIREncoding
	byte
	NAI Realm Encoding

Bit 0 - The NAI Realm Encoding Type:

· Set to 0 to indicate that the NAI Realm in the NAI Realm field is formatted in accordance with IETF RFC 4282.
· Set to 1 to indicate it is a UTF-8 formatted character string that is not formatted in accordance with IETF RFC 4282.
Bit 1 to 7: Reserved

	NAIRLength
	byte
	NAI Realm Length equal to the length of the NAI Realm field.

	NAIRealm
	UTF8*
	NAI Realm list – one or more NAI Realms formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding field. 
If there is more than one NAI Realm in this field, the NAI Realms are delimited by a semi-colon character (i.e., “;”, which is encoded in UTF-8 format as 0x3B). 
All the realms included in the NAI Realm field support all the EAP methods identified by the EAP Method fields, if present. The maximum length of this field is 255 octets.

	EAPMethodCount
	byte
	EAP Method Count – indicating the number of EAP methods fields for the NAI realm. 
If the count is 0, there is no EAP method information provided for the NAI realm.

	EAPMethods
	EAPMethod*
	Optional – List of EAP Methods 

Each EAP Method field contains a set of Authentication Parameters associated with the EAP-Method.

	
	
	

	
	
	


6.15.14 NAIRealmList

	Definition NAIRealmList

	This prototype defines a structure which describes a NAI (Network Access Identifier) Realm List in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	263

	Length
	word
	The Length value is equal to 2 plus the total length of the NAI Realm Data fields.

	NAIRealmCount
	word
	Specifies the number of NAI realms included in the NAI Realm list.

	NAIRealmData
	NAIR*
	Optional – List of NAI Realm

	
	
	

	
	
	


6.15.15 3GPPCellularNetworkElement

	Definition 3GPPCellularNetworkElement

	This prototype defines a structure which describes a 3GPP Cellular Network Element in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	264

	Length
	word
	The Length value is equal to the length of the Payload field.

	payload
	UTF8*
	Variable

3GPP Cellular Network ANQP Element contains cellular information such as network advertisement information e.g., network codes and country codes to assist a 3GPP non-AP STA in selecting an AP to access 3GPP networks.


6.15.16 DomainNameField

	Definition DomainNameField

	This prototype defines a structure which describes a Domain Name Field in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	Length
	byte
	The Length value is equal to the length in byte of the Domain Name field

	DomainName
	UTF8*
	Domain name compliant with the “Preferred Name Syntax” as defined in IETF RFC 1035. 
The maximum length of this field is 255 bytes.


6.15.17 DomainNameList

	Definition DomainNameList

	This prototype defines a structure which provides a list of one or more domain names of the entity operating the IEEE 802.11 access network in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	InfoID
	word
	268

	Length
	word
	The Length value is equal to the number and size of the Domain Name Fields.

	DomainNameFields
	DomainNameField*
	Optional – List of Domain Name Fields

	
	
	

	
	
	


6.15.18 HSQueryList

	Definition HSQueryList

	This prototype defines a structure which provides the HS2.0 Query List in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 1 to identify the HS2.0 ANQP-element: HS Query List

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	HSElementSubtypes
	ANQPInfoID*
	List of HS Element Subtypes

Each HS2.0 ANQP Query ID field value is corresponding to a InfoID from the ANQP Info ID table (value from 1 to 255 for HS2.0 ANQP Elements).

Including a Subtype in the HS Query list indicates that the mobile device performing the GAS Query Request is requesting that the HS2.0 element corresponding to that Subtype be returned in the GAS Query Response. 
The Subtypes included in the HS Query list shall be ordered by monotonically increasing Subtype value.

	
	
	

	
	
	

	
	
	


6.15.19 HSCapabilityList

	Definition HSCapabilityList

	This prototype defines a structure which provides the HS2.0 Capability List in accordance with [Wi-Fi Alliance HS2.0 TS]. The HS Capability list element is returned in response to a GAS Query Request. When a mobile device  discovers a HS2.0 AP, the mobile device can assume that mandatory HS2.0 ANQP-elements are supported by the HS2.0 AP.



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 2 to identify the HS2.0 ANQP-element: HS Capability List

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	HSCapabilities
	ANQPInfoID*
	HS2.0 ANQP Capabilities supported by the AP.

Each HS2.0 ANQP capability field value is corresponding to a InfoID from the ANQP Info ID table (value from 1 to 255 for the HS2.0 ANQP elements)

If included in the HS Capability list response, it indicates that a query request for that Subtype will return the requested HS element. 
The Info ID for HS2.0 ANQP Capability List element is always included in the HS Capability List element returned in a GAS Query Response.
The list does not include any duplicate Subtypes. The Subtypes returned in the HS Capability list are ordered by increasing Subtype value.

	
	
	

	
	
	

	
	
	


6.15.20 OperatorFriendlyName

	Definition OperatorFriendlyName

	This prototype defines a structure which provides the Operator Friendly Name in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 3 to identify the HS2.0 ANQP-element: Operator Friendly Name

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	OperatorName
	VenueNameDuple*
	Operator Name Duple field is identical to the Venue Name Duple except that the Operator Name replaces the Venue Name in the Venue Name field.


6.15.21 WANMetrics

	Definition WANMetrics

	This prototype defines a structure which provides the WAN Metrics in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 4 to identify the HS2.0 ANQP-element: WAN Metrics

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	WANInfo
	byte
	WAN Info:

Bit 0 to Bit 1 – Link Status (indicates the status of the WAN link):  
· 0 – Reserved

· 1 – Link up

· 2 – Link down

· 3 – Link in test state

Bit 2 – Symmetric Link:

· Set to 0 to indicate that the uplink speed is different from the downlink speed.

· Set to 1 to indicate that the WAN link has the same link speed in the uplink and downlink direction
Bit 3 – At Capacity:

· Set to 1 to indicate that the WAN link is at capacity and no additional mobile devices will be permitted to associate to the AP
· Set to 0 to indicate otherwise

Bit 4 to Bit 7 – Reserved: set to 0 on transmission and ignored on reception

	DownlinkSpeed
	dword
	Downlink Speed – Estimated value of the WAN Backhaul link current downlink speed in kilobits per second.  
For backhaul links that do not vary in speed or those for which no accurate estimation can be made, this attribute contains the nominal speed.  
The maximum value reported by this field is 4,294,967,296 kbps (approximately 4.2Tbit/s); if the backhaul downlink speed is greater than this value, the maximum value is reported.  
The downlink speed value is set to 0 when the downlink speed is unknown.

	UplinkSpeed
	dword
	Uplink Speed – Estimated value of the WAN Backhaul link's current uplink speed in kilobits per second.  
For backhaul links that do not vary in speed or those for which no accurate estimation can be made, this attribute contains the nominal speed.  
The maximum value reported by this field is 4,294,967,296 kbps (approximately 4.2Tbit/s); if the backhaul uplink speed is greater than this value, the maximum value is reported.  
The uplink speed value is set to 0 when the uplink speed is unknown.

	DownlinkLoad
	byte
	Downlink Load – current percentage loading of the downlink WAN connection, scaled linearly with 255 representing 100%, as measured over an interval the duration of which is reported in Load Measurement Duration.  
In cases where the downlink load is unknown to the AP, the value is set to zero.

	UplinkLoad
	byte
	Uplink Load – current percentage loading of the uplink WAN connection, scaled linearly with 255 representing 100%, as measured over an interval the duration of which is reported in Load Measurement Duration.  

In cases where the uplink load is unknown to the AP, the value is set to zero.

	LMD
	word
	LMD (Load Measurement Duration) – duration over which the Downlink Load and Uplink Load have been measured, in tenths of a second. 
Where the actual load measurement duration is greater than the maximum value, the maximum value will be reported.  
The LMD is set to 0 when neither the uplink nor downlink load can be computed.  When the uplink and downlink loads are computed over different intervals, the maximum interval is reported


6.15.22 ProtoPortTuple List

The following table is listing the possible values of ProtoPortTuple in accordance with [Wi-Fi Alliance HS2.0 TS].

	ProtoPortTuple

	IP Protocol Value
	Port Number Value
	Description

	1
	0
	ICMP, used for diagnostics

	6
	20
	FTP

	6
	22
	SSH

	6
	80
	HTTP

	6
	443
	Used by HTTPS and TLS VPNs

	6
	1723
	Used by Point to Point Tunneling Protocol VPNs

	6
	5060
	VoIP

	17
	500
	Used by IKEv2 (IPSec VPN)

	17
	5060
	VoIP

	17
	4500
	May be used by IKEv2 (IPSec VPN)

	50
	0
	ESP, used by IPSec VPNs


Table 5: ProtoPortTuple List
6.15.23 HS20ProtoPortTuple

	Definition HS20ProtoPortTuple

	This prototype defines a structure which describes status of IP Protocol and port Number in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	IPProtocol
	byte
	IP protocol field in IPv4 packets or the next header field in IPv6 packets.

	PortNumber
	word
	Port Number – destination port number used in conjunction with the protocol defined by the IP Protocol field.  When port numbers are not used in conjunction with an IP Protocol, the Port Number field is reserved.

	Status
	byte
	Indicates the status of the port:

· 0 – Closed

· 1 – Open

· 2 – Unknown

· 3-255 – Reserved


6.15.24 ConnectionCapability

	Definition ConnectionCapability

	This prototype defines a structure which provides the connection status within the hotspot of the most commonly used communications protocols and ports in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 5 to identify the HS2.0 ANQP-element: Connection Capability

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	ProtoPortTuples
	HS20ProtoPortTuple*
	List of Connection status of communications IP protocol and ports.  

	
	
	

	
	
	

	
	
	


6.15.25 NAIHRNameData
	Definition NAIHRNameData

	This prototype defines a structure which describes the NAI Home Realm Name Data in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	NAIRealmEncoding
	word
	NAI Realm Encoding in accordance with [IEEE 802.11-2012]

Bit 0 - The NAI Realm Encoding Type:

· Set to 0 to indicate that the NAI Realm in the NAI Realm field is formatted in accordance with IETF RFC 4282.

· Set to 1 to indicate it is a UTF-8 formatted character string that is not formatted in accordance with IETF RFC 4282.

Bit 1 to 7: Reserved

	NAIHomeRealmNameLength
	word
	Length of the NAI Realm Name field.

	NAIHomeRealmName
	UTF8*
	NAI Home Realm Name: one or more NAI Home Realms formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding field. 

If there is more than one NAI Realm in this field, the NAI Realms are delimited by a semi-colon character (i.e., “;”, which is encoded in UTF-8 format as 0x3B). 

The maximum length of this sub-field is 255 octets.

Mobile device implementations should be aware that home realms are transmitted in this element without confidentiality protection.  Mobile devices are not required to use the NAI Home Realm Query element.


6.15.26 NAIHomeRealmQuery

	Definition NAIHomeRealmQuery

	This prototype defines a structure which provides the NAI Home Realm Query in accordance with [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	InfoID
	word
	Set to 56797 – Value for ANQP vendor-specific element 

	Length
	byte
	Set to 6 plus the length of the Payload field.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x11.

	Subtype
	byte
	Set to 6 to identify the HS2.0 ANQP-element: NAI Home Realm Query

	Reserved
	byte
	Field to ensure that the header of the ANQP-element is word aligned

	NAIHomeRealmCount
	byte
	NAI Home Realm Count indicates the number of NAI Home Realm Name Data fields included in the NAI Home Realm Query.

	NAIHRNameDataList#1
	NAIHRNameData*
	List of NAI Home Realm Name Data

	
	
	

	
	
	

	
	
	


6.16 HS2.0 Data Type Definitions

6.16.1 WlanRoamingPartner
	Definition WlanRoamingPartner

	This prototype defines a structure which describes a Wlan Roaming partner record.




	Field Name
	Type
	Description

	FQDN_Match
	UTF8*
	Indication of the match rules with the Fully Qualified Domain Name (FQDN) of an SP in the Roaming Partner List. 
is the concatenated string "FQDN" || "," || {"includeSubdomains" | "exactMatch"} where ||= concatenation and | = or.

	Priority
	byte
	Priority of a Home SP in the roaming partner list.  The lower the value, the higher the priority. 

A roaming partner not in this list has a default priority value of 128 (mid range).

	Country
	UTF8*
	The encoding shall be one or more, comma delimited (i.e., ",")  ISO/IEC 3166-1 2-character country strings or the country-independent value, "*". If there is a country-specific priority in one or more of the {FQDN_Match, Priority, Country} tuples, it shall override the default, country-independent priority.  If the country element is not present in the serving AP's beacon or probe response frames, then only default behaviours (indicated by "*") are permitted.


6.16.2 PreferredRoamingPartners

	Definition PreferredRoamingPartners

	This prototype defines a structure which describes the number of preferred roaming partners in the list.




	Field Name
	Type
	Description

	numberOfPRP
	dword
	The number of Preferred Roaming Partners in the array

	PreferredRoamingPartner
	WlanRoamingPartner*
	The list of the Preferred Roaming Partners


6.16.3  BackhaulThreshold

	Definition BackhaulThreshold

	This prototype defines a structure which describes a backhaul threshold information



	Field Name
	Type
	Description

	Network Type
	UTF8*
	 "Home" or "Roaming"

	DLBandwidth
	dword
	Optional

Minimum available downlink bandwidth (in bits per second) calculated based on the downlink speed and backhaul load.  

	ULBandwidth
	dword
	Optional

Minimum available uplink bandwidth (in bits per second) calculated based on the uplink speed and backhaul load. 


6.16.4 ProtoPortTuple

	Definition ProtoPortTuple

	This prototype defines a structure which describes IP Protocol and port Number of an application.




	Field Name
	Type
	Description

	IPProtocol
	word
	IP protocol field in IPv4 packets or the next header field in IPv6 packets.

	PortNumber
	dword
	Optional - specifies one or more port numbers used in conjunction with the IP Protocol, required by one or more operator supported applications on the mobile device.

Multiple, comma delimited (i.e., ",") port numbers may be defined if required by the application(s); for example: "21,22".


6.16.5 SPolicy

	Definition SPolicy

	This prototype defines a structure which describes a subscription policy of a Home SP.




	Field Name
	Type
	Description

	PreferredRoamingPartnerList
	PreferredRoamingPartners*
	Roaming partner list.  
Any roaming partner not in this list has a default priority value of 128 (mid range).

	MinBackhaulThreshold
	BackhaulThreshold*
	Policy for the minimum threshold of available backhaul (WAN) parameters at a hotspot network.  

Policies can be set for uplink bandwidth, downlink bandwidth or both.  If uplink or downlink load measurements are not available at a particular hotspot then the respective uplink or downlink policy is not evaluated at that hotspot.

When present, this policy should be evaluated for network selection, unless this policy prevents from selecting any access network (e.g., cellular, Wi-Fi, etc.) or no hotspot has a backhaul parameter greater than or equal to the defined thresholds.

When enforced, this policy is only applicable for the initial association to an ESS.

	SPExclusionList
	UTF8*
	Optional

List of SSIDs not preferred by the Home SP.  The Connection Manager Application shall not autonomously select a hotspot operated by a SP listed in the exclusion list, however the user may manually select such a network.

	RequiredProtoportTuple
	ProtoPortTuple*
	Optional

IP Protocol and port Number required by one or more operator supported application on the mobile device, that operator-supported application(s) on the mobile device require to function properly. 

Note: This policy is set by an operator to ensure that its own applications are functioning when attached to a roaming HS2.0 network. 

When present, this policy should be evaluated for network selection, unless this policy prevents the mobile device from selecting any access network (e.g., cellular, Wi-Fi, etc.), or if no roaming networks have support for any of the defined IP Protocol and ports numbers, or if the Connection Capability element is not available.

When enforced, this policy is only applicable for the initial association to an ESS.

	MaximumBSSLoadvalue
	dword
	Optional – maximum acceptable BSS Load policy. The purpose of this is to prevent from joining an AP whose channel is overly congested with traffic and/or interference. This shall only be evaluated when in the presence of a home network.

When present, this policy should be evaluated by the Connection Manager Application for network selection, unless this policy prevents the mobile device from selecting any access network (e.g., cellular, Wi-Fi, etc.), or no AP in the ESS have its BSSLoad less than the defined MaximumBSSLoadValue threshold

A mobile device is permitted to join any AP in an ESS having a channel utilization value (see clause 8.4.2.30 in Error! Reference source not found.) less than the MaximumBSSLoad value. 

This policy is advisory: If the mobile device cannot find an AP with channel utilization less than the defined MaximumBSSLoadValue leaf, or if BSSLoad is not available, it may ignore this policy.


6.16.6 FQDN

	Definition FQDN

	This prototype defines an enumeration of FQDN



	FQDN
	dword
	Fully Qualified Domain Name


6.16.7 HomeOI

	Definition HomeOI

	This prototype defines a structure which describes the Home OI elements.



	Field Name
	Type
	Description

	HomeOI
	OI
	Organizational Identifier (OI) of the Home Service Provider.

If the value of HomeOI matches an OI in the Roaming Consortium List advertised by a hotspot operator, successful authentication with that hotspot is possible.

	HomeOIRequired
	boolean
	Determines whether the HomeOI is required.  
· If the value of HomeOIRequired is true, then no authentication shall be attempted unless the HomeOI value is included in the hotspot's Roaming Consortium List.

· If the value of HomeOIRequired is false then authentication should be attempted when the mobile's realm/PLMN ID is advertised by the AP.


6.16.8 HomePartnersList

	Definition HomePartnersList

	This prototype defines a structure which describes the number of Home Partners in the list.




	Field Name
	Type
	Description

	numberOfFQDN
	dword
	The number of FQDN partner operators in the array

	HomePartners
	FQDN*
	The list of the FQDN of a partner operator of the Home SP that shall be deemed by the mobile device as a home operator.  


6.16.9 HSP

	Definition HSP

	This prototype defines a structure which describes Home Service Provider elements.



	Field Name
	Type
	Description

	pSSID
	UTF8*
	The service set identifier

	pBSSID
	UTF8*
	The basic service set identifier

	pFriendlyName
	UTF8*
	The FriendlyName is intended to be used by the mobile device for display purposes only.

	IconURL
	UTF8*
	Optional – location of icon related to the Home SP.  The URL is the network location from which the icon can be retrieved and can be used by the mobile device in an implementation dependent manner or used in a manner agreed between the SP and the mobile device manufacturer. The icon is intended to be used by the mobile device for display purposes only.

	HFQDN
	FQDN
	FQDN of the Home SP (to identify if the hotspot is operated by the mobile device’s home SP or a visited SP)

	HomeOIList
	HomeOI*
	Optional – List of organizational identifiers identifying the home SP of which this provider is a member .

	OtherHomePartners
	HomePartnersList*
	Optional – list of FQDNs of Home partners

	RoamingConsortiumOI
	UTF8*
	Optional – Contains one or more, comma delimited (i.e., ",") organizational identifiers identifying a roaming consortium of which this provider is a member.

Note: The Chr encoding for each OI is in lowercase ASCII hexadecimal characters only with no white space and no preceding “0x”, e.g., “506f9a”.


6.16.10 SParameters

	Definition SParameters

	This prototype defines a structure which describes parameters of the subscription.




	Field Name
	Type
	Description

	CreationDate
	UTF8*
	Date and time (UTC) that the PerProviderSubscription MO  was initially provisioned to the mobile device.  
The date and time is formatted as YYYY-MM-DDTHH:MM:SSZ

	ExpirationDate
	UTF8*
	Optional – Date and time (UTC) that the subscription will expire.  After the expiration date, the mobile device should not expect to be able to successfully authenticate with the corresponding credentials.  This is an optional attribute; if not present, there is no pre-determined expiration time and date.

	TypesofSubscription
	UTF8*
	Optional – Type of subscription associated with the account.  Subscription types are defined by the Home SP and are out of scope of this specification; example values are "Gold", "Silver" and "Bronze".

	DataLimit
	dword
	Optional – Cumulative data limit in megabytes for the UsageTimePeriod. 
If the value of this parameter is zero, there is unlimited data usage for this account.  
When the measured amount of data, has been transmitted between the mobile device and the network, reaches this limit, 

	StartDate
	UTF8*
	Optional – Date and time (UTC) at which usage statistics accumulation begins.
This parameter specifies the date and time (UTC) that the subscription will become valid. Before the StartDate, the mobile device should not expect to be able to successfully authenticate with the corresponding credentials.  This is an optional attribute; if not present, there is no pre-determined start time and date.

	TimeLimit
	dword
	Cumulative time limit in minutes for the UsageTimePeriod.  If the value of this parameter is zero, there is unlimited time usage for this subscription.  When the measured amount of time, used by the mobile device, has reached this limit, the consequences are per the user's subscription

	UsageTimePeriod
	dword
	Time period for usage statistics accumulation. 
A value of zero means that usage statistics are not accumulated on a periodic basis (e.g., a one-time limit for “pay as you go” - PAYG service). A non-zero value specifies the usage interval in minutes.  After the expiry of this time, the usage statistics are reset to zero. (e.g., the expiry of a billing period interval would reset the DataLimit).

The values of 1 to 31 should be reserved to indicate that usage statistics (e.g., DataLimit) are monthly and reset on the day of the month indicated by the value (e.g., if the value is 10, the usages statistics are kept on a monthly basis and reset on the 10th of each month).


6.16.11 EAPMethodType
	Definition EAPMethodType

	This prototype defines a structure which describes an EAP Method Type




	Field Name
	Type
	Description

	EAPType
	EAPAuthenticationMethod
	EAP Type value. The possible values are listed in the IANA EAP Registry List

	Vendorld
	UTF8*
	Optional – Vendor-Id for an expanded EAP method, if used.

	VendorType
	UTF8*
	Optional –Vendor-Type of the expanded EAP method, if used. These values are defined by the vendor identified by VendorId.

	InnerEAPType
	EAPAuthenticationMethod
	Optional – EAP Type value for the inner EAP method, if used with this EAP method. The possible values are listed in the IANA EAP Registry.

	InnerVendorID
	UTF8*
	Optional – Vendor-Id for an inner expanded EAP method, if used.

	InnerVendorType
	UTF8*
	Optional – Vendor-Type of the inner expanded EAP method, if used

	InnerMethod
	UTF8*
	Optional – Inner non-EAP method, if used with this EAP method. The permitted values are: PAP, CHAP, MS-CHAP and MS-CHAP-V2.


6.16.12 Certificate

	Definition Certificate

	This prototype defines a structure which provides information related to the certificate credential.



	Field Name
	Type
	Description

	CertificateType
	UTF8*
	Certificate type.  The value is selected from the following enumerations: “802.1ar” or “x509v3”.

	CertSHA256Fingerprint
	UTF8*
	SHA-256 fingerprint of the certificate credential for a subscription. This parameter specifies the Issuer Distinguished Name in the certificate credential. In conjunction with the certificate serial number, it uniquely identifies a certificate.

This parameter is formatted as follows (defined in XML regular expression syntax): [a-f0-9]{64} i.e. 64 lowercase hexadecimal characters. The SHA-256 fingerprint is calculated over the X.509 ASN.1 DER encoded certificate.


6.16.13 SIMCredential

	Definition SIMCredential

	This prototype defines a structure which provides information related to the SIM credential.



	Field Name
	Type
	Description

	IMSI
	UTF8*
	IMSI (International Mobile device Subscriber Identity)

(Note: If there are SIM/USIM, OpenCMAPI determines if it should be able to successfully authenticate to a hotspot by comparing the MCC/MNC from its IMSI with the PLMN ID containing a MCC and MNC returned in the 3GPP Cellular Network ANQP-element)
Note: the IMSI is included so that the PerProviderSubscription MO can be bound to the correct SIM card in cases where there is more than one SIM card in a mobile device.

	EAPType
	UTF8*
	EAP Type value. The possible values are listed in the IANA EAP Registry in the Method Types.

Only EAP-SIM, EAP-AKA, and EAP-AKA' methods are permitted.


6.16.14 UnPw

	Definition UnPw

	This prototype defines a structure which provides the username and password values of the credential.



	Field Name
	Type
	Description

	Username
	UTF8*
	Username

	Password
	UTF8*
	Password

(Null Value if there is an application needed to generate the password)

	MachineManaged
	Boolean
	This parameter specifies whether the password is machine managed. 
· 0: Not Machine Managed
· 1: Machine Managed (It is set to true, if the SP has provided the username and password)

	SoftTokenApp
	UTF8*
	Optional – Specifies the application that should be used to generate the password.  If present, the Password should have a null value

	Abletoshare
	Boolean
	Optional – indicates whether the credential is usable only on the mobile device which subscribed or usable by other mobile devices of the user as well

· 0: Not Able to Share
· 1: Able to Share credential

	EAPMethodUsed
	EAPMethodType*
	EAP Method used


6.16.15 SCredential

	Definition SCredential

	This prototype defines a structure providing the credentials of the subscription. 
(Note: Exactly one of the "UsernamePassword", "DigitalCertificate" or "SIM" is present – This is always assured by the Subscription Server).



	Field Name
	Type
	Description

	CreationDate
	UTF8*
	Date and time (UTC) when the credential was either created or last updated

The date and time is formatted as YYYY-MM-DDTHH:MM:SSZ

This adheres to ISO 8601

	ExpirationDate
	UTF8*
	Optional - Date and time (UTC) that the credentials will expire. (if not present, there is no pre-determined expiration time and date)

The date and time is formatted as YYYY-MM-DDTHH:MM:SSZ

This adheres to ISO 8601

	UsernamePassword
	UnPw*
	Optional - Username and password values of the credential.

	DigitalCertificate
	Certificate*
	Optional - Information related to the certificate credential.

	Realm
	UTF8*
	The Realm associated with the credential.  
(Note: OpenCMAPI determines if it should be able to successfully authenticate to a hotspot by comparing the realms returned in the NAI Realm ANQP-element with this realm)

	CheckAAAServerCertStatus
	boolean
	Optional - Indicates whether the device must check the AAA server certificate’s revocation status during EAP authentication (i.e., for EAP methods which employ a AAA server certificate).
· If the field CheckAAAServerCertStatus is present and set to true, then then mobile devices shall use CSP as defined in section 7.7.3.2 to check the AAA server certificate’s revocation status during EAP authentication;
· If the field CheckAAAServerCertStatus is not present or is present and set to false then mobile devices shall not require the AAA server certificate's revocation status to be available at the time of authentication. 

	SIM
	SIMCredential*
	Optional - information related to the SIM credential.


6.16.16 HS2Subscription

	Definition HS2Subscription

	This prototype defines a structure which describes a subscription profile (Home SP information, subscription policy, management and credential information) for Hotspot 2.0.



	Field Name
	Type
	Description

	Policy
	SPolicy*
	Optional

Home SP policy.

	SubscriptionPriority
	word
	Priority of the subscription, when multiple subscriptions are associated with a service provider.  The lower the value of priority, the higher the subscription priority.

	HomeSP
	HSP*
	Home SP information for this subscription.

	SubscriptionParameters
	SParameters*
	Optional

identify the subscription parameters.

	Credential
	SCredential*
	Credential of the subscription


6.16.17 PerProviderSubscription

	Definition PerProviderSubscription

	This prototype defines a structure providing one or more HS2.0 subscriptions (these elements are part of the HS2.0 Management Object but only the parts relevant for the OpenCMAPI).



	Field Name
	Type
	Description

	UpdateIdentifier
	word
	Identifies if there is existing provisioned MO subscription or not
· 0x0000: Unprovisioned values in the MO (default)

· Other: Existing provisioned MO

	numberOfsubscription
	dword
	The number of subscriptions in the array

	Subscription
	HS2Subscription*
	The list of subscriptions with their details


6.16.18 VenueGroup
The following table is listing Venue Group Code and description in accordance with the [IEEE 802.11-2012].

	Venue Group

	Venue Group Code
	Description

	0
	Unspecified

	1
	Assembly

	2
	Business

	3
	Educational

	4
	Factory and Industrial

	5
	Institutional

	6
	Mercantile

	7
	Residential

	8
	Storage

	9
	Utility and Miscellaneous

	10
	Vehicular

	11
	Outdoor

	12
	Personal Network

	13 – 255
	Reserved


Table 1: Venue Group 
6.16.19 VenueType
The following table is listing Venue Type Code and Description in accordance with the [IEEE 802.11-2012].
	Venue Type

	Venue Group
	Venue Type Code
	Description

	0
	0
	Unspecified

	0
	1 - 255
	Reserved

	1
	0
	Unspecified Assembly

	1
	1
	Arena

	1
	2
	Stadium

	1
	3
	Passenger Terminal (e.g., airport, bus, ferry, train station)

	1
	4
	Amphitheater

	1
	5
	Amusement Park

	1
	6
	Place of Worship

	1
	7
	Convention Center

	1
	8
	Library

	1
	9
	Museum

	1
	10
	Restaurant

	1
	11
	Theater

	1
	12
	Bar

	1
	13
	Coffee Shop

	1
	14
	Zoo or Aquarium

	1
	15
	Emergency Coordination Center

	1
	16 - 255
	Reserved

	2
	0
	Unspecified Business

	2
	1
	Doctor or Dentist office

	2
	2
	Bank

	2
	3
	Fire Station

	2
	4
	Police Station

	2
	6
	Post Office

	2
	7
	Professional Office

	2
	8
	Research and Development Facility

	2
	9
	Attorney Office

	2
	10 – 255
	Reserved

	3
	0
	Unspecified Educational

	3
	1
	School, Primary

	3
	2
	School, Secondary

	3
	3
	University or College

	3
	4-255
	Reserved

	4
	0
	Unspecified Factory and Industrial

	4
	1
	Factory

	4
	2 – 255
	Reserved

	5
	0
	Unspecified Institutional

	5
	1
	Hospital

	5
	2
	Long-Term Care Facility (e.g., Nursing home, Hospice, etc.)

	5
	3
	Alcohol and Drug Re-habilitation Center

	5
	4
	Group Home

	5
	5
	Prison or Jail

	5
	6 – 255
	Reserved

	6
	0
	Unspecified Mercantile

	6
	1
	Retail Store

	6
	2
	Grocery Market

	6
	3
	Automotive Service Station

	6
	4
	Shopping Mall

	6
	5
	Gas Station

	6
	6 – 255
	Reserved

	7
	0
	Unspecified Residential

	7
	1
	Hotel or Motel

	7
	2
	Dormitory

	7
	3
	Boarding House

	7
	4 – 255
	Reserved

	8
	0 – 255
	Reserved

	9
	0 – 255
	Reserved

	10
	0
	Unspecified Vehicular

	10
	1
	Automobile or Truck

	10
	2
	Airplane

	10
	3
	Bus

	10
	4
	Ferry

	10
	5
	Ship or Boat

	10
	6
	Train

	10
	7
	Motor Bike

	10
	8 – 255
	Reserved

	11
	0
	Unspecified Outdoor

	11
	1
	Muni-mesh Network

	11
	2
	City Park

	11
	3
	Rest Area

	11
	4
	Traffic Control

	11
	5– 255
	Reserved

	12
	0
	Reserved


Table 2: Venue Type 
6.16.20 VenueInfo

	Definition VenueInfo

	This prototype defines a structure which provides the information about a venue.



	Field Name
	Type
	Description

	VenueGroup
	byte
	Venue Group in accordance with the corresponding table

	VenueType
	byte
	Venue Type in accordance with the corresponding table


6.16.21 OI

	Definition OI

	This prototype defines an enumeration of OI (Organizational Identifier).



	OI
	UTF8*
	Organizational Identifier (OI) of the Service Provider and Roaming consortiums.

Globally unique identifier assigned by the IEEE – similar to the first half of a MAC address. 

OI is a lowercase ASCII hexadecimal characters only with no white space and no preceding “0x”, e.g., “506f9a” (often 24 bits in length, but can also be 36 bits)


6.16.22 IE

	Definition IE

	This prototype defines a structure which provides the IE (Interworking Element) in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	byte
	Unique value for each information element. 
For interworking element, the value is 107

	Length
	byte
	Length of the Interworking Element.  
Value is 1 plus the sum of the lengths of each optional field present in the element.

	AccessNetworkOptions
	byte
	Bit 0 to 3: Access Network Type field set by the AP to advertise its Access Network Type:

· 0 - Private network 

· 1 - Private network with guest access 

· 2 - Chargeable public net-work 

· 3 - Free public network 

· 4 - Personal Device Net-work 

· 5 - Emergency Services Only Network 

· 6 to 13 - Reserved 

· 14 - Test or experimental 

· 15 - Wildcard

Bit 4 - the Internet field:

· Set to 1 to indicate the AP provides connectivity to the Internet;

· Set to 0 to indicate that it is unspecified whether the network provides connectivity to the Internet. 

Bit 5 – the Additional Step Required for Access (ASRA) field:

· Set to 1 by the AP to indicate that the network requires a further step for access.

Bit 6  – the ESR (Emergency Services Reachable) field:

· Set to 1 by the AP to indicate that emergency services are reachable through the AP;

· Set to 0 to indicate that it is unspecified whether emergency services are reachable. 

Bit 7  – the UESA (Unauthenticated Emergency Service Accessible) field. 

· Set to 1 to indicate that higher layer unauthenticated emergency services are reachable through this AP;

· Set to 0 indicating that no unauthenticated emergency services are reachable through this AP. 

	VenueInformation
	VenueInfo*
	Optional

Venue Info field is a 2 bytes field that provides information describing the venue containing Venue Group and Venue Type subfields (see VenueInfo structure)

	HESSID
	byte[6]
	Optional

The HESSID (Homogeneous ESS ID ) is a 6 bytes MAC address that identifies the homogeneous ESS. 

The HESSID value shall be identical to one of the BSSIDs in the homogeneous ESS. 

Unique identifier that in conjunction with the SSID, may be used to provide network identification for an SSPN.


6.16.23 QRI

	Definition QRI

	This prototype defines a structure which provides the Query Response Info in accordance with [IEEE 802.11-2012].



	QueryResponseLength
	Bit[7]
	Maximum number of bytes will be transmitted in the Query Response
A value of zero is not permitted. A value of 0x7F means the maximum limit enforced is determined by the maximum allowable number of fragments in the GAS Query Response

	PAMEBI
	Bit[1]
	Bit 7, the Pre-Association Message Exchange BSSID Independent (PAME-BI)
Used by an AP to indicate whether the Advertisement server will return a Query Response which is independent of the BSSID used for the GAS frame exchange. 
· Set to 0 indicating that the Query Response may be dependent on the BSSID
· Set to 1 indicating that the Query Response is independent of the BSSID


6.16.24 APT

	Definition APT

	This prototype defines a structure which provides the Advertisement Protocol Tuple in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	QueryResponseInfo
	QRI*
	The Query Response Info

	AdvertisementProtocolID
	byte
	Advertisement Protocol ID: 

0 - Access Network Query Protocol

1 - MIH Information Service

2 - MIH Command and Event Services Capability Discovery

3 - Emergency Alert System (EAS)

4 - Location-to-Service Translation Protocol

5-220 - Reserved

221 - Vendor Specific

222-255 – Reserved 

For the purpose of OpenCMAPI version 1.1, only Advertisement Protocol ID value set to 0 (Access Network Query Protocol) is relevant


6.16.25 APE

	Definition APE

	This prototype defines a structure which provides the APE (Advertisement Protocol Element) in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	byte
	For Advertisement Protocol information element, the value is 108

	Length
	byte
	Length of the Advertisement Protocol Element.  
Value is 1 plus the sum of the lengths of each optional field present in the element.

	APTList
	APT*
	List of Advertisement Protocol Tuples

	
	
	

	
	
	

	
	
	


6.16.26 RCE

	Definition RCE

	This prototype defines a structure which provides the RCE (Roaming Consortium Element) in accordance with [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	byte
	For roaming consortium information element, the value is 111

	Length
	byte
	Length of the Roaming Consortium Element.  
Value is 1 plus the sum of the lengths of each optional field present in the element.

	NumberANQPOIs
	byte
	Number of ANQP OIs field: Number of additional roaming consortium organization identifiers (OIs) obtainable via ANQP. 

· Value of 0 indicating that no additional OIs will be returned in response to a ANQP query for the Roaming Consortium list.

· Value of 255 indicating that 255 or more additional OIs are obtainable via ANQP.

	OI1and2Lengths
	byte
	The OI #1 and #2 Lengths field 
· Bit 0 to Bit 3 – value of the OI #1 Length subfield is the length in bytes of the OI #1 field.

· Bit 4 to Bit 7 – value of the OI #2 Length subfield is the length in bytes of the OI #2 field. If the OI #2 field is not present, the value of the OI #2 Length subfield is set to zero.

	OI1
	OI
	Each OI identifies a roaming consortium (group of Subscription Service Providers (SSP) with inter-SSP roaming agreement) or a single Service Provider. 

The value of the OI(s) in Roaming Consortium Element are equal to the value of the first 3 OIs in the Roaming Consortium List in response to a ANQP Query. The remainder are available through a ANQP Query.

If fewer than 3 values are defined in the Roaming Consortium List, then only as many OIs as defined in the table are populated in this element.

	OI2
	OI
	Optional

	OI3
	OI
	Optional


6.16.27 NetworkDiscoveryElements

	Definition NetworkDiscoveryElements

	This prototype defines a structure which provides the information elements related to the network discovery in accordance with [IEEE 802.11-2012] & [Wi-Fi Alliance HS2.0 TS].



	Field Name
	Type
	Description

	PasspointIndicationElement
	HS20IE
	Indicate support and compliance with HS2.0 certification

	InterworkingElement
	IE*
	Identifies the interworking service capabilities of the AP

	AdvertisementProtocolElement
	APE*
	Identifies the AP’s support of particular advertisement protocols (e.g. ANQP)

	RoamingConsortiumElement
	RCE*
	Identifies the service providers or roaming partners supported by the AP


6.16.28 HS20IE

	Definition HS20IE

	This prototype defines a structure which provides the HS2.0 Indication Element in accordance with [Wi-Fi Alliance HS2.0 TS] & [IEEE 802.11-2012].



	Field Name
	Type
	Description

	ElementID
	byte
	For HS 2.0 Indication Element, the value is 221

	Length
	byte
	Length of the HS 2.0 Indication Element.  
Value is set to 5 or 7. 

Note: in Release 2 of [Wi-Fi Alliance HS2.0 TS], the PPS MO ID field or the ANQP Domain ID field (mutually exclusive) is included in the HS2.0 Indication Element.

	OI
	byte[3]
	Set to the value 0x 50 6F 9A, as used by the Wi-Fi Alliance.

	Type
	byte
	Set to the value 0x10.

	HotspotConfiguration
	byte
	Hotspot Configuration field:

Bit 0: DGAF (Downstream Group-Addressed Forwarding) Disabled:

· For an Access Point:

· Set to 1 when the AP is not forwarding downstream group-addressed frames 

· Set to 0 Otherwise

· For a mobile device,

· Set to 0 when the HS2.0 Indication element is included in a (re)association request frame
Bit 1: The PPS MO ID Present

· Set to 1 when the PPS MO ID field is present in the HS2.0 indication element
· Set to 0 Otherwise

Bit 2: The ANQP Domain ID Present

· Set to 1 when the ANQP Domain ID field is present in the HS2.0 indication element
· Set to 0 Otherwise

Bit 3: Reserved

Bit 4 to Bit 7: Release Number identifying the HS2.0 release capability:

· 0 – Release 1

· 1 – Release 2

· 2 to 15 - Reserved

	PPSMOID
	word
	Optional – PPS MO ID indicating the current version of the PerProviderSubscription MO provisioned to the mobile device.  APs do not include this field when the HS2.0 Indication element is used in Beacon or Probe response frames. 

	ANQPDomainID
	word
	Optional – ANQP Domain ID indicating the ANQP Domain ID of the AP.  

ANQP Domain ID value is 0 signifies that the AP has unique ANQP information in one or more of its ANQP elements or Hotspot 2.0 vendor-specific ANQP elements, or has not been implemented with means of knowing whether its ANQP information is unique.


6.17 ANDSF Data Type Definitions

6.17.1 PreferredSSID

	Definition PreferredSSID

	This prototype defines a structure which describes a preferred network identifier for WLAN access network selection.



	Field Name
	Type
	Description

	SSID
	UTF8*
	Optional - preferred SSID for WLAN access network selection as defined by [IEEE 802.11-2012]

	HESSID
	UTF8*
	Optional - preferred HESSID for WLAN access network selection as defined by [IEEE 802.11-2012]


6.17.2 PreferredSSIDs

	Definition PreferredSSIDs

	This prototype defines a structure which describes the list of preferred SSIDs.



	Field Name
	Type
	Description

	numberOPSSID
	dword
	The number of Preferred SSID in the array

	PreferredSSIDList
	PreferredSSID*
	The list of the Preferred SSID


6.17.3 SelectionCriterions
	Definition SelectionCriterions

	This prototype defines a structure which describes the selection criterions for a dedicated ANDSF policy as defined in [3GPP TS 24.312].




	Field Name
	Type
	Description

	CriteriaPriority
	byte
	Priority of the Selection Criterion

In case more than one selection criterion exists in a valid WLANSP rule, the UE shall treat the selection criterion with the lowest CriteriaPriority value as the selection criterion having the highest priority among the selection criteria in the WLANSP rule.

	PreferredRoamingPartnerList
	PreferredRoamingPartners*
	Optional – Roaming partner list.  
Any roaming partner not in this list has a default priority value of 128 (mid range).

	MinBackhaulThreshold
	BackhaulThreshold*
	Identical to MinBackhaulThreshold for HS 2.0

	MaximumBSSLoadvalue
	dword
	Optional – Identical as Maximum BSS Load value for HS2.0

	RequiredProtoportTuple
	ProtoPortTuple*
	Optional - Identical as Required Protoport Tuple for HS2.0


	SPExclusionList
	UTF8*
	Optional - Identical as SP Exclusion List for HS2.0

	PreferredSSIDList
	PreferredSSIDs*
	Optional – Preferred WLAN access network identifiers.

A WLAN access network matches this field if the identifier of the WLAN access network is present in the list then the WLAN access network matches these criteria .

If the field is not present or is present and empty, the UE will not evaluate the rule associated.


6.17.4 WLANSP

	Definition WLANSP

	This prototype defines a structure which describes a WLAN SP as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	RulePriority
	byte
	Priority given to one particular rule and is represented as a numerical value.

In case more than one valid WLANSP rule exists, the UE shall treat the rule with the lowest RulePriority value as the rule having the highest priority among the valid rules. If the UE finds multiple rules with the same priority, the choice of the rule is UE implementation specific. If there are no matching WLAN access networks according to any rule with a certain priority, the UE may use rules with lower priority.

	SelectionCriteria
	SelectionCriterions*
	Selection criteria for WLAN access networks.

	ValidityArea
	UELoc*
	Optional – location conditions for a particular rule.

	Roaming
	Boolean
	Optional – roaming condition for the WLANSP rule.

· 0 – Indicates that the rule is only valid when the UE is not roaming.

· 1 – Indicates that the rule is only valid when the UE is roaming.

The UE shall consider a rule with the Roaming field present as valid only if the current roaming state (roaming/not roaming) of the UE matches the one indicated in the Roaming value and the rule is provided by the H-ANDSF.

	PLMN
	UTF8*
	PLMN code of the operator, which created this police as defined by [3GPP TS 23.003].

	TimeOfDay
	TimeRulesList*
	Optional – day condition for a particular flow distribution rule.

	UpdatePolicy
	Boolean
	Optional – the update policy for the WLANSP.

· 0 – Indicates that the UE is not required to request an update of the rules.

· 1 – Indicates that the UE is required to request an update of the rules.

The UpdatePolicy value may be used by the UE to determine whether or not to request an update of its WLANSP when the rule is no longer considered to be valid by the UE.

The default value 0 applies if this field is not provisioned.


6.17.5 WLANSPList

	Definition WLANSPList

	This prototype defines a structure which describes list of WLAN SP.



	Field Name
	Type
	Description

	numberOfWLANSP
	dword
	The number of WLANSP in the array

	WLANSPL
	WLANSP*
	The list of the WLAN SP


6.17.6 VPLMNPR

	Definition VPLMNPR

	This prototype defines a structure which describes a list of for one or more VPLMNs with ISMP, ISRP or WLANSP rules which should be preferred for a roaming UE as defined in [3GPP TS 24.312].




	Field Name
	Type
	Description

	numberOfVPLMN
	dword
	The number of VPLMN with preferred rules in the array

	VPLMNL
	UTF8*
	The list of VPLMN - PLMN codes (MCCMNC) as defined by [3GPP TS 23.003].


6.17.7 RSI

	Definition RSI

	This prototype defines a structure which describes a Rule Selection Information as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	VPLMN
	VPLMNPR*
	List of VPLMN (visited PLMN) with preferred rules 

	PLMN
	UTF8*
	PLMN code (MCC MNC) of the operator, which created this policy, as defined by [3GPP TS 23.003].

When evaluating the PLMN field the following applies:

· if the value contained in this field is equal to the HPLMN (or an equivalent HPLMN) of the UE, the Rule Selection Information is valid
· If the value contained in this field is not equal to HPLMN (or any equivalent HPLMN) of the UE, the Rule Selection Information is ignored.


6.17.8 UEProfile

	Definition UEProfile

	This prototype defines a structure which describes a UE profile as defined in [3GPP TS 24.312].




	Field Name
	Type
	Description

	OSiD
	UTF8*
	Operating System identifier of the UE: Universally Unique IDentifier (UUID) as specified in [RFC 4122].

	DevCapability
	UTF8*
	Optional – Device capability of the UE and ANDSF can use this information to adapt the ANDSF MO information to the capabilities of the UE. 

The value of this field is a sequence of '1' and '0' characters, where the character value '1' denotes support and '0' denotes no support for a feature.

The first character of the field value indicates support for ISRP rules based on Application Identifiers (DIDA). If the UE supports ISRP rules based on Application Identifiers, the UE sets the first character of the field value to '1'. 

The second character of the field value indicates support for IARP rules based on Application Identifiers (DIDA). If the UE supports IARP rules based on Application Identifiers, the UE sets the second character of the field value to '1'.

If this field is not present or the value is null string, the UE does not support any feature indicated with the field.

If there are additional characters in the field value and the ANDSF server does not understand them, these additional characters are ignored by the ANDSF server.

If a character is not '1', the ANDSF server treats the value as '0'.


6.17.9 HomeOperatorPreferences
	Definition HomeOperatorPreferences

	This prototype defines a structure which describes a Home Operator Preferences as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	RulePriority
	word
	Priority given to one particular rule and is represented as a numerical value.

In case more than one valid HomeOperatorPreference rule exists, the rule with the lowest RulePriority value as the rule having the highest priority among the valid rules.

	S2aConnectivityPreferences
	Boolean
	Optional - S2a connectivity preference of the home operator:

· 0 – Indicates that the home operator does not prefer the UE to establish PDN connections over WLAN by using the applicable S2a procedures specified in [3GPP TS 23.402].

· 1 – Indicates that the home operator prefers the UE to establish PDN connections over WLAN by using the applicable S2a procedures specified in [3GPP TS 23.402].

The default value 0 applies if this field is not provisioned.

	ValidityArea
	UELoc*
	Optional - location conditions for a particular HomeOperatorPreference rule

	Roaming
	Boolean
	Optional – Roaming condition for a HomeOperatorPreference rule:

· 0 – Indicates that the rule is only valid for roaming UE.

· 1 – Indicates that the rule is only valid for non-roaming UE.

	PLMN
	UTF8*
	PLMN code of the operator, which created this policy as defined by [3GPP TS 23.003].

When evaluating the PLMN field the following applies:

· if the value contained in this field is equal to the HPLMN (or an equivalent HPLMN) of the UE, the HomeOperatorPreference rule is valid;

· If the value contained in this field is neither HPLMN nor an equivalent HPLMN, then the HomeOperatorPreference rule is ignored.

	TimeofDay
	TimeRules*
	Optional – Day condition for a particular HomeOperatorPreference rule.

	UpdatePolicy
	Boolean
	Optional – update policy for the HomeOperatorPreference:

· 0 – Indicates that the UE is not required to request an update of the rules.

· 1 – Indicates that the UE is required to request an update of the rules.


6.17.10 PrioritizedAccess
	Definition PrioritizedAccess

	This prototype defines a structure which describes a Prioritized Access as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	AccessTechnology
	word
	The prioritized access technology:

· 0 – Reserved

· 1 – 3GPP 

· 2 – Reserved

· 3 – WLAN

· 4 – WiMAX 

· 5-255 – Reserved

	AccessID
	UTF8*
	Optional – Identifier for a specific radio access network. Only SSID for WLAN and NAP-ID for WiMAX radio access network are included in this field.

The absence of this field indicates that the UE can consider any available radio access network of the defined access technology in the corresponding AccessTechnology field for the network selection.

	SecondaryAccessID
	UTF8*
	Optional – Identifier for a specific radio access network. Only HESSID for WLAN radio access network is contained in this filed as defined by [IEEE 802.11-2012]
The SecondaryAccessID field may only be present when the corresponding AccessID field for a WLAN radio access network is present.

	AccessNetworkPriority
	byte
	In case more than one valid PrioritizedAccess are available and if the value of the priority belongs to the range 1-250, the UE shall consider the access network (with the corresponding access identifier if present) with the lowest AccessNetworkPriority value as the access network (with the corresponding access identifier if present) having the highest priority.
 The AccessNetworkPriority value 'Restricted access' (254) indicates an access that should not be used by the UE. The AccessNetworkPriority value 'Forbidden' (255) indicates an access that shall not be used by the UE.
 The same AccessNetworkPriority value may be used for more than one AccessID and more than one Access Technology. If more than one AccessID or more than one Access Technology with the same value of the AccessNetworkPriority are available, the UE selects one of them in an implementation dependant way. If the UE is not able to find an access network according to ANDSF policies, it is implementation dependent how to proceed with network selection
· 0 – Reserved

· 1-250 – Priority value

· 251-253 – Reserved

· 254 – Restricted access. This access should be avoided if the current rule is active.

· 255 – Forbidden. UE is not allowed to use this access if the current rule is active.


6.17.11 3GPPLoc

	Definition 3GPPLoc

	This prototype defines a structure which describes a 3GPP location as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	PLMN
	UTF8*
	PLMN code for one particular 3GPP location condition as defined by [3GPP TS 23.003].

	TAC
	UTF8*
	Optional – Tracking Area Code for one particular 3GPP location condition as defined by [3GPP TS 23.003].

	LAC
	UTF8*
	Optional – indicates a Location Area Code for one particular 3GPP location condition as defined by [3GPP TS 23.003].

	GERAN_CI
	word
	Optional – The format of the Cell Global Identity, of which the Cell Identity is part, as defined by [3GPP TS 23.003].

	UTRAN_CI
	bit[7]
	Optional – The UTRAN_CI value is set to the UTRAN Cell Identity as defined in [3GPP TS 25.331]. 

	EUTRA_CI
	bit[7]
	Optional – The EUTRA_CI value is set to the cell identity part of the Evolved Cell Global Identifier, as described in [3GPP TS 36.331].


6.17.12 1xElements

	Definition 1x

	This prototype defines a structure which describes elements related to 1x in a 3GPP2 location as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	SID
	UTF8*
	System Identification code for one particular 3GPP2 1x RAT location condition for the ISMP rule as defined by [3GPP2 C.S0016]

	NID
	UTF8*
	Optional – Network Identification code for one particular 3GPP2 1x RAT location condition for the ISMP rule as defined by [3GPP2 C.S0016]

	Base_ID
	UTF8*
	Optional - Base Station Identification code for one particular 3GPP2 1x RAT location rule as defined by [3GPP2 C.S0005]


6.17.13 HRPDElements

	Definition HRPDElements

	This prototype defines a structure which describes elements related to HRPD in a 3GPP2 location as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	Sector_ID
	qword
	Sector Identification code for one particular 3GPP2 HRPD RAT location as defined by [3GPP2 C.S0024-0].

	Netmask
	byte
	Corresponding Netmask code for one particular 3GPP2 HRPD RAT location as defined by [3GPP2 C.S0024-0].


6.17.14 3GPP2Loc

	Definition 3GPP2Loc

	This prototype defines a structure which describes a 3GPP2 location as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	1x
	1xElements*
	Optional – 3GPP2 1x RAT location
If the UE is currently aware that it is located in the coverage area described by at least one instance of fields of 1x, the UE shall consider the corresponding rule as valid.
If the location is indicated with more than one subfields (i.e. SID and at least one subfield out of NID or Base_ID are present) within a single instance of 1x field, the UE shall consider 3GPP2 location validity condition for the particular rule to be fulfilled only if all the present values in the 1x field match with the location of the UE.

	HRPD
	HRPDElements*
	Optional – 3GPP2 HRPD RAT location descriptions.

If the UE is currently aware that it is located in the coverage area described by at least one instance of the HRPD field, the UE shall consider the corresponding rule as valid.

The UE shall consider 3GPP2 location validity condition for the particular rule to be fulfilled only if both the subfields values within a single instance of the HRPD field (i.e. Sector_ID and Netmask) match with the location of the UE.


6.17.15 WLANLoc

	Definition WLANLoc

	This prototype defines a structure which describes a WLAN location as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	HESSID
	UTF8*
	Optional - The HESSID for a particular WLAN location as defined by [IEEE 802.11-2012]

	SSID
	UTF8*
	Optional – SSID for a particular WLAN location as defined by [IEEE 802.11-2012]

	BSSID
	UTF8*
	Optional – BSSID – the AP identifier for one particular WLAN location as defined by [IEEE 802.11-2012]


6.17.16 GeoLocations

	Definition GeoLocations

	This prototype defines a structure which describes locations areas through circular elements as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	numberOfGeoC
	dword
	The number of Geo Locations in the array

	CircularL
	GeoCircular*
	List of Circular locations


6.17.17 GeoCircular

	Definition GeoCircular

	This prototype defines a structure which describes a circular location in terms of latitude, longitude and radius.



	Field Name
	Type
	Description

	AnchorLatitude
	UTF8*
	Optional – Latitude value of the centre of the circular area as defined in [3GPP TS 23.032].

	AnchorLongitude
	UTF8*
	Optional – Longitude value of the centre of the circular area as defined in [3GPP TS 23.032].

	Radius
	UTF8*
	Optional - Radius value of the circular area, given in meters as defined in [3GPP TS 23.032].


6.17.18 UELoc
	Definition UELoc

	This prototype defines a structure which describes a UE location element as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	3GPPLocation
	3GPPLoc*
	If the location is indicated with more than one field (i.e. PLMN and at least one subfield out of TAC, LAC, GERAN_CI, UTRAN_CI or EUTRA_CI) within a single instance of 3GPPLocation, then the UE shall consider 3GPP location validity condition for the particular rule to be fulfilled only if the present field values in the field match with the location of the UE in that radio access technology, and the UE shall ignore other existing values, if any.

	3GPP2Location
	3GPP2Loc*
	If the UE is currently aware that it is located in the coverage area described by the fields 1x or HRPD of 3GPP2Location or both, the UE shall consider the corresponding rule as valid. In case of overlapping validity domains of multiple policy rules, RulePriority field is used as discriminator.

If ANDSF provides 3GPP2Location as a validity area, either the 1x or HRPD fields, or both, shall be provided.

	WiMaxLocation
	dword
	Optional

Reserved for future use – not supported by OpenCMAPI 1.1

	WLANLocation
	WLANLoc*
	Optional – Location of WLAN

If the UE is currently aware that it is located in the coverage area described by at least one instance of WLANLocation, the UE shall consider the corresponding rule as valid. In case of overlapping validity domains of multiple policy rules, RulePriority field is used as discriminator.

The UE shall ignore WLANLocation field that is present and does not contain at least one of the non-empty leaves (i.e. HESSID, SSID or BSSID).

If the location is indicated with at least one present subfield out of HESSID, SSID, or BSSID within a single instance of WLANLocation, the UE shall consider WLAN location validity condition for the particular rule to be fulfilled only if all the present subfield values in the field match with the location of the UE.

	GeoLocation
	GeoLocations*
	Optional – Geo locations of possible areas

If the UE is currently aware that it is located in the area described by at least one instance of the field, the UE shall consider the corresponding rule as valid. In case of overlapping validity domains of multiple policy rules, RulePriority field is used as discriminator.

If the GeoLocation is present and empty, then the field is not considered when evaluating the validity of the corresponding rule.

The UE shall consider Geo location validity condition for the particular rule to be fulfilled only if all the subfield values within a single instance of GeoCircular (i.e. AnchorLatitude, AnchorLongitude and Radius) match with the location of the UE.

	RPLMN
	UTF8*
	Optional – a PLMN code of the registered PLMN the UE is connected to as defined by [3GPP TS 23.003].


6.17.19 TimeRules

	Definition TimeRules

	This prototype defines a structure which describes rules associated to time and day as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	TimeStart
	UTF8*
	Optional – Time of day the rule starts.

Formatted as defined in ISO 8601

	TimeStop
	UTF8*
	Optional – Time of day the rule stops.

Formatted as defined in ISO 8601

	DateStart
	UTF8*
	Optional – Date the rule start

Formatted as defined in ISO 8601: YYYY-MM-DD HH:MM:SS

If DateStart indicates a date that does not exist is, the value will be considered as not existing.

	DateStop
	UTF8*
	Optional – Date the rule stop

Formatted as defined in ISO 8601: YYYY-MM-DD HH:MM:SS

If DateStop indicates a date that does not exist is, the value will be considered as not existing.

	DayofWeek
	byte
	Optional – day(s) of the week for which the corresponding rule is valid.

The value is formatted as a bit map representing days of the week. The most significant bit is set to one. The remaining bits represent days of the week (Bit 1: Monday, ..., Bit 7: Sunday)

If the bit corresponding to a day of the week is set, the rule is valid on that day. 

The following values are invalid:

· "null";

· 128; and

· less than 128.

If an invalid value is provided, the value will be considered as not existing.


6.17.20 TimeRulesList

	Definition TimeRulesList

	This prototype defines a structure which describes a list of different time lists.



	Field Name
	Type
	Description

	numberOfTR
	dword
	The number of Time Rules in the array

	TimeRulesl
	TimeRules*
	List of the time rules


6.17.21 ANDSFPolicy
	Definition ANDSFPolicy

	This prototype defines a structure which describes a subscription policy as provided through an ANDSF MO as defined in [3GPP TS 24.312].




	Field Name
	Type
	Description

	RulePriority
	word
	In case more than one valid ISMP rule exists, the UE shall treat the rule with the lowest RulePriority value as the rule having the highest priority among the valid rules. If the UE finds multiple rules with the same priority, the choice of the rule is UE implementation specific. If there are no matching access networks according to the rule, the UE shall use other rules with the same priority. If there are no matching access networks according to any rule with a certain priority, the UE may use rules with lower priority.

	PreferredAccess
	PrioritizedAccess*
	The preferred access for one particular policy rule.

	ValidityArea
	UELoc*
	Optional – The validity condition of ValidityArea is considered valid when at least one of 3GPPLocation, or 3GPP2Location or WiMAXLocation, or WLANLocation, or GeoLocation is a match.

If the ValidityArea field is present and empty (i.e. none of the fields 3GPPLocation, 3GPP2Location, WiMAXLocation, WLANLocation or GeoLocation exist), then the ValidityArea is not considered when evaluating the validity of the corresponding rule.

If the UE cannot deduce its location by any means, only rules without Validity Area field or rules with empty ValidityArea field can be considered for valid rule.

	Roaming
	Boolean
	Roaming Condition:

· 0 – Indicates that the rule is only valid when the UE is not roaming.

· 1 – Indicates that the rule is only valid when the UE is roaming.

	PLMN
	UTF8*
	PLMN code of the operator, which created this policy. The format of the PLMN is defined by 3GPP TS 23.003.

	TimeofDay
	TimeRules*
	Optional – The UE shall interpret the TimeOfDay field values as related to the local time of the UE.

	UpdatePolicy
	Boolean
	Optional – Indication of update policy for the ISMP.

· 0 – Indicates that the UE is not required to request an update of the ISMP.

· 1 – Indicates that the UE is required to request an update of the ISMP.

The UpdatePolicy value may be used by the UE to determine whether or not to request an update of its ISMP when the rule is no longer considered to be valid by the UE.

The default value 0 applies if this field is not provisioned.


6.17.22 DiscoveryInfo

	Definition DiscoveryInfo

	This prototype defines a structure which describes a discovery information element as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	AccessNetworkType
	word
	Type of the Access network for which discovery assistance information is provided:

· 0 – Reserved

· 1 – 3GPP 

· 2 – Reserved

· 3 – WLAN

· 4 – WiMAX 

· 5-255 – Reserved

	AccessNetworkArea
	UELoc*
	Description of the location where one particular access network is expected to be available.

If the UE is aware that it is located in at least one of the locations described by this field, the UE may assume the corresponding access network to be available.

If the AccessNetworkArea field is present and empty (i.e. none of the fields 3GPPLocation, 3GPP2Location, WiMAXLocation, WLANLocation or GeoLocation exist), then the AccessNetworkArea is not considered when evaluating the discovery information.

	AccessNetworkInfoRef
	UTF8*
	Optional – Reference to an object with access network type specific information.

	PLMN
	UTF8*
	PLMN code of the operator which created this discovery information as defined by [3GPP TS 23.003].


6.17.23 ISRPList

	Definition ISRPList

	This prototype defines a structure which describes a list of ISRP.

Note: ISRP is not supported by OpenCMAPI 1.1 – this structure is a place holder for future versions of OpenCMAPI. The structure is considered as variable



6.17.24 IARPList

	Definition IARPList

	This prototype defines a structure which describes a list of IARP

Note: IARP is not supported by OpenCMAPI 1.1 – this structure is a place holder for future versions of OpenCMAPI. The structure is considered as variable



6.17.25 ANDSFSubscription

	Definition ANDSFSubscription

	This prototype defines a structure which describes a subscription profile (subscription policy, discovery information, location, ISRP, UE profile...) for ANDSF as defined in [3GPP TS 24.312].



	Field Name
	Type
	Description

	UpdateIdentifier
	word
	Identifies if there is existing provisioned MO subscription or not
· 0x0000: MO not present (default)

· Other: Existing provisioned ANDSF MO

	Name
	UTF8*
	Optional – User displayable name of the ANDSF MO for the ANDSF MO settings

	Policy
	ANDSFPolicy*
	Optional – ANDSF policy.

	DiscoveryInformation
	DiscoveryInfo*
	Optional – Access network discovery information.

An operator may provide information on available access networks through the ANDSF. The UE may use the information as an aid in discovering other access networks.

	UELocation
	UELoc*
	Optional – Current location of the UE.

	ISRP
	ISRPList*
	Optional – policies for ISRP
ISRP is not supported by OpenCMAPI 1.1 – this field is ignored for the time being

	UEProfileInfo
	UEProfile*
	Optional – information characterizing the UE

	WLANSP
	WLANSPList*
	Optional – WLANSP information (a set of one or more WLANSP rules)

At any point in time, there shall be at most one rule applied, that rule is referred to as the 'active' rule. There can be multiple valid WLANSP rules at the same time.

	IARP
	IARPList*
	Optional – policies for IARP
IARP is not supported by OpenCMAPI 1.1 – this field is ignored for the time being

	RuleSelectionInformation
	RSI*
	Optional – rule selection information indicating VPLMNs with preferred WLAN selection rules.

	HomeOperatorPreference
	HomeOperatorPreferences *
	Optional – Home Operator Preference information


6.18 Callback Data Type Definitions

6.18.1 CallbackStatus

7. WLAN APIs
7.12.1 WLAN Connection Introduction
With the introduction of Hotspot 2.0 ([Wi-Fi Alliance HS2.0 TS] also known as Passpoint), Wi-Fi Access Points are offering more information to the terminal and are allowing it to automatically connect to them in a secure and easy way.
In addition, 3GPP ANDSF (Access Network Discovery and Selection Function [3GPP TS 24.312]) purpose is to assist the terminal to discover non-3GPP access networks – such as WLAN Networks – that can be used in addition to 3GPP access networks and to provide the terminal with rules defining policies related to connection to these networks.

Both of these technologies are providing different rules and policies attached to them through Management Objects that can be provided to the SIM/R-UIM/NAA on UICC or to the Management Object tree of the terminal if the terminal supports OMA Device Management MO protocol.

When both technologies (MO) are present in the terminal, the user and operator settings will be used to determine which technologies is preferred and which WLAN operator subscription should be used. The user settings has priority over operator settings.

If ANDSF (resp. HS2.0) is preferred, then selection on networks to be connected to will be done accordingly to the policies present within the ANDSF MO (resp. HS2.0 MO) and then, if no connection was found meeting the criteria of these policies, accordingly to the policies present within the HS2.0 MO (resp. ANDSF MO). In case of several subscriptions for either HS2.0 or ANDSF, the respective default subscriptions can be found in the user settings.

If ANDSF only is selected, then selection on networks to be connected to will be done accordingly to the policies present only within the ANDSF MO and the policies (including restricted networks) present within the HS2.0 MO should not be considered at all.
If no preferences is specified then both policies of ANDSF and HS2.0 are used to select network. In case of networks having same priority value in both lists, the network within ANDSF list has priority on the network on HS2.0 list.
7.12.2 WLAN Network Lists Management

7.12.2.1 Known and Unknown WLAN Networks

A Known WLAN network is a Network (SSID, networks identifiers) that has already been used or predefined by the user or prelisted by the operator within the terminal or within the SIM/R-UIM/NAA on UICC or through any operator policy (MO).

If the network is Known, it will belong to the Known Network List.

All other WLAN networks (for example new network not already listed) are considered as Unknown.

7.12.2.2 User Preferences Lists
An user can manage Known networks and organized them in 2 lists (exclusive of each other):

· User Preferred Network List: List of the WLAN Networks the user would like to have automatic connection to or that are preferred to use (for example, Home WLAN) – corresponding to the User Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102]) – Each network belonging to this list has a priority affected by the user (by default, the priority value of a network in the User Preferred Network List is 0 - unknown)).
· BlackList: WLAN Network the user has decided it cannot be connected to – Manually or Automatically.

7.12.2.3 Operator Preferences Lists
Through the policies enabled in the SIM/R-UIM/NAA on UICC or in the Management Object tree of the device if the Device supports OMA Device Management MO protocol (i.e. Hotspot 2.0 MO [Wi-Fi Alliance HS2.0 TS], ANDSF MO [3GPP TS 24.312]), an operator or Home Service Provider can provide 2 different lists related to WLAN networks:

· Operator Preferred Network List: List of the WLAN Networks preferred by the operator and for which automatic connection can be done (SSID of the Home Service provider, roaming partners) – corresponding to the Operator Controlled WLAN specific Identifier List in 3GPP (see [3GPP TS 24.234] and [3GPP TS 31.102] – Each network belonging to this list has a priority affected by the operator (by default, the priority value of a network in the User Preferred Network List is 0 – Unknown ). A Network listed in the Operator Preferred Network List cannot belong to the Blacklist.

· Restricted or Excluded Network List: List of SSIDs not preferred by the Operator or Home Service Provider. A network belonging to this list cannot be connected automatically to except if it belongs to the User Preferred Network List and it can be selected manually by the user.

Any network belonging to one of the lists is considered as Known and belongs to the Known Network List.


7.12.2.4 List management and priorities

The user preference list has higher priority than the operator preference list.

 The fact that a network belongs to one of the preference lists (either user or operator) has impacts and is influencing the connection: 

· In Manual Connection mode, all networks with the exception of the networks belonging to the Blacklist can be connected to. If there is a need to establish a connection to a network belonging to the Blacklist, this network needs first to be removed from the blacklist.

· In Automatic Mode, the User Preferred Network List has priority over the Operator Preferred Network List. 
· When networks are discovered, the OpenCMAPI will compare them with the User Preferred Network List and, if several matches are found, will connect (associate) with the WLAN Network having the highest priority in this list. 
· If no match was found within the User Preferred Network List then the Operator Preferred Network List and the Excluded Network List as well as priorities and rules defined in [3GPP TS 31.102], [3GPP TS 24.234], [3GPP TS 23.234] will be used to evaluate possible match. If a network belongs to the Excluded Network List, automatic connection to it will not be possible. The discovered network list is filtered based on implementation dependent criteria (minimum RSSI level…) and matching credentials then accordingly to the Operator Preferred Network List, and, if several matches are found, will associate with the WLAN Network having the highest priority in this list.
7.12.3 Automatic/Manual Connection to WLAN

7.12.3.1 Connection Modes
Two modes of selection are existing for connection to WLAN: 

· Automatic Network Selection (default mode)

· Manual Network Selection

Both are based first on the user preferences then on the operator preferences.

7.12.3.2 Manual Mode
In manual mode, the device cannot automatically connect to an Access Point. It needs to be connected manually.

Two options are possible:

· Manual connection to all networks (known and unknown networks) – it is the general case.

· Manual connection only to known networks (this is subject to dedicated policies – For example a corporate allowing only to connect to a list of dedicated networks)

7.12.3.3 Automatic Mode
In Automatic Mode, the device can only connect to a known Network – the device is associated and authenticated automatically (without user interaction) to a WLAN Network based on the priorities defined above.

The Network selection process in Automatic Mode follows the algorithms below. 

First, the user preferences including user preferred network list are used to associate and connect automatically if there is a match.
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Figure 1: WLAN Automatic Connection – User preferences
The following table is listing the steps corresponding to the WLAN Automatic Connection part 1.
	WLAN Automatic Connection

	Steps
	Description

	1
	On start-up, the CM Application initiates a scan through the CMAPI_WLAN_Scan_Async() function and the result is reported in callback CMAPI_Callback_ScanWLANComplete().

	2
	The CM Application proceeds to criteria check for example mobility. If the criteria are met, the process can proceed further.

	3
	Comparison between the discovered networks with User preferred networks list. If a match is found, the OpenCMAPI authenticates and associates directly with WLAN AP having the highest user priority (the relevant authentication sequence is done with the highest priority to SIM/USIM based EAP methods).

	4
	The Network Selection process can start


Table 2: Steps related to WLAN Automatic Connection – User Preferences
If there is no match in the User Preferred List, then the Network selection process in Automatic Mode follows the algorithm below:
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Figure 1: WLAN Automatic Connection - Network Selection
The following table is listing the steps corresponding to the Network Selection:
	WLAN Automatic Connection

	Steps
	Description

	5
	CM Application proceeds to querying the ANQP information of all HS2.0 networks identified. In particular, the CM Application can obtain the 3GPP/3GPP2 Cellular Information provided by the WLAN.

	6
	The AP corresponding to a blacklisted network are filtered out

	7
	The AP not matching implementation dependent criteria such as the minimum RSSI level are filtered out. 

	8
	The remaining discovered networks are compared with the preferred list from the SIM/USIM/R-UIM/NAA on UICC. If a match is found, the OpenCMAPI authenticates and associates directly with WLAN AP having the highest priority (the relevant authentication sequence is done with the highest priority to SIM/USIM based EAP methods).
If a match is found but the network with the highest priority was never connected to and the related user setting is set to “No Automatic Connection to WLAN  if it is first time connection to the WLAN Network” then the CM Application shall be prompted to a manual connection to this network.

	9
	Then, the remaining discovered networks are filtered for realms matching the user’s credentials. APs whose NAI Realm, 3GPP Cellular Network and OIs do not match user credentials (optionally including credential types) are excluded.

If a match is found, the OpenCMAPI authenticates and associates directly with WLAN AP having the highest priority (the relevant authentication sequence is done with the highest priority to SIM/USIM based EAP methods).
If a match is found but the network with the highest priority was never connected to and the related user setting is set to “No Automatic Connection to WLAN  if it is first time connection to the WLAN Network” then the CM Application shall be prompted to a manual connection to this network.


Table 2: Steps related to WLAN Automatic Connection – Network Selection
7.12.4 CMAPI_WLAN_IsSupported()

The CMAPI_WLAN_IsSupported() function is used to determine if WLAN functionality is supported

	Prototype

	dword CMAPI_WLAN_IsSupported (dword deviceID, dword* pWlanSupport)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pWlanSupport
	Output
	                       Indicates WLAN support:

· 0x00000001: WLAN Supported

· 0x00000002: WLAN NOT supported (Device do not support WLAN capability)

· 0x00000003: WLAN NOT supported (other reason)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.5 CMAPI_WLAN_AddKnownNetwork()

The CMAPI_WLAN_AddKnownNetwork() function is used to add a network to the known network list.

	Prototype

	dword CMAPI_WLAN_AddKnownNetwork (dword index, WLANNetwork* pNetwork)




	Parameters

	Field Name
	Mode
	Description

	index
	Input
	The zero based index which describes the position of the network in the known networks list. Any existing subsequent entry will have their previous index adjusted to be one larger.

	pNetwork
	Input
	The network to add to the known networks list.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00010004
	The SSID is invalid

	0X00010005
	The BSSID is invalid

	0X00010006
	The Friendly Name is invalid

	0X00010007
	The security parameter is invalid

	0X00010008
	The mode parameter is invalid

	0X00010009
	The hidden parameter is invalid

	0X0001000A
	The key is invalid

	0X0001000B
	The EAP authentication method is invalid

	0X0001000C
	The EAP configuration is invalid

	0X00013007
	The specified index is to large and would leave a gap in the known networks list

	0X00013008
	Index is not valid for user defined networks. Please try a higher index.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.6 CMAPI_WLAN_UpdateKnownNetwork()

The CMAPI_WLAN_UpdateKnownNetwork() function is used to update an existing known network record.

	Prototype

	dword CMAPI_WLAN_UpdateKnownNetwork (dword index, WLANNetwork* pNetwork)




	Parameters

	Field Name
	Mode
	Description

	index
	Input
	The zero based index which describes the position of the network in the known networks list.

	pNetwork
	Input
	The updated network info to reside at the index in the known networks list.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00010001
	No network exists at the specified index.

	0X00010002
	Predefined networks are not able to be modified.

	0X00010004
	The SSID is invalid

	0X00010005
	The BSSID is invalid

	0X00010006
	The Friendly Name is invalid

	0X00010007
	The security parameter is invalid

	0X00010008
	The mode parameter is invalid

	0X00010009
	The hidden parameter is invalid

	0X0001000A
	The key is invalid

	0X0001000B
	The EAP authentication method is invalid

	0X0001000C
	The EAP configuration is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.7 CMAPI_WLAN_DeleteKnownNetwork()

The CMAPI_WLAN_DeleteKnownNetwork() function is used to remove the entry from the known networks list at the specified index.

	Prototype

	dword CMAPI_WLAN_DeleteKnownNetwork (dword index)




	Parameters

	Field Name
	Mode
	Description

	index
	Input
	The index of the record to remove from the known networks list. Any subsequent records will have their index decremented.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00010001
	No network exists at the specified index.

	0X00010002
	Predefined networks are not able to be modified

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.8 CMAPI_WLAN_GetKnownNetwork()

The CMAPI_WLAN_GetKnownNetwork() function is used to retrieve the known network record information

	Prototype

	dword CMAPI_WLAN_GetKnownNetwork (dword index, WLANNetwork* pNetwork, dword* pNetworkSize)




	Parameters

	Field Name
	Mode
	Description

	index
	Input
	The index of the known network to retrieve.

	pNetwork
	Output
	The known network record.

	pNetworkSize
	Input/Output
	The size of the structure WLAN network structure


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00010001
	No network exists at the specified index.

	0X00010003
	The size of the network structure is not large enough pNetworkSize contains the minimum size required.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.9 CMAPI_WLAN_GetScanResults()

The CMAPI_WLAN_GetScanResults() function is used to retrieve the list of available WLAN networks. Invoking this call does not force an operation on the device like scanning; it simply retrieves the most recent scan list.

	Prototype

	dword CMAPI_WLAN_GetScanResults (dword deviceID, WLANNetwork* pScanList, dword* pScanListSize, dword* pScanListCount)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pScanList
	Output
	The buffer to hold the scan list entry

	pScanListSize
	Input/Output
	Contains the number of bytes of the ScanList buffer on input. If buffer size is not sufficient, this will contain the number of bytes needed in the structure on return.

	pScanListCount
	Output
	The number of entries in the scan list


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000009
	The buffer is insufficient. pScanListSize contains the minimum number of bytes necessary to hold the scan list.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.10 CMAPI_WLAN_Scan_Async()

The CMAPI_WLAN_Scan_Async() function is used to initiate a scan for WLAN networks. This initiates an asynchronous process to discover WLAN networks available. The calling thread returns immediately. The result is reported in callback CMAPI_Callback_ScanWLANComplete().
	Prototype

	dword CMAPI_WLAN_Scan_Async (dword deviceID, dword Timeout)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	Timeout
	Input
	The maximum time for the WLAN network scan (in seconds).


	 Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.11 CMAPI_WLAN_Connect()

The CMAPI_WLAN_Connect() function is used to connect to a WLAN network. This operation occurs asynchronously.

	Prototype

	dword CMAPI_WLAN_Connect (dword deviceID, WLANNetwork* pNetwork, dword associationTimeout, dword grantTimeout)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pNetwork
	Input
	Specifies the network to connect.

	associationTimeout
	Input
	Specifies the number of milliseconds to allow an association to the network to be setup before reporting failure.

	grantTimeout
	Input
	Specifies the number of milliseconds to allow a DHCP operation to proceed before reporting failure.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00010004
	The SSID is invalid

	0X00010005
	The BSSID is invalid

	0X00010006
	The Friendly Name is invalid

	0X00010007
	The security parameter is invalid

	0X00010008
	The mode parameter is invalid

	0X00010009
	The hidden parameter is invalid

	0X0001000A
	The key is invalid

	0X0001000B
	The EAP authentication method is invalid

	0X0001000C
	The EAP configuration is invalid

	0X0001000D
	The WLAN Encryption Type is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.

	0XF0000006
	The WLAN Encryption Type used is not allowed.  Please use proper Encryption type 


7.12.12 CMAPI_WLAN_ConnectKnownNetwork()

The CMAPI_WLAN_ConnectKnownNetwork() function is used to connect to a WLAN network in the known networks list. This operation occurs asynchronously.

	Prototype

	dword CMAPI_WLAN_ConnectKnownNetwork (dword deviceID, UTF8* SSID, UTF8* BSSID, dword associationTimeout, dword grantTimeout)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	SSID
	Input
	The SSID of the known network

	BSSID
	Input
	(Optional) The BSSID of the known network

	associationTimeout
	Input
	Specifies the number of milliseconds to allow an association to the network to be setup before reporting failure.

	grantTimeout
	Input
	Specifies the number of milliseconds to allow a DHCP operation to proceed before reporting failure.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X0001000D
	The WLAN Encryption Type is invalid

	0X00012001
	The SSID does not reference a valid known network.

	0X00012002
	The BSSID does not reference a valid known network

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.

	0XF0000006
	The WLAN Encryption Type used is not allowed.  Please use proper Encryption type 


7.12.13 CMAPI_WLAN_Disconnect()

The CMAPI_WLAN_Disconnect() function is used to disconnect any connected WLAN network.

	Prototype

	dword CMAPI_WLAN_Disconnect (dword deviceID)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00011001
	There is no existing WLAN connection

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.14 CMAPI_WLAN_GetConnectionMode()

The CMAPI_WLAN_GetConnectionMode() function is used to determine if connectivity is being actively sought by the enabler or if manual connection requests are required.

	Prototype

	dword CMAPI_WLAN_GetConnectionMode (dword deviceID, dword* pMode)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pMode
	Output
	Indicates connectivity mode.

· 0x00000000: Auto connect to known networks (default value)

· 0x00000001: Auto connect only to networks for which the option automatic mode has been selected
· 0x00000002: Manual connect (known and unknown networks)

· 0x00000003: Manual connect (only to known networks – subject to some policies)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.15 CMAPI_WLAN_SetConnectionMode()

The CMAPI_WLAN_SetConnectionMode() function is used to change the connectivity mode. Changing connectivity mode will not affect any established connection.

	Prototype

	dword CMAPI_WLAN_SetConnectionMode (dword deviceID, dword mode)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	mode
	Input
	Indicates connectivity mode.

· 0x00000000: Auto connect to known networks (default value)

· 0x00000001: Auto connect only to networks for which the option automatic mode has been selected
· 0x00000002: Manual connect

· 0x00000003: Manual connect (only to known networks)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00011002
	Security mode does not allow connectivity to unknown networks.

	0X00013009
	The mode is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.16 CMAPI_WLAN_ResetDevice()

The CMAPI_WLAN_ResetDevice() function is used to reset the device. This causes the device to be power cycled.

	Prototype

	dword CMAPI_WLAN_ResetDevice (dword deviceID)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.17 CMAPI_WLAN_GetConnectedParameters()

The CMAPI_WLAN_GetConnectedParameters() function is used to retrieve values related to the associated network.

	Prototype

	dword CMAPI_WLAN_GetConnectedParameters (dword deviceID, ConnectedParameters* pParameters, dword* pParametersSize, UTF8* pMacAddress, dword* pMacAddressSize)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pParameters
	Output
	The ip address, mask, proxy information

	pParametersSize
	Input/Output
	The size of the pParameters buffer in bytes

	pMacAddress
	Output
	The physical address of the access point

	pMacAddressSize
	Input/Output
	The size of the pMacAddress buffer in bytes


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000020
	The pParameters buffer is not large enough. pParametersSize contains the minimum buffer length required.

	0X30000021
	The pMacAddress buffer is not large enough. pMacAddressSize contains the minimum buffer length required.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.18 CMAPI_WLAN_SetConnectedParameters()

The CMAPI_WLAN_SetConnectedParameters() function is used to set various attributes of an existing connection.

	Prototype

	dword CMAPI_WLAN_SetConnectedParameters (dword deviceID, ConnectedParameters* pParameters)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pParameters
	Input
	The parameters to set.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00011005
	Operation is prohibited by security policy.

	0X0001300A
	The address is invalid

	0X0001300B
	The subnet mask is invalid

	0X0001300C
	The http proxy is invalid

	0X0001300D
	The mac address is invalid

	0X0001300E
	The default gateway is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.19 CMAPI_WLAN_CancelOperation()

The CMAPI_WLAN_CancelOperation() function is used to cancel any pending operation like connect or scan.

	Prototype

	dword CMAPI_WLAN_CancelOperation (dword deviceID)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00011006
	No pending operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.20 CMAPI_WLAN_ConnectWPS()

The CMAPI_WLAN_ConnectWPS() function is used to initiate a connection with the WPS button push method.

	Prototype

	dword CMAPI_WLAN_ConnectWPS (dword deviceID)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.21 CMAPI_WLAN_ConnectPinWPS()

The CMAPI_WLAN_ConnectPinWPS() function is used to initiate a connection with the WPS pin method.

	Prototype

	dword CMAPI_WLAN_ConnectPinWPS (dword deviceID, byte* Pin, dword Pinlength)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned.

	Pin
	Input
	The pin entered by the user in hexadecimal.

	Pinlength
	Input
	The length of the pin provided in bytes.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00011007
	The pin for WPS was malformed or incorrect size

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.22 CMAPI_WLAN_ConnectionState()

The CMAPI_WLAN_ConnectionState() function is used to determine if WLAN is connected.

	Prototype

	dword CMAPI_WLAN_ConnectionState (dword deviceID, dword* pStatus)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned.

	pStatus
	Output
	 Indicates WLAN connection status.

· 0x00000000: Connection attempt starting

· 0x00000001: Attempting association

· 0x00000002: Association failed

· 0x00000003: Attempting authentication

· 0x00000004: Authentication failed

· 0x00000005: Requesting IP address

· 0x00000006: IP grant failed

· 0x00000010: Connected

· 0x00000020: Disconnecting

· 0x00000021: Disconnected


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.23 CMAPI_WLAN_SearchNetwork_Async()

The CMAPI_WLAN_SearchNetwork_Async() function is used to check the availability of a specific WLAN network. The calling thread returns immediately. This operation occurs asynchronously. The result is reported in callback CMAPI_Callback_SearchWLANNetworkComplete().
	Prototype

	dword CMAPI_WLAN_SearchNetwork_Async (dword deviceID, dword Timeout, WLANNetwork* pNetwork)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned.

	Timeout
	Input
	The maximum time for the search for the WLAN Network (in seconds).

	pNetwork
	Input
	The network to search for


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.24 CMAPI_WLAN_EnableCapability()

The CMAPI_WLAN_EnableCapability () function is used to enable or disable the WLAN feature in the device.

	Prototype

	dword  CMAPI_WLAN_EnableCapability (dword deviceID, dword WLANswitch)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The device identifier

	WLANswitch
	Input
	The WLAN  feature switch

· 0x00000000: disable 

· 0x00000001: enable


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred.

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.25 CMAPI_WLAN_AuthenticationSupported()

The CMAPI_WLAN_AuthenticationSupported() function is used to determine if HS2.0 is supported by the device and what are the authentications methods supported.

	Prototype

	dword CMAPI_WLAN_AuthenticationSupported (dword deviceID, dword* pHS2Support, dword* pHS2version, dword* pAuthentication)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pHS2Support
	Output
	                       Indicates HS2.0 support:

· 0x00000000: HS2.0 not Supported

· 0x00000001: HS2.0 Supported

	pHS2version
	Output
	Indicates which version of HS is supported:

· 0x00000000: if HS2.0 not Supported

· 0x00000001: Phase 1

· 0x00000002: Phase 2

· 0x00000003: Phase 3

· 0x00000004: Reserved for future use

· 0x00000005: Reserved for future use

	pAuthentication
	Output
	The  EAP Authentication methods supported (see Authentication methods) as a bitmap (0x00000000 indicates none):

· 0x00000001: MD5-Challenge

· 0x00000002: Generic Token Card (GTC)

· 0x00000004: EAP-TLS

· 0x00000008: LEAP

· 0x00000010: EAP-SIM

· 0x00000020: EAP-TTLS

· 0x00000040: EAP-AKA

· 0x00000080: PEAP

· 0x00000100: EAP MS-CHAP-V2

· 0x00000200:  EAP-FAST

· 0x00000400: EAP-PSK

· 0x00000800: EAP-IKEv2

· 0x00001000: EAP-AKA’


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.26 CMAPI_WLAN_ManageKnownNetwork()

The CMAPI_WLAN_ManageKnownNetwork() function is used to add/delete or update a network to or in the known network list.

	Prototype

	dword CMAPI_WLAN_ManageKnownNetwork (dword index, WLANNetwork* pNetwork, dword operation, WLANPreferences* Preferences)




	Parameters

	Field Name
	Mode
	Description

	index
	Input
	The zero based index which describes the position of the network in the known networks list.
In case of addition, any existing subsequent entry will have their previous index adjusted to be one larger. 

In case of deletion, any subsequent records will have their index decremented.

	pNetwork
	Input
	The network to add/delete or update to the known networks list.

	operation
	Input
	The operation type to Add, Delete, Update the Wlan Network in the known network list:

· 0x00000001: Add to the known network List
· 0x00000002: Delete from the known network List
· 0x00000003: Update an existing known network record
This action is as well updating the field Known in the WLANNetwork record.

	Preferences
	WLANPreferences*
	In case of Add or Update, provides the User and Operator preferences. If filled, this overrides the preferences provided with the input of pNetwork.

This is in particular updating the User preference and Operator preference lists.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00010004
	The SSID is invalid

	0X00010005
	The BSSID is invalid

	0X00010006
	The Friendly Name is invalid

	0X00010007
	The security parameter is invalid

	0X00010008
	The mode parameter is invalid

	0X00010009
	The hidden parameter is invalid

	0X0001000A
	The key is invalid

	0X0001000B
	The EAP authentication method is invalid

	0X0001000C
	The EAP configuration is invalid

	0X00010020
	The WLAN Network cannot be blacklisted (i.e. already in the operator preferred network list)

	0X0001001A
	The User Preference is invalid

	0X0001001B
	The User Preference Priority is invalid

	0X0001001C
	The Operator Preference is invalid

	0X0001001D
	The Operator Preference Priority is invalid

	0X00013007
	The specified index is to large and would leave a gap in the known networks list

	0X00013008
	Index is not valid for user defined networks. Please try a higher index.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.27 CMAPI_WLAN_GetANQP()

The CMAPI_WLAN_GetANQP() function is used to get the ANQP information including HS2.0 ANQP.

	Prototype

	dword CMAPI_WLAN_GetANQP (dword deviceID, dword dialogToken, APE* AdvertisementProtocolElement, word queryRequestlength, ANQPQueryList* ANQPQL, HSQueryList* HSQL, word responselength, ANQPCapabilityList* ANQPCL, HSCapabilityList* HSCL, var* ANQPQResponse, var* HSQResponse)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	dialogToken
	Input
	Used for matching action responses with action requests in case of multiple concurrent actions (it is the responsibility of the CM Application to use different numbers in this case).

	AdvertisementProtocolElement
	Input
	The Advertisement Protocol Element as defined in the structure APE with the Advertisement Protocol ID set to 0 (ANQP).

	queryRequestlength
	Input
	The Query Request length corresponding to the total number of bytes for the Query List ANQP element and the HS Query List.

	ANQPQL
	Input
	The Query List ANQP element

	HSQL
	Input
	The HS Query List

	responselength
	Output
	The length of the response corresponding to the total number of bytes for the ANQP capabilities and responses to the queries.

	ANQPCL
	Output
	The ANQP capabilities of the AP

	HSCL
	Output
	The ANQP HS2.0 capabilities of the AP

	ANQPQResponse
	Output
	The response to the Query List ANQP element(s) requested. The length is depending of the elements required (see structures for ANQP)

	HSQResponse
	Output
	The response to the HS Query List element(s) requested. The length is depending of the elements required (see structures for ANQP)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000xxx
	The Advertisement Protocol Element is invalid

	0X30000xxx
	The Query List ANQP element is invalid

	0X30000xxx
	The HS Query List is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.28 CMAPI_WLAN_Get_WSIDL()

The CMAPI_WLAN_Get_WSIDL() function is used to retrieve the user preferred list and operator preferred list of WLAN specific identifier (WSID) from the SIM/R-UIM/NAA on UICC in accordance with [3GPP TS 31.102].
	Prototype

	dword CMAPI_ WLAN_Get_WSIDL (dword deviceID, EF_UWSIDL* pUWSIDL, dword* pUWSIDLSize, EF_OWSIDL* pOWSIDL, dword* pOWSIDLSize)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pUWSIDL
	Output
	The user preferred list of WLAN specific identifiers

(null value if not present)

	pUWSIDLSize
	Input/Output
	The size of the pUWSIDL buffer in bytes

	pOWSIDL
	Output
	The operator preferred list of WLAN specific identifiers

(null value if not present)

	pOWSIDLSize
	Input/Output
	The size of the pOWSIDL buffer in bytes


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000xxx
	The pUWSIDL buffer is not large enough. pUWSIDLSize contains the minimum buffer length required.

	0X30000xxx
	The pOWSIDL buffer is not large enough. pOWSIDLSize contains the minimum buffer length required.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.29 CMAPI_WLAN_Get_HS2MOSubcription()

The CMAPI_WLAN_Get_HS2MOSubcription() function is used to retrieve the elements related to HS2.0 subscriptions in accordance with [Wi-Fi Alliance HS2.0 TS].

	Prototype

	dword CMAPI_ WLAN_Get_HS2MOSubcription (dword deviceID, PerProviderSubscription* pHS2MOSubscription, dword* pHS2MOSubscription)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pHS2MOSubscription
	Output
	The detail of the HS2.0 subscriptions present in the device

	pHS2MOSubscriptionSize
	Input / Output
	The size in byte of pHS2MOSubscription.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000xxx
	The pHS2MOSubscription is not large enough.

	0X30000xxx
	HS 2.0 MO is not supported by the device

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.30 CMAPI_WLAN_Get_ANDSFMOSubcription()

The CMAPI_WLAN_Get_ANDSFMOSubcription() function is used to retrieve the elements related to ANDSF subscription in accordance with [3GPP TS 24.312].
	Prototype

	dword CMAPI_ WLAN_Get_ANDSFMOSubcription (dword deviceID, ANDSFSubscription* pAMOSubscription, dword* pAMOSubscriptionsize)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pAMOSubscription
	Output
	The detail of the ANDSF MO subscription present in the device

	pAMOSubscriptionSize
	Input / Output
	The size in byte of pAMOSubscription.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000xxx
	ANDSF MO is not supported by the device

	0X30000xxx
	The pAMOSubscription is not large enough.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.31 CMAPI_WLAN_Set_WLANUserSettings()

The CMAPI_WLAN_Set_WLANUserSettings() function is used to set the user settings for WLAN.
	Prototype

	dword CMAPI_ WLAN_Set_WLANUserSettings (dword deviceID, dword automaticConnection, AutoConnectionSettings* AutomaticConnectionOptions, UTF8* HS20DefaultSubscription, UTF8* ANDSFDefaultSubscription, dword userSetting)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	automaticConnection
	Input
	Specifies which type of Connection mode needs to be supported:
· 0x00000000: Manual Only – no Automatic Connection to WLAN

· 0x00000001: WLAN Preferred – Automatic Connection to WLAN allowed

· 0x00000002: Automatic Connection to WLAN under conditions

	AutomaticConnectionOptions
	Input
	Optional (if the Automatic Connection under condition is selected by the user)

	HS20DefaultSubscription
	Input
	Name of the default HS2.0 WLAN operator subscription

	ANDSFDefaultSubscription
	Input
	Optional – Name of the default ANDSF WLAN operator subscription – in case of dual SIM

	userSetting
	Input
	Specifies the operator settings regarding which WLAN policies should apply
· 0x00000000: No preference (i.e. operator settings applies)

· 0x00000001: Cellular Preferred (i.e. ANDSF preferred)

· 0x00000002: WLAN subscription preferred (i.e. HS2.0 Preferred)

Any other value is interpreted as no preferences (equal to 0x00000000)


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


7.12.32 CMAPI_Callback_SearchWLANNetworkComplete()
The CMAPI_Callback_SearchWLANNetworkComplete() function is called when a search for a particular WLAN network has been completed. The function is invoked as a result of a previous call to CMAPI_WLAN_SearchNetwork_Async().
	Prototype

	dword CMAPI_Callback_SearchWLANNetworkComplete (CallbackStatus status, dword deviceID, Located_WLANNetwork* pNetwork, dword Present)




	Parameters

	Field Name
	Mode
	Description

	status
	Input
	The status of the callback.

	deviceID
	Input
	The ID of the device concerned

	pNetwork
	Input
	The network identification.

	Present
	Input
	The presence status of the WLAN network searched

· 0x00000000: Not present

· 0x00000001: Present


7.12.33 CMAPI_Callback_ScanWLANComplete()

The CMAPI_Callback_ScanWLANComplete() function is used to notify that a scan for WLAN networks has been completed. The function is invoked as a result of a previous call to CMAPI_WLAN_Scan_Async().
	Prototype

	dword CMAPI_Callback_ScanWLANComplete (CallbackStatus status, dword deviceID, dword networks)




	Parameters

	Field Name
	Mode
	Description

	status
	Input
	The status of the callback.

	deviceID
	Input
	The ID of the device concerned

	networks
	Input
	The number of networks in the current scan list.


7.12.34 CMAPI_Callback_WLANNewAvailableNetwork()

The CMAPI_Callback_WLANNewAvailableNetwork() function is used to notify that a new network has been discovered. It is recommended to use CMAPI_WLAN_GetScanResults() to get network list if the awCount has not just increased of 1 increment compared to previous result.

	Prototype

	dword CMAPI_Callback_WLANNewAvailableNetwork (dword deviceID, dword awcount, Located_WLANNetwork* pNetwork)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	awCount
	Input
	The number of WLAN networks available.

	pNetwork
	Input
	The new network which has been located. Please see Located_WLANNetwork


7.12.35 CMAPI_Callback_WLANConnectionStatus()

The CMAPI_Callback_WLANNotification() function is used to receive WLAN connection Status.

	Prototype

	dword CMAPI_Callback_WLANConnectionStatus (CallbackStatus status, dword deviceID, dword connectionstatus)




	Parameters

	Field Name
	Mode
	Description

	status
	Input
	The status of the callback.

	deviceID
	Input
	The ID of the device concerned

	connectionstatus
	Input
	WLAN event:

· 0x00000000: Connection attempt starting

· 0x00000001: Attempting association

· 0x00000002: Association failed

· 0x00000003: Attempting authentication

· 0x00000004: Authentication failed

· 0x00000005: Requesting IP address

· 0x00000006: IP grant failed

· 0x00000010: Connected

· 0x00000020: Disconnecting

· 0x00000021: Disconnected


7.12.36 CMAPI_Callback_WLANSettingsChanged()

The CMAPI_Callback_WLANSettingsChanged () function is used to notify that a WLAN operator setting has been changed.
	Prototype

	dword CMAPI_Callback_WLANSettingsChanged (dword deviceID, dword operatorSetting)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	operatorSetting
	Input
	The New operator settings regarding which WLAN policies should apply:
· 0x00000000: Not specified – no preferences between ANDSF & HS2.0

· 0x00000001: ANDSF Preferred (default)

· 0x00000002: HS2.0 Preferred

· 0x00000003: ANDSF Only

Any other value is interpreted as default value (ANDSF preferred – 0x00000001)


7.12.37 CMAPI_Callback_WLANNewMO()

The CMAPI_Callback_WLANNewMO() function is used to notify that a new or an updated WLAN MO has been provided to the Terminal. 

	Prototype

	dword CMAPI_Callback_WLANNewMO (dword deviceID, dword wMO)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	wMO
	Input
	The type of new or updated WLAN MO:

· 0x00000000: Reserved

· 0x00000001: HS 2.0 MO

· 0x00010000: ANDSF MO
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